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Introduction

The LXE® MX3X is a rugged, portable, hand-held Microsoft® Windows® CE 5.0 equipped mobile computer capable of
wireless data communications using wireless LAN radios with internal antennas or an external remote mount antenna. It can
store information for later transmission through an RS-232, InfraRed, or USB port. The device can be scaled from a limited
function batch computer to an integrated wireless scanning computer. The keys on the keypad are constructed of a
phosphorescent material that can easily be seen in dimly lighted areas.

Contact your LXE representative for information on the latest upgrades for your MX3X.
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Components

|Back

1. Endcap

2. Leather Handtrap Con-
nector

IR Port (COM 2 Port)
Cradle Input Contacts
Main Battery

Stylus

N o o b~ w

Back Cover

Endcap

D 2 Q@ D D Q@

COM3 com COM3 cOomM1

1. DC Power Jack
2. Left Port
3. Right Port (USB-C)

4. Audio Jack or External Antenna Connector
Note: The IR port on the back of the device is COM 2.
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Battery Well Vent Aperture

Endcap Options
Left Port (2) Right Port (3) See (4)

Serial COM3 Serial COM1 Audio Jack
Serial COM3 USB Client Audio Jack
USB Host Serial COM1 Audio Jack
USB Host USB Client Audio Jack
Scanner Serial COM1 Audio Jack
Scanner USB Client Audio Jack
Serial COM3 Serial COM1 Antenna
Serial COM3 USB Client Antenna
USB Host Serial COM1 Antenna
USB Host USB Client Antenna

Battery Well Vent Aperture

Caution — The vent aperture in the battery well should never be blocked with any device other than an approved LXE main
battery. The vent aperture functions to relieve any heat or pressure that may build up in the MX3X during everyday use.

fin nan

If the vent hole is covered by an object, e.g. a tracking label, other than an approved LXE main battery, the touch screen may
be damaged. If damage occurs to the touch screen, please contact your LXE representative for the process to follow when
returning the device to LXE for repair.
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Hardware

System Hardware

802.11b/g and a/b/g Wireless Client

The MX3X has an LXE 802.11x network card that supports diversity with two internal antennas. The CPU board does not allow
hot swapping the network card. Adjusting power management on the network card is set to static dynamic control.

WEP, WPA and LEAP are supported.

Central Processing Unit

The CPU is a 400MHz Intel Xscale PXA255 CPU. The operating system is Microsoft Windows CE 5.0. The OS image is
stored on aninternal SD flash card and is loaded into DRAM for execution.

Xscale turbo mode switching is supported and tured on by default.
The MX3X supports the following I/O components of the core logic:

e One PCMCIA slot (supports Type | or Il PCMCIA cards).

e One compact Flash card port (supports Type | and Il cards).
¢ One InfraRed port.

¢ One Digitizer Input port (see Display).

e Two I/O ports in six configurations (see Endcaps and COM Ports).
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System Memory

System Memory

A CF Card FLASH is used for ROM, Flash for Windows operating system and Flash memory for bundled applications. The
Flash is configured as the primary boot device and contains the Windows operating system image, boot loader, OAL,
applications, utilities and device drivers.

Any flash remaining beyond the Windows operating system image is formatted for use as a persistent memory drive (which
appears in My Computer as the folder labeled System). Any programs or data stored in this folder will not be lost if the memory
backup battery fails.

The computer has one Type Il CF+ slot. The computer supports and auto detects up to 256MB of Type | compact flash
memory.

Video Subsystem

The display has a 640 pixel (horizontal) by 240 pixel (vertical) format. Display contrast is adjustable with key sequences.
Backlighting is available and can be adjusted with key sequences. The turn-off timing is configured through the Control Panel.
The display controller supports Windows CE graphics modes. Touch screen allows mouse functions (pointing and tapping on
the display or Signature Capture) using an LXE approved stylus.

There are two types of displays available:

« transflective greyscale monochrome. The transflective monochrome is optimized for outdoor use but may also be used
indoors. The monochrome display has an electroluminescent backlight.

e transmissive color. The transmissive color display is optimized for indoor lighting. It cannot be used without the back-
light. The color display has a CCFL (Cold-Cathode Fluorescent Lighting) backlight.

The transflective display appears to have a greenish hue when the display is off or suspended. The transmissive display
appears black when the display is off or suspended.

Power Supply

The MX3X uses two batteries for operation.

A 1900 mAh replaceable Lithium-lon (Li-lon) battery pack. The battery pack recharges while the computer is in a powered
cradle or when connected to the optional external power sources. The main battery can be removed and inserted in the MX3
Multi-Charger which simultaneously charges up to six battery packs in four hours.

Aninternal 50 mAh Nickel Cadmium (NiCd) backup battery. The backup battery is recharged directly by the main battery when
it is in the mobile device. Full charging of the backup battery may take several hours. The recharging of the backup battery is
automatically controlled by the operating system. The backup battery must be replaced by qualified service personnel.

Optional AC adapters are available — external AC power supplies (US and International) and a cigarette lighter adapter.

Audio Interface

Aninterface is available for headset operation. When a headset is plugged into the audio jack on the endcap, the main speaker
is disabled.
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PCMCIA Slots

PCMCIA Slots

Use and operation of the Personal Computer Memory Card International Association (PCMCIA) device (e.g. PC card) is
dependent upon both the type of device installed and the application(s) running on the computer. Make sure the proper software
is pre-loaded and PC cards are properly configured.

Slot 0 — Network or SRAM Cards

When removing or installing the network card, protect the internal components and the network card from electrostatic
discharge.

The MX3X has one internal PCMCIA slot that conforms electrically to PCMCIA 2.1 specifications. The PC Slot supplies 0.75
of an amp at 5Volts or 3.3Volts. Battery voltage is supplied through unused pin 35 to support a WAN client device in the slot.
The PC slot is accessible by the use of a Phillips screwdriver to first loosen the endcap. It accepts Type | or Il cards only. Slot
0 accepts PCMCIA 802.11 network cards or SRAM/Flash memory cards.

Slot 1 — Compact Flash Card

The MX3X has one internal Compact Flash card port that supports Type | and || CF+ cards. The slot is accessible when the
endcap has been loosened.

Bluetooth LXEZ Pairing

The MX3X contains Bluetooth version 2.0 with Enhanced Data Rate (EDR) up to 3.0 Mbit/s over the air. Bluetooth device
connection (or pairing) can occur at distances up to 32.8 ft (10 meters) Line of Sight. The wireless client retains wireless
connectivity while Bluetooth is active.

The user will not be able to select PIN authentication or encryption on connections to from the MX3X. However, the MX3X
supports authentication requests from pairing devices. If a pairing device requests authentication or encryption, the MX3X
displays a prompt for the PIN or passcode. Maximum encryption is 128 bit. Encryption is based on the length of the user’s
passcode.

Bluetooth will simultaneously support one printer as a slave Bluetooth device and one scanner, either as a slave or as a master
Bluetooth device.
o The MX3X does not have a Bluetooth managed LED.

e The LED on the Bluetooth scanner illuminates during a scanning operation; the Scan LED on the MX3X does not illu-
minate.

o Barcode data captured by the Bluetooth scanner is manipulated by the settings in the MX3XScanner Properties control
panel applet.

o Multiple beeps may be heard during a barcode scan using a mobile Bluetooth scanner; beeps from the mobile Bluetooth
scanner as the barcode data is accepted/rejected, and other beeps from the MX3X during final barcode data manip-
ulation.
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Endcaps and COM Ports

Endcaps and COM Ports

The MX3X supports three COM port options. Two external serial ports are dependent on the end cap chosen. A third serial port
is used to support an infrared transciever (barcode reader). An additional endcap configuration supports serial and USB slave
input/output at 1.5 MBps.

Standard Range Scanner Port

RS-232 Port (Serial Port) or w

USB Client or USB Host

Audio Jack
or
Remote Antenna Connector

DC Power Jack

The COM 2 port is always the IR port on the back of the MX3X, regardless of the type of endcap installed. COM 2 can only be
accessed when a tethered scanner is connected to the RS-232 port on the cradle, and the MX3X is in the cradle. The cradle
does not need to be powered by an alternate AC or DC power source. Tethered scanners receive power from the MX3X’s main
battery.

On the Standard Range Scanner/ Serial Port endcap COM 3 is the Integrated Scanner port. The integrated barcode scanner
scans only when the Scan button is pressed. To edit Scanner Com Port parameters, select Start | Settings | Control Panel |
Scanner. Change the parameter values and tap OK to save the changes.

On the Dual Serial Port endcap the COM1 port is the serial port on the right side of the endcap when the display is facing you.

Caution - Do Not Use the RS-232 Caution - Do Not Use the USB
Labeled Endcap Port for Cables with Labeled Endcap Ports for Serial
USB Plugs/Receptacles: Tethered Scanners:

Seat the connector firmly over the pins and turn the thumbscrews in a clockwise direction. Do not overtighten.

Note: When the MX3X has a remote antenna connector, it does not have an audio jack.
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Endcap Combinations

Endcap Combinations

Left Port (2) Right Port (3) See (4)
Serial COM3 Serial COM1 Audio Jack
Serial COM3 USB Client Audio Jack
USB Host Serial COM1 Audio Jack
USB Host USB Client Audio Jack
Scanner Serial COM1 Audio Jack
Scanner USB Client Audio Jack
Serial COM3 Serial COM1 Antenna
Serial COM3 USB Client Antenna
USB Host Serial COM1 Antenna
USB Host USB Client Antenna

Barcode scanners, tethered to the serial port on a cradle, send ASCII data to the MX3X in the cradle through the COM2 Port.

COM Port Switching

The COM 2 port is always the IR port on the back of the computer, regardless of the type of endcap installed.

On the Standard Range Scanner/ Serial Port endcap COM 3 is the Integrated Scanner port.

On the Dual Serial Port endcap the COM1 port is the serial port on the right side of the endcap when the display is facing you.

The process used to enable the MX3X COM1 serial port for use with a tethered scanner is as follows:

Note: Use the scanner control panel to setup using both the integrated laser scanner and a tethered scanner.

To switch active scanner Com ports select Start | Settings | Control Panel | Scanner | Main tab.

Note: If there is an integrated laser scanner, COM3 is greyed out — if there is no integrated laser scanner, Internal is

greyed out.

To assign baud rate, parity, stop bits and data bits to Com 1, Com 2 or Com3, select Start | Settings | Control Panel | Scanner

COMn tab.

Tethered Scanners
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Integrated Scanner Port

Integrated Scanner Port

The integrated laser barcode scanner is used to collect barcode data from any nearby compatible barcode label. Depending on
the size of the barcode, size of bars and spacing and quality of the barcode, the scanner is used to read barcodes between 3”
and 30”. The barcode scanner reads UPC/EAN, Code 39, Code 93, | 2 of 5, Discrete 2 of 5, Code 128, Codabar and MSI
symbologies.

The integrated laser scanner scans only when the Scan button is pressed. Scan buttons have no effect on tethered barcode
scanners connected to a serial port on the endcap or to the serial port on a cradle holding an MX3X. The SCNR LED illuminates
during any MX3X integrated scanner activation.

Serial Port

RS-232 connection is made through a labeled RS-232 Serial Port if installed. The connector is an industry-standard RS-232.
The connector is a PC/AT standard 9-pin “D” male connector.

Pin Signal Description
1 DCD Carrier Detect
2 RXD Eeceive Data — Input
3 TXD Transmit Data — Output
4 DTE Data Termunal Ready
5 GND SignalPower Ground
& DSE Data Set Eeady
7 ETS Ready To Send
2 CTS Clear To Send
9 EI Eing Indicator — Input
or
+3V DC
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LXE Connection Cable Technical Specification

LXE Connection Cable Technical Specification

The exact serial cable is crucial. Many commercial null modem cables will not work. LXE recommends the following cable:
Serial cable: 9000060CABLE

Pinout:
D9 female D9 female

1 7
2 3
3 2
4 6.8
5 5

6.8 4
7 1
g 110 connection

Some laptop devices do not properly implement all control lines on the serial port — the laptop connection will not work.

RTS/CTS Handshaking and the Serial Port

RTS Ready to Send

CTS Clear to Send

DTR Data Terminal Ready
DSR Data Set Ready

Remote Side The device sending data to and receiving data from the MX3X through the LXE serial cable connected to
the RS-232 ports on both devices.

LXE Serial Cable: 9000060CABLE

The MX3X serial port supports four types of handshaking via the LXE serial cable: None, standard Xon/Xoff, standard
DTR/DSR, and aform of RTS/CTS.

Touse RTS/CTS, the remote side computer must clear the DTR line which sets the MX3X CTS line and allows the MX3X to
send data to the remote side.

And then signals and data travel smoothly between both devices.
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USB Host / USB Client Port

USB Host / USB Client Port

USB Host / Client connection is made through an optional USB Port if installed. The connector is an industry-standard 9-pin
“D” male connector. An LXE USB cable is required to adapt the connection to a standard USB connector.

Caution — Do Not Use the RS-232 Caution - Do Not Use the USB
Labeled Endcap Port for Cables with Labeled Endcap Ports for Serial
USB Plugs/Receptacles: Tethered Scanners:

USB Host Cable

ActiveSync - Connect from USB-C port to USB Type A host e.g. desktop PC, laptop, etc.

o=

Port Label on Endeap

Mohile Dievice End Goes To USE Type A Plug End
1 Host Detect 1

2 Not Used

3 D+ (Green Wire) 3

4 Mot Used

3 Ground (Black Wire) 4

6 Not Used

7 D — (White Wire) 2

8 Not Used

9 Not Used
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USB Client Cable

USB Client Cable

Connect from USB-H serial port to USB Type B Male receptacle on a USB hub, camera, etc.

Port Label on Endeap

Mobile Device End Goes To  USE Type B Plug End

Not Used

Not Used

D + (Green Wire) 3
Not Used

Ground (Black Wire) 4
Not Used

D — (White Wire)
Not Used

Power 1

S Y = N W O C TR S Qe

(e

L=l o]

Tethered Scanners

Do not connect a tethered scanner cable to a MX3X’s USB-C or USB-H labeled endcap port. These ports cannot power a
tethered scanner.

Tethered scanners connect to RS-232 labeled ports on the endcap and can connect to the RS-232 port on a powered cradle.

The MX3X Scan buttons have no effect on tethered barcode scanners (connected to a serial port). Tethered scanners read

barcode scans only when the trigger on the tethered scanner is pressed. The tethered scanner requires power on pin 9 of the
mobile device’s serial port.

To set the MX3X to use a tethered scanner, select Start | Settings | Control Panel | Scanner | COM1 (or 2 or 3).

Tap the “Power on Pin 9 (+5V)” checkbox for the COM port selected. The COM port that accepts the scanner data can be
configured for data rate, parity, stop bits and data bits.
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Programmable Scan Buttons

Programmable Scan Buttons

There are two buttons, one on each side of the display. The buttons can be programmed to perform specific functions.
The programmable keys have no effect on barcode scanners tethered to the device.

When there is no integrated scanner installed, both buttons default to Enter buttons (with the exception of IBM 5250 terminal
emulation devices —in this case, the left button is labeled and functions as Field Exit).

Note: The programmable Scan key is the Field Exit key when the MX3X is an IBM 5250/ TN5250 compatible device.

To edit the button parameters, select Start | Settings | Control Panel | KeyPad. Change the parameter values and tap OK to
save the changes.

Field Exit Key Function (IBM 5250/TN5250 Only)

The Field Exit key is used to exit an input field. If the field is an Auto Enter field, the auto transmit function is activated. This
key function is present on the IBM 5250/ TN5250 specific keypad only.

Scan Buttons and the SCNR LED

The SCNR LED, located above the keypad, illuminates during an integrated barcode scanner function. It is affected by internal
scanner algorithms.

¢ Red-scanning.
e Green—good scan.

e Unlit —laser scanneris inactive.

The Scan buttons have no effect on tethered barcode scanners connected to a serial port. Tethered scanners read barcode
scans only when the trigger on the tethered scanner is pressed. Pressing the trigger on the tethered scanner has no effect on
the mobile device’s Scan buttons.
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Display

Display

The touchscreen display is an LCD unit capable of supporting VGA graphics modes. Display size is 640 x 240 pixels. The
display covering is designed to resist stains. The touchscreen allows signature capture and touch input. A pen stylus is
included. The touchscreen responds to an actuation force (touch) of 4 oz. of pressure (or greater).

transflective greyscale monochrome and transmissive color. The transmissive color display is optimized for indoor lighting. It
cannot be used without the backlight. The transflective monochrome is optimized for outdoor use but may also be used
indoors. The monochrome display has an electroluminescent backlight. The color display has a CCFL (Cold- Cathode
Fluorescent Lighting) backlight.

The transflective display appears to have a greenish hue when the display is off. The transmissive display appears black when
the display is off.

The choice between font sizes is made in the Control Panel option Display | Appearance. Font size selection may be
overridden by a user supplied application.

The display is automatically tured off when the System Idle timer or Suspend timer expires.
Display and Display Backlight Timer

When the System Idle timer expires the display is turned off. The default value for the battery power timer is 15 seconds. The
default value for the external power timer is 2 minutes.

When the User Idle timer expires the screen display backlight is turned off. The default value for the battery power timeris 3
seconds. The default value for the external power timer is 2 minutes.

Both values can be adjusted using the Control Panel option Display | Backlight or Power | Schemes.
Any of the following will wake the display and display backlight:

o Any key on the keypad
o Stylus touch on the touchscreen

o Power button tap When the display wakes up, the timers will begin the countdown again.
When any of the above events occurs prior to the timers expiring, the timers start the countdown again.
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Keypad

Keypad

The QWERTY keypad is phosphorescent. A phosphorescent keypad does not use a keypad backlight but glows in dim/dark
areas after exposure to a light source.

Key Functions

|Scan

(Scanner integrated into endcaps only.) The Scan key activates the scanner when a scanner endcap is installed and the Scan
button is pressed. The internal scanner scans only when the Scan button is pressed. A Scan button press has no effect on
externally attached scanners. See previous section titled “Programmable Buttons.” When there is no integrated scanner
endcap, the Scan keys function as Enter keys. For IBM 5250 configurations, the left button is the “Field Exit” key.

| Enter

The Enter key is used to confirm a forms entry or to transmit information. How it is used is determined by the application
running on the computer.

|2nd

The 2nd key is used to activate the 2nd functions of the keypad. Printed on many keys at the upper left corner are small
characters that represent the 2nd function of that key. Using the 2nd key activates the second key function. Note that the 2nd
key only stays active for one keystroke. Each time you need to use the 2nd function you must press the 2nd key. To cancel a
2nd function before pressing another key, press the 2nd key again.

When the 2nd function is active, the 2nd LED illuminates.

Ctrl

The Ctrl key enables the control functions of the keypad. This function is similar to a regular keyboard’s Control key. Note that
the Ctrl key only stays active for one keystroke. Each time you need to use a Ctrl function, you need to press the Ctrl key
before pressing the desired key.

When the Ctrl function is active, the Ctrl LED illuminates.

Alt

The Alt key enables the alternate functions of the keypad. This function is similar to a regular keyboard’s Alt key. Note that the
Alt key only stays active for one keystroke. Each time you need to use an alternate function, you need to press the Alt key
before pressing the desired key.

When the Alt function is active, the Alt LED illuminates.

Shft

The Shft key enables the shifted functions of the keypad. This function is similar to a regular keyboard’s Shift key. Note that
the Shift key only stays active for one keystroke. Each time you need to use a Shifted function, you need to press the Shft key
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Caps Key and CapsLock Mode

before pressing the desired key. When the Shft function is active, the Shft LED illuminates. When the Shft key is pressed the
next key is determined by the major key legends, i.e., the alpha keys display lower case letters —when CAPS is On alpha
characters are capitalized. For example, when CAPS is on and the Shft key and the G key are pressed, alower case gis
displayed.

|Spc

The Spc key adds a space to the line of data on the display. This function is similar to a regular keyboard’s Spacebar. Note that
the Spc key only stays active for one keystroke.

Caps Key and CapsLock Mode

This function is similar to a regular keyboard’s CapsLock key. Note that the CapsLock mode stays active until the CapsLock
key sequence is pressed again. Each time you need to use a Caps function, you need to press the Caps key sequence first. To
cancel a CapsLock function press the Caps key sequence again. When the CapsLock mode is active, the Caps LED
illuminates.

The CapsLock key sequence is 2nd + F1.
e No CapsLock AND No Shift keypress —result is alowercase letter.
e CapsLock OR Shift —result is an uppercase letter.

e CapsLock AND Shift keypress —result is a lowercase letter.

Keypad Shortcuts
Use keyboard shortcuts instead of the stylus:
e Press Tab and an Arrow key to select afile.
o Press Shift and an Arrow key to select several files.
e Once you've selected afile, press Alt then press Enter to open its Properties dialog.
e Press 2nd then press numeric dot to delete a file.

o Toforce the Start menu to display, press Ctrl then press Esc.

Custom Key Maps

A key or combination of keys can be remapped to provide a single keypress, a string of keypresses or to execute an application
or command.

All key remapping is done using the KeyPad option in the Control Panel.
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Speaker

Speaker

The speaker is located on the front of the MX3X above the Power button. The Speaker has a loudness of at least 90 dB (2700
Hz) at 10 cm measured from the front of the unit. The Speaker volume is adjustable via the keypad or the Control Panel or by
an application through the use of an API call.

There are 16 distinct volume levels. The minimum volume level is 0 (no sound) with a default setting of maximum non-distorted
volume. The volume sticks at maximum and minimum levels.

The speaker is disabled when a headset is plugged into the Audio Jack on the endcap. Speaker volume is enabled and
adjusted using the Control Panel Volume & Sounds control panel.

After the speaker has been enabled using the Control Panel option, speaker volume is adjusted using the 2nd + <F8> key
sequence, if desired. Operational “beeps” are emitted from the speaker.

IR port

At the back of the MX3X is an Infrared (IR) Data Port. The IR Port is designed to provide a data link between the mobile device
and a similarly equipped piece of equipment such as a printer. The IR port is the MX3X's COM 2 port and is a bi-directional half-
duplex communication port. It supports baud rates up to 115k, SIR (Slow IR). It will support serial port emulation, as well as
IrDA and Winsock over IR protocols. It also supports ActiveSync.

<

The IR operating envelope has a distance range of 2 cm (.79 inches) to 1 meter (3.2 feet) with a viewing angle of 30 degrees.

The MX3X uses IrDA protocol to send data in both directions, but not simultaneously. When sending data through the IR port,
make sure the IR port on the first mobile device and the IR port on the second mobile device are in close proximity to each
other. IrDA is not required and not used by terminal emulation programs.

When the MX3X is docked in a cradle, the Status LED on the cradle is red when data is being transmitted through the IR port.
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LED Functions

LED Functions

Across the top of the keypad are LEDs that provide visual cues to current MX3X operation. When the LED is not illuminated,
the function is inactive.

|2nd |

2nd LED. The next keypress is a 2nd keypress. Amber when on. Blinks amber during configuration key sequence.
|ALT |

The next keypress is an ALT keypress. Amber when on and unlit when off.
ICTRL |

The next keypress is a CTRL keypress. Amber when on and unlit when off.
ISHFT |

The next letter is the uppercase letter on alpha keys and the shifted character on the numeric keypad keys. Amber when on and
unlit when off.

ICAPS |
Uppercase letters are active until the CAPS key sequence is pressed again. Amber when on and unlit when off.
ISCNR |

Barcode scanner function, affected by both tethered scanners and the scanner endcap. Red — scanning. Green — good scan.
Unlit — scanner is inactive.

IBATTB |
Backup Battery. When illuminated, the backup battery is charging. When unlit, the backup battery is not charging

|STAT |
Status Indicator. Amber — device is booting up. Blinking Green when display Suspend state begins.

[BATT M |

Main Battery. When illuminated, main battery capacity is low. Red — low battery. Blinking Red — power fail. Unlit — Main battery
is not low OR all charge is depleted in both batteries..

ICHGR |

Charger. When on, the mobile device is receiving external power either from the DC power jack or the MX3X is seated in a
powered cradle.

o Red—Main battery is charging.
e Amber — Fault or temporary standby Contact your LXE representative for assistance.

o Green —battery charge is complete and the MX3X is connected to external power through the power jack or a powered
cradle.
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Power

Power

Power Modes

The MX3X has four power modes: On, Suspend, Critical Suspend and Off.

Primary Events
¢ Any key on the keypad
o COM1 activity
e Touch on the touchscreen
e Power button tap
e COMBS activity
e PC card activity
o USB client connection
o External power connection

e Scanner activity

On Mode

|The Display

When the display is On:
o the keyboard, touchscreen and all peripherals function normally

o the display backlight is on until the Backlight timer expires (default is 3 seconds) 15 seconds afterwards, the display
turns off.

« when the main battery is hot-swapped, the display is tumed Off.

The Mobile Device

After a new mobile device has been received, a charged main battery inserted, and the Power button tapped, the computer is
always On until both batteries are drained completely of power.

When the main battery and backup battery are drained completely, the unit is in the Off mode. The unit transitions from the Off
mode to the On mode when a charged main battery is inserted or external power is applied. Press the Power button to turn the
device on.

User Idle Mode

Note: When the display backlight is Off, the unit is still On. The unit functions normally — a tethered scanner trigger press
or an integrated scanner Scan key press will cause scans. Communications through the network or serial ports continue.

User Idle timers are set using Start | Settings | Control Panel | Power | Schemes tab. The display backlight is turned off when
one of the following occurs:
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Suspend Mode

o the useridle timer expires before a wakeup event takes place

o the Power button is tapped which immediately places the unit into Suspend Mode.
Display Backlight Suspend timers are set using Start | Settings | Control Panel | Display | Backlight tab.
Any of the following primary events will wake the display and display backlight:

¢ Any key on the keypad
o Stylus touch on the touchscreen

e Power button tap

When the display backlight wakes up, the User Idle Timer begins the countdown again. When any of the above events occur
prior to the timer expiring, the timer begins the countdown again.

The first display backlight wakeup key press or touch is sent to the operating system or running application. Once the display is
On, the keyboard and touchscreen function normally.

System Idle Mode

Note: When the display is Off, the unit is still On. The unit functions normally — tethered scanner trigger press or
integrated scanner Scan key press will cause scans. Communications through the network or serial ports continue.

System Idle timers are set using Start | Settings | Control Panel | Power | Schemes tab.

The display is turned off when the System Idle timer expires before a wakeup event takes place. The Power button is tapped
which immediately wakes the unit up. The Status LED blinks green when the Display enters Off mode.

Any of the following primary events will wake the display and display backlight:
¢ Any key on the keypad
o Stylus touch on the touch screen

e Power button tap

When the display wakes up, the System Idle Timer begins the countdown again. When any of the above events occur prior to
the timer expiring, the timer begins the countdown again. The first display wakeup key press or touch is sent to the operating
system or running application. Once the display is On, the keyboard and touch screen function normally.

Suspend Mode

The Suspend mode is entered when the device is either inactive for a predetermined period of time, the user taps the Power
button or the user selects Start | Suspend.

Suspend timers are set using Start | Settings | Control Panel | Power | Schemes tab. Any of the following can be configured to
wake the unit and reset both the display and display backlight timers:

o Any key on the keypad

e PC card activity

e Power button tap

o Stylus touch on the touchscreen
e COM1CTS

o External power connection
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Critical Suspend Mode

e COM3CTS

¢ USB client connection

When the device wakes up, the User Idle, System Idle and the Suspend timers begin the countdown again. When any one of
the above events occurs prior to the Suspend timer expiring, the timer starts the countdown again.

The first wakeup key press or touch is not sent to the operating system or running application — the first keypress or touch is
only used to wake up the unit and reset the timers. Once the unit has transitioned from the Suspend mode to the On mode, the
unit, keyboard and touchscreen function normally.

Critical Suspend Mode

The purpose of the Critical Suspend mode is to reduce power consumption to a lower level that still retains the contents of
SDRAM. The device enters Critical Suspend Mode only when the main battery has failed or is removed/hot-swapped. The
backup battery is supplying power to the unit during Critical Suspend Mode.

When hot-swapping (the main battery is removed and replaced), the display turns off, the BATT M LED begins to flash red, all
peripherals are shut down, the CPU clock is stopped, and power is removed from the PCMCIA card.

When the device is in the Critical Suspend state (the main battery is in place and the device is being powered by the backup
battery), the display turns off, the BATT M LED begins to flash red, all peripherals are shut down, the CPU clock is stopped,
and power is removed from the PCMCIA card. The operating system is saving the state prior to the main battery failing and
cannot be used.

If a fully charged main battery is installed before the backup battery is depleted (approximately 5 minutes) the device
transitions to the Suspend state. To resume operation tap the Power key.

If the backup battery is depleted before a fully charged main battery is inserted, the device immediately tumns itself Off and all
unsaved information is lost. Insert a fully charged main battery and press the Power button to turn the device On.

Off Mode

The MX3X enters the Off Mode when the Main Battery and the Backup Battery are depleted. Insert a fully charged main battery
and press the Power button to turn the device On.
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Batteries

Batteries

Note: LXE recommends that the correct MX3 Multicharger Plus always be used to charge the MX3X’s main battery. The
Multicharger plus label is located on the back of the MX3X multi-charger and the multicharger must have been upgraded
to V1.01 to charge the MX3X’s main battery pack to 100%. Contact your LXE representative for further information about

theV1.01 upgrade kit, if needed.

The MX3X is designed to work with a Lithium-lon (Li-lon) battery pack from LXE. The MX3X receives continuous power from
two batteries. There is a Lithium-lon main battery that can be recharged separately by an LXE approved battery charging unit.
The main battery is recharged, if required, while installed in a powered cradle or when the MX3X is connected to external power
using the power jack. There is a 50 mAh Nickel-Cadmium (NiCd) backup battery inside the MX3X that is recharged only by the
main battery.

Note: LXE recommends the correct Desktop Cradle always be used to store / charge / communicate with the MX3X. The
Desktop Cradle label is located on the bottom of the cradle. The Desktop cradle, compatible with the MX3X, Product
Number is MX3002DSKCRDL.

Main Battery

The main battery has a rugged plastic enclosure that is designed to withstand the ordinary rigors of an industrial environment.
Exercise care when transporting the battery pack making sure it does not come in contact with excessive heat, metal objects
(coins, keys) or any power source other than the LXE Multi-Charger or the MX3X battery well. When the main battery is
properly installed in the MX3X it provides up to eight hours of operation depending upon operation and accessories installed.
The battery pack is resistant to impact damage and falls of up to four feet to a concrete surface.

Under normal conditions it should last approximately eight hours before requiring a recharge. The more you use the scanner,
the wireless client, or the backlight at it’s brightest setting, the shorter the time required between battery recharges.

Battery Hot-Swapping

When the main battery power level is low, the MX3X will signal the user with a warning dialog box on the display and the BATT
M LED illuminates red. The Batt-M LED is illuminated until the main battery is replaced, the battery completely depletes,
external power is applied to the mobile device using the power jack, or the MX3X is placed in a powered cradle.

You can replace the main battery by simply removing the discharged battery and installing a fully charged battery within a five
minute time limit (or before the backup battery depletes). When the main battery is removed, the MX3X automatically
transitions to the Critical Suspend state. During Critical Suspend, theMX3X’s backup battery will continue to power the unit for
at least five minutes. Though data is retained, the MX3X cannot be used until a fully charged main battery is installed. After
installing the fully charged battery, the MX3Xautomatically transitions to the Suspend state. To resume from the Suspend
state, tap the Power button. Full operational recovery from Suspend can take several seconds while the wireless device is
reestablishing a network link.

If the backup battery depletes before a fully charged main battery can be inserted, the MX3X will turn OFF and the Power key
must be used after the main battery is installed.

All configuration data is saved to flash memory before the computer powers off.
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Low Battery Warning

Low Battery Warning

It is recommended that the main battery be removed and replaced when it’s energy depletes. When the Low Battery Warning
appears do an orderly shut down of the mobile device, minimizing the operation of any optional equipment and insuring any
information is saved that should be saved. When the mobile device is in an ON state, a low battery warning dialog box appears
on the display and the Batt-M LED illuminates red. An uninterrupted external power source (wall AC adapters or DC/DC
converters) transfers power to the mobile device internal charging circuitry which, in turn, recharges the main battery and
backup battery.

Note: Once you receive the Low Battery Warning, you have approximately 5 minutes to perform an orderly shutdown and
replace the main battery before the unit powers off. The Low Battery Waming will transition to Critical Suspend before the
MX3X powers off.

Critical Suspend State

The Critical Suspend state or mode can only be entered because of a main battery Power failure. A main battery Power failure
can occur because the battery’s energy has been depleted or the battery has been removed.

When the mobile device is in the Critical Suspend state the main battery LED illuminates, the System LED blinks red, all
peripherals are shut down, the CPU clock is stopped, and power is removed from the PCMCIA cards.

The operating system is saving the state prior to the backup battery failing and cannot be used. If a new fully charged main
battery is installed before the backup battery fully depletes the operating system will transition to the Suspend state. To
resume operation tap the Power key.

Backup Battery

The MX3X has a backup battery that is designed to provide limited-duration electrical power in the event of main battery failure.
The backup battery is a 50 mAh Nickel Cadmium (NiCd) battery that is factory installed in the unit. The need for recharging of
the backup battery is automatically detected and controlled by the operating system. The energy needed to charge the backup
battery comes from the main battery.

It takes several hours of operation before the backup battery is capable of supporting the operation of the MX3X. The duration
of backup battery life is dependent upon operation of the MX3X, it’s features and any operating applications. The backup
battery is replaced by LXE.

Note: An uninterrupted external power source (wall AC adapters or DC/DC converters) transfers power to the MX3X’s
internal charging circuitry which, in turn, recharges the main battery and backup battery.

Backup Battery Maintenance

Note: Make sure there is a fully charged main battery in the MX3X before running the backup battery Discharge Ulility.
The backup battery can be discharged and charged while the MX3X is receiving external power through the Power Jack
or from a powered cradle.

The NiCd backup battery should be discharged completely once or twice a year. The main battery will fully charge the backup
battery. This process will allow longer life for the backup battery.

The backup battery is discharged by selecting Start | Settings | Control Panel | Battery and tapping the “Discharge” button. The
discharge utility shows the progress of the discharging. At this time, the program can be exited while continuing the discharge
process. Normal use of the MX3X can resume during the discharge, with the exception of Hot-Swapping the main battery.
When the backup battery is fully discharged, the MX3X will automatically stop the discharge process and begin to recharge the
backup battery.

DO NOT REMOVE THE MAIN BATTERY from the MX3X until the backup battery is completely discharged —in
approximately 1 hour and recharged in approximately 2.5 hours.
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Software

Software

Introduction

There are several different aspects to the setup, configuration and operation of the MX3X. Many of the setup and configuration
settings are dependent upon the optional features such as hardware and software installed on the unit. The examples found in
this section are to be used as examples only, the configuration of your specific MX3X computer may vary. The following
sections provide a general reference for the configuration of the MX3X and some of its optional features.

Operating System

Your MX3X operating system is Windows CE 5.0 or CE .NET 4.2. The MX3X operating system revision is displayed on the
Desktop. This is the factory default value for the Desktop Display Background.

Windows CE 5.0 Operating System

For general use instruction, please refer to commercially available Windows CE user’s guides or the Windows CE on-line
Help application installed with the MX3X.

This segment assumes the system administrator is familiar with Microsoft Windows options and capabilities loaded on most
standard Windows computers.

Therefore, the sections that follow describe only those Windows capabilities that are unique to the MX3X and its Windows CE
environment.
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General Windows CE Keyboard Shortcuts

General Windows CE Keyboard Shortcuts

Use the keyboard shortcuts in the chart below to navigate with the MX3X keyboard. These are standard keyboard shortcuts for

Windows CE applications.

Press these keys ... To ...
CTRL+C Copy
CTRL + X Cut
CTRL+V Paste
CTRL+Z Undo
DELETE Delete

SHIFT with any of the arrow keys

Select more than one item in a window or on the desktop, or select text
within a document.

CTRL+A Select all.
ALT+ESC Cycle through items in the order they were opened.
CTRL+ESC Display the Start menu.

ALT+Underlined letter in a menu name

Display the corresponding menu.

Underlined letter in a command name on an
open menu

Carry out the corresponding command.

ESC

Cancel the current task.

The touchscreen provides equivalent functionality to a mouse:

e Atouch onthe touchscreen is equivalent to a left mouse click.

e Many items can be moved by the “drag and drop” method, touching the desired item, moving the stylus across the
screen and releasing the stylus in the desired location.

e A double stylus tap is equivalent to a double click.

e Atouch and hold is equivalent to a right mouse click.

Note: Some applications may not support this right click method. Please review documentation for the application to see
if it provides for right mouse click configuration.
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Warmboot

Warmboot
A warmboot reboots the computer without erasing any registry data. However, any applications installed to RAM are lost, as is
all datain RAM. This happens because the operating system is stored on the flash drive, but must be loaded into RAM to run.

All registry configurations are automatically preserved. Any applications stored as .CAB files in the System directory and
configured in the registry to persist are reinstalled on boot up by the Launch utility.

Coldboot

A coldboot reboots the computer, erases all registry data and returns the computer to factory default settings. In order to be
preserved, applications and data must be stored in the System folder. Registry information is not preserved. Only factory
default applications and drivers stored as .CAB files in the System directory are loaded by Launch.

A cold boot is initiated by running the Coldboot application in the \Windows directory. This application automatically cold boots
the MX3X, erasing any customer applied registry changes and returning the MX3X to its factory settings.

Clearing Persistent Storage / Reset to Default Settings

The coldboot utility sets all registry settings back to LXE factory defaults. No other clearing is available or necessary.

Folders Copied at Startup

The following folders are copied on startup:
o System\Desktop=> Windows\Desktop
o System\Favorites=> Windows\Favorites
o System\Fonts=> Windows\Fonts
e System\Help => Windows\Help

e System\Programs=> Windows\Programs
This function copies only the directory contents, no sub-folders.
The following folders are NOT copied on startup:

e Windows\AppMgr
¢ Windows\Recent

o Windows\Startup
Because copying these has no effect on the system or an incorrect effect.

Files in the Startup folder are executed, but only from System\Startup. Windows\Startup is parsed too early in the boot
process so it has no effect.

Executables in System\Startup must be the actual executable, not a shortcut, because shortcuts are not parsed by launch.
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Saving Changes to the Registry

Saving Changes to the Registry
The MX3X saves the registry when you:
e Tap Start | Run then type Warmboot. Tap OK.
o Perform a Suspend / Resume function (by pressing the Pwr key and then pressing it again).

¢ Install Restart in the Start menu by Start | Run then type CTL RESTART=1 and tap the OK button. Tap Start | Restart.
The registry save process takes 0 — 3 seconds. If nothing has been changed, nothing is saved (e.g. 0 seconds)

The registry is automatically saved every 20 minutes. It is also saved every tenth time the registry settings are changed.
Registry settings are changed when control panel applet (e.g. Date/Time) parameters are changed by the user and a warm boot
was not performed afterward.

When you tap Start | Run then type Coldboot and tap the OK button, factory default registry settings are loaded during
coldboot. All customized changes and settings are lost.

Software Load
The software loaded on the mobile computer consists of Windows CE 5.0 OS, hardware-specific OEM Adaptation Layer,
device drivers, Internet Explorer 6.0 for Windows CE browser and utilities. The software supported is summarized below:
Operating System

o Full Operating System License: Includes all operating system components, including Windows CE 5.0 kernel, file sys-

tem, communications, connectivity (for remote APIs), device drivers, events and messaging, graphics, keyboard and
touchscreen input, window management, and common controls.

Network and Device Drivers
Bluetooth (Optional)

Note: Please contact your LXE representative for software updates and CAB files as they are released by LXE.
Software Applications

The following applications are included:
o WordPad(was PocketWord in previous versions of Windows CE)
e Scanner Wedge (LXE developed)
¢ ActiveSync
e Transcriber
¢ Internet Explorer
o Word Viewer
o Excel Viewer
o PDF Viewer
o Image Viewer

Note that the viewer applications allow viewing documents, but not editing them.
Bluetooth (Optional)

Only installed on a Bluetooth equipped MX3X. The System Administrator can Discover and Pair targeted Bluetooth devices for
each MX3X. The System Administrator can enable / disable Bluetooth settings and assign a Computer Friendly name for each
MX3X.
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Java (Optional)

The Bluetooth control panel can be accessed by tapping Start | Settings | Control Panel | Bluetooth or by doubletapping the
Bluetooth icon in the taskbar or on the desktop.

Java (Optional)

Installed by LXE. Files can be accessed by tapping Start | Programs | JEM-CE. Doubletap the EVM icon to open the EVM
Console. A folder of Java examples and Plug-ins is also installed with the Java option. LXE does not support Java applications
running on the mobile device.

LXE RFTerm (Optional)
Installed by LXE. The application can be accessed by clicking Start | Programs | RFTerm.
Wavelink Avalanche Enabler Optional

The Wavelink Avalanche Enabler installation file is loaded on the MX3X by LXE; however, the device is not configured to
launch the installation file automatically. The installation application must be run manually the first time Avalanche is used.
Following installation, the Wavelink Avalanche Enabler will be an auto-launch application. This behavior can be modified by
accessing the Avalanche Update Settings panel through the Enabler Interface.
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MX3X Utilities

MX3X Utilities

The following files are pre-loaded by LXE.

LAUNCH.EXE

Launch works in coordination with registry settings to allow drivers or applications to be loaded automatically into DRAM at
system startup. Registry settings control what gets launched; see the App Note for information on these settings. For
examples, you can look at the registry key

HKEY_LOCAL MACHINE \ Software \ LXE \ Persist
Launch will execute .CAB files, .BAT files, or .EXE files.
App Note

All applications to be installed into persistent memory must be in the form of Windows CE CAB files. These CAB files exist as
separate files from the main installation image, and are copied to the CE device using ActiveSync, or using a Compact Flash
ATA card. The CAB files are copied from ATA or using ActiveSync Explore into the folder System, which is the persistent
storage virtual drive. Then, information is added to the registry, if desired, to make the CAB file auto-launch at startup.

The registry information needed is under the key HKEY_LOCAL_MACHINE \ Software \ LXE \ Persist, as follows. The main
subkey is any text, and is a description of the file. Then 3 mandatory values are added:

FileName is the name of the CAB file, with the path (usually \System).
Installed is a DWORD value of 0, which changes to 1 once auto-launch installs the file.

FileCheck is the name of a file to look for to determine if the CAB file is installed. This will be the name of one of the files (with
path) installed by the CAB file. Since the CAB file installs into DRAM, when memory is lost this file is lost, and the CAB file
must be reinstalled.

There are three optional fields that may be added:

Order is used to force a sequence of events. Order=0 is first, and Order=99 is last. Two items which have the same order will
be installed in the same pass, but not in a predictable sequence.

Delay is used to add a delay after the item is loaded, before the next is loaded. The delay is given in seconds, and defaults to 0
if not specified. If the install fails (or the file to be installed is not found), the delay does not occur.

PCMCIA is used to indicate that the file (usually a CAB file) being loaded is a radio driver, and the PCMCIA slots should be
started after this file is loaded. By default, the PCMCIA slots are off on powerup, to prevent the “Unidentified PCMCIA Slot”
dialog from appearing. Once the drivers are loaded, the slot can be turned on. The value in the PCMCIA field is a DWORD,
representing the number of seconds to wait after installing the CAB file, but before activating the slot (a latency to allow the
thread loading the driver to finish installation). The default value of 0 means the slot is not powered on. The default values for
the default radio drivers (listed below) is 1, meaning one second elapses between the CAB file loading and the slot powering
up.

The auto-launch process proceeds as follows:

o The launch utility opens the registry database and reads the list of CAB files to auto-launch.

o Firstit looks for FileName to see if the CAB file is present. If not, the registry entry is ignored. If it is present, and the
Installed flag is not set, auto-launch makes a copy of the CAB file (since it gets deleted by installation), and runs the
Microsoft utility WCELOAD to install it.

o Ifthe Installed flag is set, auto-launch looks for the FileCheck file. If it is present, the CAB file is installed, and that reg-
istry entry is complete. If the FileCheck file is not present, memory has been lost, and the utility calls WCELOAD to rein-
stall the CAB file.

e Then, the whole process repeats for the next entry in the registry, until all registry entries are analyzed.
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LAUNCH.EXE and Persistent Storage

o Toforce execution every time (for example, for AUTOEXEC.BAT), use a FileCheck of “dummy”, which will never be
found, forcing the item to execute.

o For persist keys specifying .EXE or .BAT files, the executing process is started, and then Launch will continue, leaving
the loading process to run independently. For other persist keys (including .CAB files), Launch will wait for the loading
process to complete before continuing. This is important, for example, to ensure that a .CAB file is installed before the
.EXE files from the .CAB file are run.

o Note that the auto-launch process can also launch batch files (*.BAT), executable files (*.EXE), registry setting files
(*.REG), or sound files (*.WAV). The mechanism is the same as listed above, but the appropriate CE application is
called, depending on file type.

Registry information is already in the default image for the following:

Note: Registry entries may vary depending on software revision level and options ordered with the MX3X.
LAUNCH.EXE and Persistent Storage

If any of the following directories are created in the \SYSTEM folder, Launch automatically copies all of the files in these
directories to the respective folder on the flash drive:

e AppMgr
e Desktop
o Favorites
o Fonts

e Help

e Programs

e Recent

Note: Files in the Startup folder are executed, but only from \System\Startup. They are not copied to another directory.

REGEDIT.EXE

Registry Editor — LXE recommends caution when editing the Registry and also recommends making a backup copy of the
registry before changes are made.

REGLOAD.EXE

Double-tapping a registry settings file (e.g. REG) causes Regload to open the file and make the indicated settings in the
registry. This is similar to how RegEdit works on a desktop PC. The .REG file format is the same as on the desktop PC.

REGDUMP.EXE

Registry dump — Saves a copy of the registry as a text file. The file, REG.TXT, is located in the root folder.

Note: The REG.TXT file is not saved in persistent storage. To use the REG.TXT file as a reference in the even of a
coldboot, LXE recommends copying the file to the \SYSTEM directory on the MX3X or storing a copy of the file on a PC.

WARMBOOT.EXE

Double click this file to warm boot the computer (i.e., all RAM is preserved). It automatically saves the registry before rebooting
which means configuration changes are not lost.
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WAVPLAY .EXE

WAVPLAY.EXE

Double tapping a sound file (e.g. WAV) causes WavPlay to open the file and run it in the background.

MX3X Command-line Utilities

Command line utilities can be executed by Start | Run | [program name].
COLDBOOT.EXE

Command line utility which performs a cold boot (all RAM is erased).

Passwords are lost upon cold boot. If a password is set, that password must be entered to begin the cold boot power cycle
process.

PrtScrn.EXE

Command line utility which performs a screen print and saves the file in .BMP format in the \System folder. Tap Start | Run and
type prtscrn and tap OK, or press Enter. There is a 10 second delay before the screen print is made. The device beeps and
screen captured file (scrmnnnn.bmp) is placed in the \System folder. The numeric filename is incremented by 1 each time the
PrtScrm function is activated. The command is not case-sensitive.

API Calls

See Also: LXE CE API Programming Guide

The LXE CE API Programming Guide documents only the LXE-specific API calls for the MX3X. It is intended as an addition to
the standard Microsoft Windows CE API documentation. Details of many of the calls in the LXE guide may be found in
Microsoft’s documentation.

The APIs documented in the programming guide are included in the file LXEAPI.DLL, which is in the standard Windows CE
image on the MX3X.

For ease of software development, the files LXEAPI.H and LXEAPI.LIB are available on the accessories CD, which are the
C/C++ include files and the link library for the DLL, respectively.

A full SDK is now included for Microsoft Embedded Visual C++ 4.0 (which is available free on the Microsoft website).

Access Files on the Flash Card

Click the My Device icon on the Desktop then click the System icon.

A flash card is used for permanent storage of the MX3X drivers, CAB files and utilities. It is also used for registry content back
up.
CAB files, when executed, are not deleted.

Note: Always perform a warm reset (Start / Run/ Warmboot) when exchanging one flash card for another.
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Desktop Icons

Desktop Icons

For general use instruction, please refer to commercially available Windows CE user’s guides or the Windows on-line Help
application installed in the mobile device.

The MX3X Desktop appearance is similar to that of a desktop PC running Windows 2000 or XP.

At a minimum, it has the following icons that can be double tapped with the stylus to access My Computer, Internet Explorer,
and the Recycle Bin.

At the bottom of the screen is the Start button. Tapping the Start Button causes the Start Menu to pop up. It contains the
standard Windows menu options: Programs, Favorites, Documents, Settings, Help, and Run.

Desktop Icon Function
Access files and programs.
My Device
2
g Storage for files that are to be deleted.
Recycle Bin
9 Discover and then pair with nearby discoverable Bluetooth devices.
Blugtooth
@Fj Storage for downloaded files / applications.
Documents
g Connect to the Internet/intranet (requires radio card and Internet Service Provider — ISP
Internet enroliment is not available from LXE).
Explaorer
The eXpress Scan utility allows an administrator to scan barcodes to provide the initial network
] and Avalanche Mobile Device Server address configuration. This eliminates the need to edit
eXpress radio parameters manually on the LXE device. eXpress Scan uses barcodes created with
Scan eXpress Config.
F
Remote A shortcut to the Remote Desktop Configuration utility.
Desktop
Connection
Wavelink® Avalanche Mobility Center™ (Avalanche MC) is a remote client management
A system that is designed to distribute software and configuration updates to monitored devices,
(71 including LXE® computers with Microsoft® Windows® CE.
tyalanche The enabler for Wavelink Avalanche is loaded on the LXE device but not installed. When the
enabler is installed this icon is displayed on the desktop.
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My Device Folders

Desktop Icon Function
@GDE Java is an option installed by LXE. Tapping the desktop icon displays information on the Java
T version installed.

'—%*Start I Access programs, select from the Favorites listing, documents last worked on, change/view
settings for the control panel or taskbar, on-line help or run programs.

- = Taskbar icons. The number and type of icons displayed are based on the device type, installed
| "H i Iﬁ‘@ options and configuration of the LXE device.

My Device Folders

Folder Description Preserved upon Reboot?

Application Data | Data saved by running applications No

My Documents | Storage for downloaded files / applications | No

Network Mounted network drive No
Program Files Applications No
System Internal SD Flash Card (CAB file storage) | Yes
Temp Location for temporary files No
Windows Operating System in Secure Storage No

Wavelink Avalanche Enabler (Optional)

Note: If the useris NOT using Wavelink Avalanche to manage their mobile device, the Enabler should not be installed on
the mobile device(s).

The following features are supported by the Wavelink Avalanche Enabler when used in conjunction with the Avalanche
Manager.

After configuration, Enabler files are installed upon initial bootup and after a hard reset. Network parameter configuration is
supported for:

o |P address: DHCP or static IP

e RF network SSID

e DNS hosts (primary, secondary, tertiary)
e Subnet mask

o Enabler update
Related Manual: “Using Wavelink Avalanche on LXE Windows Computers”.

The MX3X has the Avalanche Enabler installation files loaded, but not installed, on the mobile device when it is shipped from
LXE. The installation files are located in the System folder on CE devices. The installation application must be run manually
the first time Avalanche is used.
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Internet Explorer

After the installation application is manually run, a reboot is necessary for the Enabler to begin normal performance. Following
this reboot, the Enabler will by default be an auto-launch application. This behavior can be modified by accessing the
Avalanche Update Settings panel through the Enabler Interface.

The designation of the mobile device to the Avalanche CE Manager is LXE_MX3X.

LXE CE devices manufactured before October 2006 must have their drivers and system files upgraded before they can use the
Avalanche Enabler functions. Contact your LXE representative for details on upgrading the mobile device baseline.

Internet Explorer

Access:Start | Programs | Internet Explorer

This option requires a radio card and an Internet Service Provider. There are a few changes in the Windows CE version of
Internet Explorer as it relates to the general desktop Windows PC Internet Explorer options. Tap the “?” button to access
Internet Explorer Help.

Java (Optional)

Installed by LXE. Files can be accessed by tapping Start | Programs | JEM-CE. Doubletap the EVM icon to open the EVM
Console. A folder of Java examples and Plug-ins is also installed with the Java option. LXE does not support Java applications
running on the mobile device.
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Start Menu Program Options

Start Menu Program Options

The following options represent the factory default program installation. Your system may be different based on the software
and hardware options purchased.

Access: Start | Programs

Communication Stores Network communication options
ActiveSync Transfer files between a MX3X and a desktop computer
Connect Run this command after setting up a connection

Start FTP Server Begin connection to FTP server
Stop FTP Server End connection to FTP server
Microsoft File Viewers View downloaded files (see Note)
Excel Viewer View Excel 97 and newer documents
Image Viewer  View BMP, JPEG and PNG images
PDF Viewer View Adobe Acrobat documents
Word Viewer View Word 97 and newer documents and RTF files

Summit Set Summit radio / network parameters
Command Prompt The command line interface in a separate window
Inbox Microsoft Outlook mail inbox

Internet Explorer Access web pages on the world wide Intermnet
Java Option

RFTerm Option. Terminal emulation application.

Media Player Digital media player for movie and audio files.
Microsoft WordPad Opens an ASCII notepad

Remote Desktop Connection  Log on to a Windows Terminal Server
Transcriber Enter data using the stylus on the touchscreen
Wavelink Avalanche Option. Remote management for networked devices
Windows Explorer File management program

Note: The Microsoft File Viewers cannot display files that have been password protected.
o Ifinstalled, RFTerm runs automatically at the conclusion of each reboot.
o If installed and enabled, AppLock runs automatically at the conclusion of each reboot.
e The wireless client connects automatically during each reboot.
o Bluetooth re-connects to nearby paired devices automatically at the conclusion of each reboot.

o If installed and pre-configured, Wavelink Avalanche connects remotely and downloads updates automatically during
each reboot.
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Communication

Communication

Access:Start | Programs | Communication

ActiveSync Introduction

ActiveSync is pre-loaded on all LXE mobile devices.
Using Microsoft ActiveSync you can copy files from your MX3X to your desktop computer, and vice versa.

Once an ActiveSync relationship (partnership) has been established with Connect (on a desktop computer), ActiveSync will
synchronize using the wireless link, serial port, the infrared port, or USB on the MX3X.

Connect and LXEConnect

Upon cabling your MX3X to the desktop/laptop, and ActiveSync on the desktop/laptop opens, if the Connect or LXEConnect
installation does not open on yourMX3X, contact your LXE representative for assistance.

Start FTP Server / Stop FTP Server

These shortcuts call the Services Manager to start and stop the FTP server. The server defaults to Off (for security) unless it is
explicitly tumed on from the menu.

Microsoft File Viewers

The following applications are included:
o Word Viewer
o Excel Viewer
o PDF Viewer

o Image Viewer
Note: The viewer applications allow viewing documents, but not editing them.

Java (Optional)

Installed by LXE. Files can be accessed by tapping Start | Programs | JEM-CE. Doubletap the EVM icon to open the EVM
Console. A folder of Java examples and Plug-ins is also installed with the Java option. LXE does not support Java applications
running on the mobile device.

Summit

Use this option to setup radio client profiles.

The Summit Control Panel can be accessed by tapping Start | Settings | Control Panel | Summit or by doubletapping the
Summit icon in the taskbar or on the desktop.

Certs

The Certs option displays a readme file containing details on how the Summit Configuration Utility (SCU) handles certificates
for WPA authentication.
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Command Prompt

Command Prompt

Access:Start | Programs | Command Prompt

Fle Edit Help

Pocket CMD w 4_Z0
=

[ D>

Pocket CMD Prompt Screen
Type help at the command prompt for a list of available commands.
Exit the Command Prompt by typing exit at the command prompt or select File | Close.

eXpress Scan

The eXpress Scan utility allows an administrator to scan barcodes to provide the initial network and Avalanche Mobile Device
Server address configuration. This eliminates the need to edit radio parameters manually on the MX3X.

eXpress Scan uses barcodes created with eXpress Config.

Internet Explorer
Access:Start | Programs | Internet Explorer

This option requires a radio card and an Internet Service Provider. There are a few changes in the Windows CE version of
Internet Explorer as it relates to the general desktop Windows PC Internet Explorer options. Tap the “?” button to access
Internet Explorer Help.

Media Player
There are few changes in the Windows CE version of Media Player as it relates to the general desktop Windows PC Microsoft
Media Player options.

The Media Player on the MX3X can be accessed by clicking Start | Programs | Media Player. Click the “?” button to access
Media Player Help.
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Wordpad

Wordpad
Start | Programs | Microsoft WordPad

Create and edit documents and templates in WordPad, using buttons and menu commands that are similar to those used in the
desktop PC version of Microsoft WordPad.

By default WordPad files are saved as .PWD files. Documents can be saved in other formats e.g. .RTF or .DOC.
Tap the ? button to access WordPad Help.

Remote Desktop Connection
There are few changes in the Windows CE version of Remote Desktop Connection as it relates to the general desktop
Windows PC Microsoft Remote Desktop Connection options.

If installed, Remote Desktop Connection on the MX3X can be accessed by Start | Programs | Remote Desktop
Connection.

Select a computer from the drop down list or enter a host name and tap the Connect button.

Tap the Options >> button to access the General, Display, Local Resources, Programs and Experience tabs. Tap the “?”
button to access Remote Desktop Connection Help.

Transcriber
Access: Start | Programs | Transcriber

Select Transcriber on the Start | Programs menu. To make changes to the Transcriber application, enable or disable the current
Transcriber session, etc., tap the “hand with a pen” icon in the toolbar. Tap the “?” button or the Help button to access
Transcriber Help.

Windows Explorer
Start | Programs | Windows Explorer

There are a few changes in the Windows CE version of Windows Explorer as it relates to the general desktop PC Windows
Explorer options. Tap the “?” button to access Windows Explorer Help.
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Taskbar

Taskbar

Access:Start | Settings | Taskbar and Start Menu

There are a few changes in the Windows CE version of Taskbar as it relates to the general desktop PC Windows Taskbar
options.
When the taskbar is auto hidden, press the Ctrl key then the Esc key to make the Start button appear.

General Tab
Factory Default Settings
Always on Top Enabled
Auto hide Disabled
Show Clock Enabled

Taskbar and Start Menu Properties m

General Iﬁ'«dvancedl

Always on top
[ &uto hide
Showe Clack

Taskbar Properties, General Tab

Advanced Tab

Taskbar and Start Menu Properties m

Adhvanced

@ Tap the Clear button to rermove e
the contents of the Docurnents —

e,

[ Expand Cantral Panel

Taskbar Properties, Advanced Tab

Expand Control Panel

Tap the checkbox to have the Control Panel folders appear in drop down menu format from the Settings | Control Panel menu
option.

Clear Contents of Document Folder

Tap the Clear button to remove the contents of the Document folder.
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Taskbar Icons

Taskbar Icons

As MX3X devices and applications open and change state, icons are placed in the Taskbar. In most cases, tapping the icon in
the Taskbar opens the related application.

Refer to Start | Help for an explanation of standard Windows CE taskbar icons.

Following are a few of the MX3X and LXE unique taskbar icons that may appear in the Taskbar. These icons are in addition to
the Windows CE taskbar icons.

Wireless Zero Config Inactive / Connected / Not Connected.

- |
* "J X Clicking on the icon opens the Wireless Zero Config utility.
9 . Bluetooth connected / disconnected. Clicking the icon opens the Bluetooth control panel.
e ActiveSync Connection
& i Summit Client signal indicator no signal/ excellent signal. Clicking on the icon opens the Summit Client

Utility.

1:42 Pl Current time. Clicking the time display opens the Date/Time control panel.

(& Click this icon to return to the Desktop.
= AppLock switchpad.
@ @ Input method, keyboard / input panel / transcriber
&y
@ CapslLock active
3 No modifier key is in focus
i Orange modifier key active
Blue modifier key active
T Shift modifier key active

Multiple modifier keys active, Shift plus Blue
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ActiveSync

ActiveSync

Introduction
Once a relationship (partnership) has been established with Connect (on a desktop computer), ActiveSync will synchronize
using the wireless link, serial port, the infrared port, or USB on the MX3X.

Requirement : ActiveSync version 3.8 (or higher) must be resident on the host (desktop/laptop) computer. ActiveSync for the
PC is available from the Microsoft website. Follow their instructions to locate, download and install ActiveSync on your
desktop computer.

Using Microsoft ActiveSync version 3.8 or higher, you can synchronize information on your desktop computer with the MX3X
and vice versa. Synchronization compares the data on your mobile device with your desktop computer and updates both with
the most recent data.

For example, you can:
e Back up and restore your device data.
e Copy (rather than synchronize) files between your device and desktop computer.
¢ Control when synchronization occurs by selecting a synchronization mode. For example, you can synchronize con-

tinually while connected to your desktop computer or only when you choose the synchronize command.

By default, ActiveSync does not automatically synchronize all types of information. Use ActiveSync Options to specify the
types of information you want to synchronize. The synchronization process makes the data (in the information types you
select) identical on both your desktop computer and your device.

When installation of ActiveSync is complete on your desktop computer, the ActiveSync Setup Wizard begins and starts the
following processes:
e connect your device to your desktop computer,

¢ set up a partnership so you can synchronize information between your device and your desktop computer, and

e customize your synchronization settings.

Because ActiveSync is already installed on your device, your first synchronization process begins automatically when you
finish setting up your desktop computer in the ActiveSync wizard. For more information about using ActiveSync on your
desktop computer, open ActiveSync, then open ActiveSync Help.

Initial Setup

The initial setup of ActiveSync must be made via a USB or serial connection. When there is a Connect icon on the desktop,
this section can be bypassed.

Partnerships can only be created using direct serial or USB cable connection. After the partnerships are established,
ActiveSync communication can be initiated using:

¢ USB
e Serial
o Wireless

e IR
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Connect via USB

Connect via USB

Start | Settings | Control Panel | PC Connection

The default connection type is USB Client

To change the connection type or to verify it is set to USB, select
Tap the Change button. From the popup list, choose

USB Client

This will set up the mobile device to use the USB port. Tap OK and ensure the check box for “Allow connection with desktop
computer when device is attached” is checked.

Tap OK to return to the Control Panel. If desired, any control panel windows may be closed.

IMPORTANT —DO NOT PUT THE MOBILE DEVICE INTO SUSPEND WHILE CONNECTED VIA USB. The device will be
unable to connect to the host PC when it resumes operation.

Connect the correct cable to the PC (the host) and the mobile device (the client) as detailed below. USB will start automatically
when the USB cable is connected, not requiring you to select “Connect” from the start menu.

Cable for USB ActiveSync Connection:
MX3069CABLE - USB-Client cable, MX3X USB Client port to PC/Laptop USB port.

e D9 connector connects to port marked USB-C on the MX3X endcap. If there is no port on the endcap, USB cannot be
used for ActiveSync.

e The USB type A connector connects to a standard USB port on a PC or laptop.

Connect and Communicate

Start | Settings | Control Panel | PC Connection

The connection type must be changed to Serial 1 @ 57600 or Serial 3 @ 57600 depending on which serial port on the MX3X
is used.

To change the connection type tap the Change button. From the popup list, choose
Serial 1 @ 57600 or Serial 3 @ 57600

This will set up the mobile device to use the serial port. Tap OK and ensure the check box for “Allow connection with desktop
computer when device is attached” is checked.

Tap OK to return to the Control Panel. If desired, any control panel windows may be closed.

Select Start | Settings | Scanner and ensure the integrated scanner is set to a port that is NOT the same as the ActiveSync
port.

Connect the correct cable to the PC (the host) and the mobile device (the client). Select “Connect” from the Start Menu on the
client (Start | Programs | Communications | Connect).
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Cable for Serial ActiveSync Connection

Note: Run “Connect” when the “Get Connected” wizard on the host PC is checking COM ports to establish a connection
for the first time.

Cable for Serial ActiveSync Connection
Serial ActiveSync

9000054CABLE, RS-232 9 Pin to 9 Pin, MX3X Serial port to PC/Laptop serial port
o Connect one end of the cable to the COM port (labeled RS-232 COM1) on the MX3X endcap.

e Connect the other end to a COM port on a PC or laptop.

IR Connection
Note: You must establish a partnership with a desktop computer prior to running ActiveSync on the mobile device. The
initial partnership must be done using direct serial or USB cable connection.

Connect the correct cable to the PC (the host) and the mobile device (the client). Select “Connect” from the Start Menu on the
client (Start | Programs | Communications | Connect).

Note: Run “Connect” when the “Get Connected” wizard on the host PC is checking COM ports to establish a connection
for the first time.

Note: USB will start automatically when the USB cable is connected, not requiring you to select “Connect” from the start
menu.

Cables for initial ActiveSync Configuration:
USB ActiveSync

MX3069CABLE - USB-Client cable, MX3X USB Client port to PC/Laptop USB port

Serial ActiveSync

9000054CABLE, RS-232 9 Pin to 9 Pin, MX3X Serial port to PC/Laptop serial port
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Wireless Connection

Wireless Connection
Note: You must establish a partnership with a desktop computer prior to running ActiveSync on the mobile device. The
initial partnership must be done using direct serial or USB cable connection.

Once the relationship is established using the serial port, the ActiveSync link in the Start Menu gives a choice of connections,
one of which is Network.

Select Start | Settings | Programs | Communication | ActiveSync. From the popup list, choose Network and then tap the
Connect button.

MX3X without Touchscreen

For a MX3X, the touchscreen can be disabled. it may be easier to configure the MX3X using ActiveSync and LXEConnect
rather than using the MX3X keyboard only.
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Synchronizing from the Mobile Device

Synchronizing from the Mobile Device

To synchronize using a wireless LAN card, you must have set up ActiveSync on your desktop computer and completed the
first synchronization process before you initiate synchronization from your device.

To initiate synchronization from your device, tap Start | Programs | Communication | ActiveSync to begin the process.

Tap Sync to connect and synchronize. View synchronization status.

Tap Tools to synchronize or change synchronization settings. View connection status.

Tap Stop to stop synchronization.

Tap Start | Help for context-sensitive help.

Explore

From the ActiveSync Dialog on the Desktop PC, tap the Explore button, which allows you to explore the mobile device from
the PC side, with some limitations. You can copy files to or from the mobile device by drag-and-drop. You will not be allowed to
delete files or copy files out of the \Windows folder on the mobile device. (Technically, the only files you cannot delete or copy
are ones marked as system files in the original build of the Windows image. This, however, includes most of the files in the
\Windows folder).

Backup Data Files using ActiveSync

Use the following information to backup data files from the mobile device to a desktop or laptop PC using the appropriate
cables and Microsoft’s ActiveSync.

Prerequisites

A partnership between the mobile device and ActiveSync has been established.

Serial Port Transfer

o A desktop or laptop PC with an available serial port and a mobile device with a serial port. The desktop or laptop PC
must be running Windows NT or greater.

o Null modem cable with all control lines connected. LXE recommends using the null modem cable part number listed in
Connect and Communicate.

USB Transfer

o A desktop or laptop PC with an available USB port and a mobile device with a USB port. The desktop or laptop PC must
be running Windows 98 SR2 or greater.

o Use the LXE-specific USB cable as listed in Connect Via USB.

Infrared Port Transfer

o A desktop orlaptop PC with an infrared port and a mobile device with an infrared port. The desktop or laptop PC must be
running Windows 98 SR2 or greater.
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Connect

Connect

Connect the modem cable to the PC (the host) and the mobile device (the client). Select “Connect” from the Start Menu on the
mobile device (Start | Programs | Communications | Connect).

Note: Run “Connect” when the “Get Connected” wizard on the host PC is checking COM ports to establish a connection
for the first time.

Note: USB synchronization will start automatically when the cable is connected, not requiring you to select “Connect”
from the Start menu.

Disconnect
USB Connection

¢ Disconnect the cable from the mobile device.

e Tap the status baricon in the lower right hand corner of the status bar. Then tap the Disconnect button.

IMPORTANT — Do not put the mobile device into Suspend while connected via USB. The device will be unable to connect to
the host PC when it resumes operation.

Serial Connection

¢ Disconnect the cable from the mobile device.
o Put the mobile device into Suspend.

e Tap the status baricon in the lower right hand corner of the status bar. Then tap the Disconnect button.
Network Connection

o Put the mobile device into Suspend.

e Tap the status baricon in the lower right hand corner of the status bar. Then tap the Disconnect button.
Cold Boot and Loss of Host Re-connection

ActiveSync assigns a partnership between a client and a host computer. A partnership is defined by two objects —a unique
computer name and a random number generated when the partnership is first created. An ActiveSync partnership between a
unique client can be established to two hosts.

When the mobile device is cold booted, the random number is deleted — and the partnership with the last one of the two hosts is
also deleted. The host retains the random numbers and unique names of all devices having a partnership with it. Two clients
cannot have a partnership with the same host if they have the same name. (Control Panel | System | Device Name)

If the cold booted mobile device tries to reestablish the partnership with the same host PC, a new random number is generated
for the mobile device and ActiveSync will insist the unique name of the mobile device be changed. If the mobile device is
associated with a second host, changing the name will destroy that partnership as well. This can cause some confusion when
re-establishing partnerships with hosts.
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Troubleshooting ActiveSync

Troubleshooting ActiveSync

|ActiveSync on the host says that a device is trying to connect, but it cannot identify it

One or more control lines are not connected. This is usually a cable problem, but on a laptop or other device, it may indicate a
bad serial port.

If the MX3X is connected to a PC by a cable, disconnect the cable from the MX3X and reconnect it again.
Check that the correct connection is selected (Serial or USB “Client” if this is the initial ActiveSync installation).
See Also: “Cold Boot and Loss of Host Reconnection”.

ActiveSync indicator on the host (disc in the toolbar tray) turns green and spins as soon as you connect the cable, before
tapping the Connect icon (or REPLLOG.EXE in the Windows directory).

One or more control lines are tied together incorrectly. This is usually a cable problem, but on a laptop or other device, it may
indicate a bad serial port.

ActiveSync indicator on the host turns green and spins, but connection never occurs

Baud rate of connection is not supported or detected by host. Check that the correct connection is selected (Serial or USB
“Client” if this is the initial ActiveSync installation).

_Or_
Incorrect or broken data lines in cable.

|ActiveSync indicator on the host remains gray

The host doesn’t know you are trying to connect. May mean a bad cable, with no control lines connected, or an incompatible
baud rate. Try the connection again, with a known good cable.

|Testing connection with a terminal emulator program, or a serial port monitor

You can use HyperTerminal or some other terminal emulator program to do a rough test of ActiveSync. Set the terminal
emulator to 8 bits, no parity, 1 stop bits, and the same baud rate as the connection on the CE device. After double-tapping
REPLLOG.EXE on the CE device, the word “CLIENT” appears on the display in ASCII format. When using a serial port
monitor, you see the host echo “CLIENT”, followed by “SERVER?”. After this point, the data stream becomes straight (binary)
PPP.
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Configuring the MX3X with LXEConnect

Configuring the MX3X with LXEConnect

LXEConnect allows a user to view the MX3Xscreen remotely from a PC using an ActiveSync connection:

Requirements: ActiveSync version 3.8 (or higher) must be resident on the host (desktop/laptop) computer. Please see the
following section ActiveSync for more details on ActiveSync.

ActiveSync is already installed on the MX3X. The MX3X is preconfigured to establish a USB ActiveSync connectiontoa PC
when the proper cable is attached to the MX3X and the PC. If The MX3X uses a serial port for ActiveSync, it is necessary to
configure the MX3X to use the serial port. Complete details on the proper cables and port configuration are included in the
ActiveSync section.

Install LXEConnect

1.
2.

Install Microsoft ActiveSync version 3.8 or higher on a PC with a USB port. For details, please see ActiveSync.
Power up the MX3X.

Connect the MX3X to the PC using the proper connection cable. Once connected, the ActiveSync dialog box appears.
If using the USB connection, the ActiveSync connection is automatically established. If using a serial connection, it is
necessary to initiate the connection from the MX3X.

Select “No” for partnership when prompted. Dismiss any ActiveSync dialog boxes warning a partnership is not set up.
It is not necessary to establish a partnership to use LXEConnect. However, if a partnership is desired for other reasons,
one may be established now. More details on partnerships are included in ActiveSync later in this section.

When the ActiveSync screen appears, select Explore.

(@) Microsoft ActiveSync M= E3
File Wiew Tools Help

® o (
Distails , Explare /Options

S Stop
Guest 0
Connected t

Information Type Status

ActiveSync Explore

6. An explorer window is displayed for the MX3X. Browse to the \System\LXEConnect folder. If this folder is not present,

contact your LXE representative for the necessary files.
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Install LXEConnect

& LXEConnect [_ (O] x|
J File Edit Wew Favorites Tools  Help | j'}'
J O Back - <) ? p. ! Search Falders | Elv
JAgdress IJ \System’LXEConnect j E’ e
~ -E LXEConnect. msi SETUP.EXE
Other Places ES I ‘

I System
D My Docurnents
h.JJ My Metwork Places

|2 objectis) | | B Mobile Device v

LXEConnect Installation Files

7. Select and copy the LXEConnect.msi and Setup.exe files from the MX3X to the user PC. Note the location chosen for
files

8. Close the ActiveSync explorer dialog box. Do not disconnect the MX3X ActiveSync connection.

9. Execute the setup.exe file that was copied to the user PC. This setup program installs the LXEConnect utility.

i'.f-‘- LXEConnect

Welcome to the LXEConnect Setup Wizard

The installer will guide vou through the steps required to ingtall L<E Connect on your computer,

WBRMNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted ta the maximum extent possible under the law.

Cancel | < Back | Mest >

LXEConnect Setup
10. Follow the on screen installation prompts. The default installation directory is C:\Program Files\LXE\LXEConnect.

11.  When the installation is complete, create a desktop shortcut to the following file: C:\Program Files\LXE\L-
XEConnect\LXEConnect.exe. If a different directory was selected during installation, please substitute the appropriate
directory.

12. LXEConnect is now installed and ready to use.
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Using LXEConnect

Using LXEConnect

1. If an ActiveSync connection is has not been established, connect the MX3X to the PC. Details on ActiveSync are
included in the following section.

2. Double-click the LXEConnect icon that was created on the desktop.
3. LXEConnect launches.

Ml vi32001 _[O0)

File Zoom Tools Help

Rermnote Control for

Windowes CE Wersion
2.03

OK

(@ »-Lalossru [3]5A

LXEConnect Notice

4. Click the OK button to dismiss the About CERDisp dialog box. The dialog box automatically times out and disappears
after approximately 30 seconds.

I ¥x3x001

File Zoom Tools Help
EFYEFH

LXE RFTerm

Microsoft*

Windos CE

Microsoft Wi w3, O 01Eb

@ L] 9:01 PM

LXEConnect Desktop

5. The MX3X can now be configured from the LXEConnect window. Input from the PC’s mouse and keyboard are rec-
ognized as if they were attached to the MX3X.

6. When the remote session is completed, terminate the LXEConnect program by selecting File | Exit or clicking on the X
in the upper right hand corner to close the application then disconnect the ActiveSync cable.

Note: After using LXEConnect, the MX3X cannot go into Suspend mode until after a warmboot. If using Power
Management on a MX3X, always warmboot the MX3X when finished using LXE Connect.
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Control Panel

Control Panel

Start | Settings | Control Panel or My Device | Control Panel link

Note: Change the font displayed on the touchscreen by choosing Start | Settings | Control Panel | Keyboard and then the

Key map dropdown list.
Tap the ? button for Help when changing MX3X Control Panel options.

Option Function
Software, hardware, versions and network IP. No user intervention allowed.

About .. o
Integrated scanner type is identified.

. Customize the way the keyboard, audio, display or mouse function for users with
Accessibility

hearing or viewing difficulties.

Administration

LXE AppLock Administration utility.

Battery View voltage and status of the main and backup batteries.
Bluetooth Set the parameters for Bluetooth device connections.
Certificates Manage digital certificates used for secure communication.
Date/Time Set Date, Time, Time Zone, and Daylight Savings.
Dialing Connection setup for modem attached to COM port or Compact Flash slot.
. Set background graphic and scheme. Set touchscreen and keypad backlight
Display properties and timers.
Input Panel Select the current key / data input method. Select custom key maps.

Internet Options

Set General, Connection, Security, Privacy, Advanced and Popups options for
Internet connectivity.

Keyboard Select a Key Map (or font). Set key repeat delay and key repeat rate.
Keypad Configure KeyMap keys, RunCmd and LaunchApp.
. Adjust the input and output parameters — volume, sidetone, and record gain, for
Mixer .
B headphone, software and microphone.
Mouse Set the double-tap sensitivity for stylus taps on the touchscreen.
MX3X-VXC Options Set various device specific configuration options.

Network and Dial Up Options

Set network driver properties and network access properties.

Set the mobile device owner details (name, phone, etc). Enter notes. Enable / disable

Owner Owner display parameters. Enter Network 1D for the device — user name, password,
domain.
Password Set OS access password properties for signon and/or screen saver.

PC Connection

Control the connection between the mobile device and a local desktop or laptop
compulter.

PCMCIA

Manage cards in card slots and IntATA card slot.

Power

Set Power scheme properties. Review device status and properties.

Regional Settings

Set appearance of numbers, currency, time and date based on country region and
language settings.
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Control Panel

Option Function

Remove Programs Select to remove specific user installed programs in their entirety.

LXE Scan Wedge utility. Set scanner key wedge, scanner port, and imager LED
Scanner illumination options. Assign baud rate, parity, stop bits and data bits for COM1 port.
Assign scanned barcode data manipulation parameters.

Stylus Set double-tap sensitivity properties and/or calibrate the touch panel.
Review System and Computer data and revision levels. Adjust Storage and Program
System . : - . . .
memory settings. Enter device name and description. Review copyright notices.
Terminal Server Client Licenses Select a server client license from a drop down list.

Enable / disable volume and sounds. Set volume parameters and assign sound WAV

Volume and Sounds .
files to events.

WiFi Set the parameters for a Summit client.

E-EQ-MX3XRG-W-ARC [ 53 ] MX3X Reference Guide



About

About
Start | Settings | Control Panel | About

The data cannot be edited by the MX3X user on these panels.

Tab Contents
Software GUID, Windows CE Version, OAL Version, Bootloader Version, Compile Version,
FPGA Version and Language. Language indicates any pre-installed Asian fonts.
CPU Type, Codec Type, FPGA Version, Scanner type, Display, Flash memory, and
Hardware
DRAM memory
Versions Revision level of LXE software modules and .NET Compact Framework Version. LXE
Utilities, LXE Drivers, LXE Image, LXE API, and Interet Explorer.
Current network connection IP and MAC address. Only the first 2 network ports are
Network IP : .
shown (usually radio and ActiveSync).

Version window information is retrieved from the registry.

Version Tab and the Registry

Modify the Registry using the Registry Editor. LXE recommends caution when editing the Registry and also recommends
making a backup copy of the registry before changes are made.

The registry settings for the Version tab are under HKEY_LOCAL_MACHINE \ Software \ LXE \ Version in the registry.

To add a user application to the Version panel, create a new string value under the HKLM\Software\LXE\Version key. The
string name should be the Application name to appear in the Version window. The data for the value should be the version
number to appear in the Version window .

Version strings can be equal to or less than 254 characters. Because the strings are displayed in a text box, any number can be
accommodated, up to the 64K byte text box limitation.

Language and Fonts

The Software tab displays any fonts built into the OS image. The fonts built into the OS image are noted in the Language
section of this tab:

o English only — No additional fonts are built into the OS
e Japanese

o Simplified Chinese

o Traditional Chinese

e Korean

The above listed Asian fonts are ordered separately and built-in to the OS image. Built-in fonts are added to registry entries and
are available immediately upon startup. Thai, Hebrew, Arabic and Cyrillic Russian fonts are available in the (English only)
default (extended) fonts.

When an Asian font is copied into the fonts folder on the /System folder; the font works for Asian web pages, the font works
with RFTerm, the font does not work for Asian options in Regional Settings control panel, the font does not work for naming
desktop icons with Asian names, the font does not work for third-party CE applications, the font does not work for some third-
party MFC applications.
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Identifying Software Versions

Identifying Software Versions

The Versions tab displays the versions of many of the software programs installed. Not all installed software installed on the
mobile device is included in this list and the list varies depending on the applications loaded on the MX3X. The LXE Image line
displays the revision of the system software installed. Refer to the last three digits to determine the revision level.

MAC Address

The Network IP tab displays the MAC address of the network card.
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Accessibility

Accessibility

Start | Settings | Control Panel | Accessibility

Customize the way the MX3X keyboard, sound, display, mouse, automatic reset and notification sounds function. There are a
few changes from general Windows desktop Accessibility options.

Note: LXE disables the keyboard StickyKeys and StickyKeys Settings on the Keyboard panel as this setting, when
enabled, interferes with LXE's assigned sticky key implementation.

Tab Contents

Sticky Keys - Disabled.
Keyboard ToggleKeys - Disabled by default. Tap the Use ToggleKeys checkbox to enable this

option. Tap the Settings button to view or change parameters.

SoundSentry is disabled by default. Tap the Use SoundSentry checkbox to enable this
Sound . . .

option. Tap the Settings button to view or change parameters.
Displa High Contrast is disabled by default. Tap the Use High Contrast checkbox to enable

Pay this option. Tap the Settings button to view or change parameters.

MouseKeys is disabled by default. Tap the Use MouseKeys checkbox to enable this
Mouse . X .

option. Tap the Settings button to view or change parameters.

Automatic reset is disabled by default. Tap the Turn off accessibility features checkbox
General to enable this option and use the dropdown option to assign a timer.

Notification is enabled by default. Sounds are emitted when tuming a feature on or off.

Keyhoard |5|:|ur‘u:| IDispIay Ir'-'h:uuse IGeneraI |

-StickyKeys - . -
- 3 Lse Stickykeys if you want to use Shift, Ctrl,
s or Alt key by pressing one key at a time.
[ Use Stickykeys
-ToggleKeys
ad Use Togglekeys if you want to hear tones when
ififli o9 pressing CapsLock, MurnLock, and ScrollLock, Settings...
: [] Use Togglekeys

The following exceptions are due to a limitation in the Microsoft Windows CE operating system:

o If the ToggleKeys option is selected, please note that the ScrollLock key does not produce a sound as the CapsLock
and NumLock keys do.

o If the SoundSentry option is selected, please note that ScrollLock does not produce a visual warning as the CapsLock
and NumLock keys do.
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Administration - for AppLock

Administration - for AppLock

Introduction

LXE’s AppLock is designed to be run on LXE certified Windows CE based devices only. LXE loads the AppLock program as
part of the LXE customer installation process.

MX3X AppLock is setup by the Administrator by tapping Start | Settings | Control Panel | Administration.

Configuration parameters are specified by the AppLock Administrator for the mobile device end-user. AppLock is password
protected by the Administrator.

End-user mode locks the end-user into the configured application or applications. The end user can still reboot the mobile
device and respond to dialog boxes. The administrator-specified applications are automatically launched in the specified order
and run in full screen mode when the device boots up.

When the mobile device is reset to factory default values, for example after a cold reset, the Administrator may need to
reconfigure the AppLock parameters.

The assumption, in this section, is that the first user to power up a new mobile device is the system administrator.

Note: AppLock Administrator Control panel file Launch option does not inter-relate with similarly-named options
contained in other MX3X Control Panels.

Note: A few applications do not follow normal procedures when closing. AppLock cannot prevent this type of application
from closing, but is notified that the application has closed. Forthese applications, AppLock immediately restarts the
application (see Auto Re-Launch) which causes the screen to flicker. If this type of application is being locked, the
administrator should close all other applications before switching to end-user mode to minimize the screen flicker.

AppLock is updated periodically as new options become available. Contact your LXE representative for assistance, downloads
and update availability.
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Setup a New Device

Setup a New Device

LXE devices with the AppLock feature are shipped to boot in Administration mode with no default password, thus when the
MX3X is first booted, the user has full access to the device and no password prompt is displayed. After the administrator
specifies the applications to lock, a password is assigned and the device is rebooted or the hotkey is pressed, the device
switches to end-user mode.

Briefly, the process to configure a new device is as follows:
1. Connect an external power source to the device and press the Power button.
Adjust screen display, audio volume and other parameters if desired. Install accessories.
Tap Start | Settings | Control Panel | Administration icon.
Assign applications on the Control (single application) or Application (dual application) tab screen.
Assign a password on the Security tab screen.
Select a view level on the Status tab screen, if desired.
Tap OK

Press the hotkey sequence to launch AppLock and lock the configured application(s)

© © N o o M w0 b

The device is now in end-user mode.
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Administration Mode

Administration Mode

Administration mode gives full access to the mobile device, hardware and software configuration options.

The administrator must enter a valid password (when a password has already been assigned) before access to Administration
mode and configuration options are allowed. The administrator can configure the following options:

o Create/change the keystroke sequence to activate administrator access.

o Create/change the password for administrator access.

o Assign the name of the application, or applications, to lock.

¢ Select the command line of the application to lock.
In addition to these configuration options, the administrator can view and manage the status logs of AppLock sessions.
Administrator default values for this device:

Administrator Hotkey
Shift+Ctr+A

Password

none

Application path and name
none

Application command line

none
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End User Mode

End User Mode

End-user mode locks the end-user into the configured application or applications. The end user can still reboot and respond to
dialog boxes. Each application is automatically launched and runs in full screen mode when the device boots up.

The user cannot unintentionally or intentionally exit the application nor can the end user execute any other applications. Normal
application exit or switching methods and all Microsoft defined Windows CE key combinations, such as close (X) icon, File
Exit, File Close, Alt-F4, Alt-Tab, etc. are disabled. The Windows CE desktop icons, menu bars, task bar and system trays are
not visible or accessible. Task Manager is not available.

If the end-user selects File/Exit or Close from the applications menu bar, the menu is cleared and nothing else happens; the
application remains active. Nothing happens when the end-user clicks on the Close icon on the application’s title bar and the
application remains active.

Note: A few applications do not follow normal procedures when closing. AppLock cannot prevent this type of application
from closing, but is notified that the application has closed. Forthese applications, AppLock immediately restarts the
application which causes the screen to flicker. If this type of application is being locked, the administrator should close all
other applications before switching to end user mode to minimize the screen flicker.

Windows accelerator keys such as Alt-F4 are disabled.

Passwords

A password must be configured. If the password is not configured, a new device switches into Administration mode without
prompting for a password. In addition to the hotkey press, a mode switch occurs if inaccurate information has been configured
or if mandatory information is missing in the configuration.

There are several situations that display a password prompt after a password has been configured.

If the configured hotkey is pressed, the password prompt is displayed. In this case the user has 30 seconds to enter a
password. If a valid password is not entered within 30 seconds, the password prompt is dismissed and the device retumns to
end-user mode.

All other situations that present the password prompt do not dismiss the prompt -- this is because the other situations result in
invalid end-user operation.

These conditions include:
o Ifinaccurate configuration information is entered by the administrator, i.e. an application is specified that does not exist.
o If the application name, which is mandatory for end-user mode, is missing in the configuration.
¢ Invalid installation of AppLock (e.g. missing DLLs).

e Corrupted registry settings.

To summarize, if an error occurs that prevents AppLock from switching to user mode, the password will not timeout and
AppLock will wait until the correct password is entered.

Forgotten password?

See: Troubleshooting
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End-User Switching Technique

End-User Switching Technique

Note: The touch screen must be enabled.

Keyboard

v REFTerm.EXE
v pword, exe

Switchpad Menu

A checkmark indicates applications currently active or available for Launching by the user. When Keyboard is selected, the
MX3X default input method (Input Panel, Transcriber, or custom input method) is activated.

The check to the left of the application name indicates that the application is active.

If the application is listed but does not have a checkmark to the left of the application name, this means the application is
configured in AppLock and can be manually launched by clicking on the application name in the list.

Using a Stylus Tap

When the mobile device enters end-user mode, a Switchpad icon (it looks like three tiny windows one above the other) is
displayed in the lower right corner of the display. The Switchpad is always visible on top of the application in focus. However, if
only one application is configured in AppLock and the Input Panel is disabled the Switchpad is not visible.

=

When the user taps the Switchpad icon, a menu is displayed showing the applications available to the user. The user can tap
an application name in the popup menu and the selected application is brought to the foreground. The previous application
continues to run in the background. Stylus taps affect the application in focus only. When the user needs to use the Input
Panel, they tap the Keyboard option. Input Panel taps affect the application in focus only.

keyboard

v RFTerm.EXE
v pvord exe

See Also: Application Panel | Launch | Manual (Launch) and Allow Close

Using the Switch Key Sequence

One switch key sequence (or hotkey) is defined by the administrator for the end-user to use when switching between locked
applications. This is known as the Activation key. The Activation key is assigned by the Administrator using the Global Key
parameter. When the switch key sequence is pressed on the keypad, the next application in the AppLock configuration is
moved to the foreground and the previous application moves to the background. The previous application continues to runin
the background. End-user key presses affect the application in focus only.

See Also: Start | Settings | Administration | Application Panel | Global Key
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Hotkey (Activation hotkey)

Hotkey (Activation hotkey)

If the mobile device uses LXE’s Multi AppLock to allow the user to switch between applications, the default Activation key is
Ctrl+Spc. The key sequence switches the focus between one application and another. Data entry affects the application
running in the foreground only. Note that the system administrator may have assigned a different key sequence to use when
switching applications.

End User Internet Explorer (EUIE)

AppLock supports applications that utilize Internet Explorer, such as .HTML pages and JAVA applications. The end user can
run an application by entering the application name and path in Internet Explorer's address bar.

To prevent the end user from executing an application using this method, the address bar and Options settings dialog are
restricted in Internet Explorer. This is accomplished by creating an Internet Explorer that is used in end user mode: End-user
Internet Explorer (EUIE.EXE). The EUIE executes the Internet Explorer application in full screen mode which removes the
address bar and status bar. The Options Dialog is also removed so the end user cannot re-enable the address bar.

The administrator specifies the EUIE by checking the Internet checkbox in the Application tab of the Administrator applet. The
internet application should then be entered in the Application text box.

When the Internet checkbox is enabled, the Menu and Status check boxes are available.

Enabling the Menu checkbox displays the EUIE menu which contains navigation functions like Back, Forward, Home,
Refresh, etc., functions that are familiar to most Internet Explorer users. When the Menu checkbox is blank, the EUIE menu is
not displayed and Navigation functions are unavailable.

When the Status checkbox is enabled, the status bar displayed by EUIE gives feedback to the end-user when they are
navigating the Internet.

If the standard Internet Explorer that is shipped with the mobile device is desired, it should be treated like any other application.
This means that IEXPLORER.EXE should be specified in the Application text box and the internet application should be
entered in the command line. In this case, do not check the Internet checkbox.
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Application Configuration

Application Configuration

The default Administrator Hotkey sequence is Shift+Ctrl+A.

Administrator mode allows access to all features on the device. When the hotkey is pressed to switch into Administrator mode,
a password prompt is displayed (if a password has been configured). A password must be entered within 30 seconds (and
within three tries) or the password prompt is removed and the device remains in end-user mode with the focus returned to the
locked application. Without entry of a valid password, the switch into Administrator mode will not occur.

Access:Settings | Control Panel | Administration icon

The password prompt is displayed if a password has been configured. When the valid password is entered, the Administration
Control panel is displayed. When a valid password is not entered within 30 seconds, the user is returned to the System Control
Panel.

If a password has not been configured, the Administrator Control panel is displayed.

Important: Before setting up multiple instances of the same application, make sure the targeted software application
will allow two instances to run at the same time.
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Application Panel

Application Panel

Note: Users of Single-Application AppLock have a Control tab instead of an Application tab. Some of the options in this
section do not apply to the Control tab.

Administrator Control

Application | Securty | options | status |

Filenarne: I IZI Lcon: IZI

Title: I Crder: IEI—

Argurnents: I

[ Internet Menu Status | Launch... || clear | [4]»]
ralobal

Key: Chrl+5pa Input Panel APLCEPMETZCN

Application Panel

Note: If your Application Panel does not look like the figure shown above, you may have the Single Application version.

Use the Application tab options to select the applications to launch when the device boots up in End-user Mode.

If no application is specified when the Administrator Control Panel is closed, the mobile device reboots into Administrator
mode. If a password has been set, but an application has not been specified, the user will be prompted for the password before
entering administration mode. The password prompt remains on the display until a valid password is entered.

Option Explanation
Default is blank. Move the cursor to the Filename text box and either type the application path or tap the Browse
Filename | button (the ... button). The standard Windows CE Browse dialog is displayed. After selecting the application
from the Browse dialog, tap OK.
. Default is blank. Enter the Title to be associated with the application. The assumption is that multiple copies of
Title . \ ) . . : . .
the same application may need unique titles in order to differentiate them in the Switchpad.
Arguments | Default is blank. Enter the command line parameters for the application in the Arguments text box.
Default is 1. Enter the Order in which the application is to be loaded or presented to the end-user. Applications
Order . , .
are launched in lowest to highest number order and do not need to be sequential.
Default is Disabled. Enable the Internet checkbox to use the End-user Internet Explorer (EUIE.EXE) When the
Internet checkbox is enabled, the Internet Menu and Internet Status are available. See the section titled End-user Internet
Explorer (EUIE) for more details.
L h See following section titled Launch Button.
aunc -
Button Note: AppLock Administrator Control panel file Launch option does not inter-relate with similarly-named
options contained in other LXE Control Panels.
Default is Ctri+Spc. Select the Global Key key sequence the end-user is to press when switching between
Global Key | applications. The Global Key default key sequence must be defined by the AppLock Administrator. The Global
key is presented to the end-user as the Activation key.
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Launch Button

Option Explanation
Default is 10 seconds. Enter the number of seconds that Applications must wait before starting to run after
reboot.

Global ) _ ) _

Delay Note: Delay (Global) may not be available in all versions of AppLock. You can simulate a Global Delay
function by setting a delay for the first application (lowest Order) launched and setting the delay to O for all
other applications. See Boot Options.

Default is Disabled. Enable (check) to show the Keyboard option on the Switchpad menu. When enabled the

Input . . o - . .

Panel input panel cannot be enabled or disabled for each individual application, and is available to the user for all

configured applications.

Clear Tap the Clear button to clear all currently displayed Filename or Application information. The Global settings are

Button not cleared.

Use the left and right scroll buttons to move from application setup screen to application setup screen. The left

Scroll . : . . . ) o

Buttons and right buttons update the information on the screen with the previous or next configured application

respectively.

Launch Button

Note: The Launch button may not be available in all versions of Multi-AppLock. Contact your LXE representative for
assistance, downloads and AppLock update availability.

When clicked, displays the Launch options panel for the Filename selected on the Administration panel.

Application Launch Options m

Launch

Auto A Book Retries: I':' Delay: |1':'

Auto Re-launch Retries: II:I Delay: ||:|
[ Manual

[T allow Close Match: I

Application Launch Options

Note: Launch order is determined by the Order specified in the Application tab. The Order value does not have to be
sequential.
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Auto At Boot

Auto At Boot

Application Launch Options m

Launch

Retries: I':' Delay: |1':'

Auto Re-launch Retries: IIII Delay: ||:|
[ Manual

|:| Allow Close Match: I

Auto At Boot Settings
Default is Enabled.

Auto At Boot

When enabled, automatically launches (subject to the specified Delay in seconds) the application after the unit is rebooted. If a
Delay in seconds is specified, AppLock waits for the specified period of time to expire before launching the application. The
Delay default value is 10 seconds; valid values are between 0 “no delay” and a maximum of 999 seconds.

Retries

This is the number of times the application launch will be retried if a failure occurs when the application is automatically
launched at bootup. Valid values are between 0 (no tries) and 99 tries or -1 for infinite. Infinite tries ends when the application
successfully launches. The default is O retries.

Delay

This timer is the time that AppLock waits prior to the initial launch of the selected application when it is automatically launched
at bootup. Delay default is 10 seconds. Valid values are between 0 seconds (no delay) and 999 seconds.

The Auto At Boot delay is associated for each application; it will be either a value specified by the Administrator or it will be the
delay default value. At startup, when a delay has been assigned for each application, AppLock waits for the delay associated
with the first application to expire before launching the first application then AppLock waits for the delay associated with the
second application to expire before launching the second application. AppLock continues in this manner until all applications
are launched.

Note: A “Global Delay” can be accomplished by setting a timed delay for the first application to be launched (by lowest
Order number) and no delay (0 seconds) for all other applications.

Note: Launch order is determined by the Order specified in the Application tab. The Order value does not have to be
sequential.
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Auto Re-Launch

Application Launch Options m

Launch

futo At Book Retries: I':' Delay: |1':'

Auto Re-launch Retries: IIII Delay: ||:|
[ Manual

|:| Allow Close Match: I

Auto Re-launch Settings
Auto Re-Launch

Default is Enabled.

When enabled for a specific application. automatically re-aunches it (subject to the specified Auto Re-Launch Delay in
seconds) after it terminates. This option allows the Administrator to disable the re-launch operation. AppLock cannot prevent all
applications from closing. When an application that AppLock cannot prevent from closing terminates, perhaps because of an
error condition, AppLock re-launches the application when this option is enabled.

Note: If Allow Close is enabled and both Auto Re-launch and Manual (Launch) are disabled, the application cannot be
restarted for the end-user or by the end-user after the application terminates.

Retries

Default is O tries. Retries is the number of times AppLock will try to re-launch the application. The retry count is reset after an
application is successfully launched and controlled by AppLock. Valid values are between 0 (no tries) and 99 tries or -1 for
infinite. Infinite tries ends when the application successfully launches.

Delay

Default is 0 seconds (no delay). Delay is the amount of time AppLock waits prior to re-launching an application that has
terminated. The delay is specified in seconds. Valid values are between 0 (no delay) and 99 seconds.

AppLock must also be configured to automatically re-launch an application. To AppLock, application termination by the end-
user is indistinguishable from application termination for any other reason.
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Manual (Launch)

Manual (Launch)

Application Launch Options m

Launch

futo At Book Retries: I':' Delay: |1':'

Auto Re-launch Retries: IIII Delay: ||:|
[l tanual

|:| Allow Close Match: I

Manual Launch Checkbox

Default is Disabled. Enabling this option allows the end-user to launch the specified application(s). Upon bootup completion an
application with Manual enabled is listed on the Switchpad accompanied by a checkmark that indicates the application is
currently active or available for Launching. When an application name is tapped by the end-user, the application is launched (if
inactive) and brought to the foreground.

Applications set up with Manual (Launch) enabled may or may not be launched at bootup. This function is based on the
application’s Auto At Boot setting. The applications have been listed as approved applications for end-user manual launch
using the Switchpad menu structure. The approved applications are listed on the Switchpad. A checkmark indicates the
applications active status.

When Manual (Launch) is disabled for an application, and Allow Close is enabled for the application, when the end-user closes
the specific application it is no longer available (shown) on the Switchpad.

When Auto At Boot and Manual (Launch) are both disabled for a specific application, the application is 1) not placed on the list
of approved applications for end-user manual launch and 2) never launched, and 3) not displayed on the Switchpad.

Allow Close

Application Launch Options m
Launch

Auto Ak Book Retries: I':' Delay: |10

Auto Re-launch Retries: IIII Dielay: ||:|
[ Manual

I:l Match: I

Allow Close Checkbox
Default is Disabled. When enabled, the associated application can be closed by the end-user.

This option allows the administrator to configure applications that consume system resources to be terminated if an error
condition occurs or at the end-user’s request. Error conditions may generate a topmost popup requiring an end-user response,
memory resource issues requiring an end-user response, etc. Also at the administrator’s discretion, these types of applications
can be started manually (see Manual [Launch]) by the end-user.
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Match

Match
Application Launch Options m
Launch
futo At Book Retries: I':' Delay: |1':'
Auto Re-launch Retries: IIII Delay: ||:|
[ Manual
|:| Allow Close (Match:) I
Match Textbox
Match

Default is blank (match is not used).

AppLock works by associating display windows with the launched process ID. If an application uses different process IDs for
windows it creates, the Match field must be used.

Use the Match field to specify up to 32 characters of the class name for the application.
For example, DOS applications using a standard DOS display box should specify condev_appcls in the Match textbox.
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Security Panel

Administrator Control m

Application

Hak ke

Password;

Caonfirm Password;

Security Options | Status

Security Panel

Hotkey

Specify the hotkey sequence that triggers AppLock to switch between administrator and user modes and the password
required to enter Administrator mode. The default hotkey sequence is Shift+Ctrl+A.

A 2"d key keypress is an invalid keypress for a hotkey sequence.

Move the cursor to the Hot Key text box. Enter the new hot key sequence by first pressing the Shift state key followed by a
normal key. The hotkey selected must be a key sequence that the application being locked does not use. The hotkey sequence
is intercepted by AppLock and is not passed to the application.

Input from the keyboard or Input Panel is accepted with the restriction that the normal key must be pressed from the keyboard
when switching modes. The hotkey sequence is displayed in the Hot key text box with “Shift”, “Alt”, and “Ctrl” text strings
representing the shift state keys. The normal keyboard key completes the hotkey sequence. The hotkey must be entered via
the keypad. Some hotkeys cannot be entered via the Input Panel. Also, hotkeys entered via the SIP are not guaranteed to work
properly when switching operational modes.

For example, if the ‘Ctrl’ key is pressed followed by ‘A’, “Ctrl+A” is entered in the text box. If another key is pressed aftera
normal key press, the hotkey sequence is cleared and a new hotkey sequence is started.

A normal key is required for the hotkey sequence and is unlike pressing the normal key during a mode switch; this key can be
entered from the SIP when configuring the key. However, when the hotkey is pressed to switch modes, the normal key must
be entered from the keypad; it cannot be entered from the SIP.

Password

Move the cursor to the Password text box. The passwords entered in the Password and Confirm Password fields must match.
Passwords are case sensitive.

When the user exits the Administrator Control panel, the two passwords are compared to verify that they match. If they do not
match, a dialog box is displayed notifying the user of the error. After the user closes the dialog box, the Security Panel is
displayed and the password can then be entered and confirmed again. If the passwords match, the password is encrypted and
saved.

See Also: Passwords and Troubleshooting
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Options Panel

Options Panel

AppLock contains several types of delays and timeouts to accommodate different applications. Please note that the delays
specified on the Launch panel are delays before AppLock attempts to start the specified application(s). The timesouts
specified on this panel are delays after AppLock has attempted to launch the application.

Administrator Control

Application I Security | Opkions Skakus

Launch kimeaut: IE-IIIEIIZIIII
Replace kmeouk; IEEIEIIZIIII
Restart timeouk: IZDEIIZIEI

Options Panel
Launch timeout

This timeout specifies the period of time for AppLock to wait for the application to initially launch after the application has been
called. For example, if the application takes time to launch and then initialize before a display a window is created, use this
delay to specify the delay period.

Replace timeout

This timeout specifies the period of time for AppLock to wait after an initial screen (like a password prompt screen) is replaced
by another application window.

Restart timeout

This specifies the period of time for AppLock to wait for an application to restart. If the application fails to restart automatically,
AppLock then proceeds according to the options selected when the application was configured on the Application and Launch
panels.
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Status Panel

Status Panel

Use the Status panel to view the log of previous AppLock operations and to configure which messages are to be recorded
during AppLock operation.

Status information is stored in a specific location on the storage device and in a specific logfile specified by the Administrator.
For this reason, the administrator can configure the type of status information that is logged, as well as clear the status
information.

Administrator Control

[ applicakion I Security I Opkions | atatus

Filename: I'I,S';.-'stem'l,appluck.txt

r Wi rLog

Level: IN::.ne EI | Refresh | Level: m

Save As...

Status Panel

Move the cursor to the Filename text box and either type the logfile path or tap the Browse button (the ... button). The standard
Windows CE Browse dialog is displayed. After selecting the logfile from the Browse dialog, tap OK.

Note: If your Status Panel does not look like the figure shown above, you may have the Single Application version which
does not have as many options.

View
Error Error status messages are logged when an error occurs and is intended to be used by the administrator to deter-
mine why the specified application cannot be locked.
Process Processing status shows the flow control of AppLock components and is mainly intended for LXE Customer Serv-

ice when helping users troubleshoot problems with their AppLock program.

Extended | Extended status provides more detailed information than that logged by Process Logging.

All All messages are displayed.

Tap the Refresh button after changing from one view level to another. The filtered records are displayed, all others are not
displayed.
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Log

Log

Note: If a level higher than Error is selected, the status should be cleared frequently by the administrator.

In addition to the three view levels the administrator can select that all status information be logged or tumn off all status
information logging completely. The system default is ‘None’; however to reduce registry use, the administrator may want to
select ‘None’ after verifying the configuration. Tap the Clear button to clear the status information from the registry.

e None

e Error

e Processing
¢ Extended
o All

Save As

When the 'Save As'... button is selected, a standard 'Save As' dialog screen is displayed. Specify the path and filename. If the
filename exists, the user is prompted whether the file should be overwritten. If the file does not exist, it is created.

See Also: Error Messages
Troubleshooting AppLock

|The mobile device won't switch from Administration mode to end-user mode.

o If the configuration is valid for one application but not the other, the switch to end-user mode fails. AppLock stays in
Administration mode and is stopped until the Administrator password is entered.

o If two copies of the same application are configured, but the application only allows one copy to run at a time, for exam-
ple Microsoft Pocket Word and LXE RFTerm, the switch to end-user fails. AppLock stays in Administration mode and is
stopped until the Administrator password is entered.

The hotkey sequence needed is not allowed. What does this mean?

When the Administrator is selecting a hotkey sequence to use when switching user modes, they are not allowed to enter key
combinations that are reserved by installed software applications. LXE has validated RFTerm key combinations ONLY.

When RFTerm is installed on the mobile device and an RFTerm restricted key sequence is specified as a hotkey sequence by
the Administrator, the following error message is displayed in a message box:

Selected hotkey is not allowed. Please reenter.

When RFTerm is not installed on the mobile device, the RFTerm keys are not restricted from use.

Can't locate the password that has been set by the administrator?

Contact your LXE representative for assistance.
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Battery

Battery
Start | Settings | Control Panel | Battery

This panel is used to view the status and percentage of power remaining in the MX3X main battery. The data cannot be edited
by the user.

The battery gas gauge icon resides in the system tray and shows four levels of charge — 100%, 75%, 50%, 25%. At
o a point below 50% the system status LED will turn yellow and the gas gauge icon will turn yellow. At a point below
25%, the system status LED will turn red and the gas gauge icon will turn red indicating the battery is low.

Jacked is shown in the Status box when the Main battery is receiving external power.

The main battery is charged/recharged when the MX3X is docked in a powered cradle or directly cabled to an external power
source.

Battery m

Battery

-¥oltage: -Status:

Mair: 10,728 v

Backup:  5.464 W

Charge Discharge

The backup battery draws power from the Main battery to maintain a charge. The backup battery voltage and percentage of
power fluctuate continuously.

When there is no Main battery in the unit, the backup battery begins to discharge as it maintains RAM and other vital settings.
After a Main battery is installed, the backup battery begins to draw power from the Main battery again.

Note: Frequent connection to an external power source, if feasible, is recommended to maintain backup battery charge
status as the backup battery cannot be recharged by a dead or missing main battery.

Backup Battery Maintenance

LXE recommends Discharging and Recharging the backup battery twice a year. Use the Charge or Discharge buttons to
charge and discharge the backup battery:
|To Charge |

Tap the Charge button. The Discharge button text changes to “Off”. When the backup battery is charging, tap the Off button to
stop the Charge process.

|To Discharge |

Tap the Discharge button. The Charge button text changes to “Off”. When the backup battery is discharging, tap the Off button
to stop the Discharge process.
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Bluetooth

Bluetooth

Access: Start | Settings | Control Panel | Bluetooth

Discover and manage pairing with nearby Bluetooth devices.

Factory Default Settings

Discovered Devices

None

Settings

Turn Off Bluetooth

Disabled

Report when connection lost

Enabled

Report when reconnected

Disabled

Report failure to reconnect

Enabled

Computer is connectable

Enabled

Computer is discoverable

Disabled

Prompt if devices request to pair

Disabled

Continuous search

Disabled

Bluetooth taskbar Icon state and Bluetooth device Icon states change as Bluetooth devices are discovered, pair, connect and
disconnect. There may be audible or visual signals as paired devices re-connect with the MX3X.

e The default Bluetooth setting is On.

e The MX3X cannot be discovered by other Bluetooth devices when the Computer is discoverable option is disabled

(unchecked) on the Settings panel.

o Other Bluetooth devices cannot be discovered if they have been set up to be Non-Discoverable or Invisible.

e The MX3X can pair with one Bluetooth scanner and one Bluetooth printer.

¢ Itis not necessary to disconnect a paired scanner and printer before a different scanner or printer is paired with the

MX3X.

o The target Bluetooth device should be as close as possible (line of sight) to the MX3X during the pairing process.

Assumption: The System Administrator has Discovered and Paired targeted Bluetooth devices for the MX3X. The MX3X
operating system has been upgraded to the revision level required for Bluetooth client operation.
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Bluetooth Devices

Bluetooth Devices

The Bluetooth Devices tab displays any device previously discovered and paired with the MX3X.

Blustooth Devices | Settings | About |
| Mame | Last 4 ... | Eluetooth Address |

Discover |

Bluetooth Devices Panel
Discover

Tap the Discover button to locate all discoverable Bluetooth devices in the vicinity. The Discovery process also queries for the
unique identifier of each device discovered.

Blustooth Devices ISEttingg I’E*t":"-it |
| Mame | Last 4 ... | Bluetooth Address |

Discovering Bluetooth devices. ..
[T11]

| Shop |

Discover Bluetooth Devices
Tap Stop at any time to end the Discover and Query for Unique Identifier functions.

Note: When an active paired device enters Suspend Mode, is turned Off or leaves the MX3X Bluetooth scanning range,
the Bluetooth connection between the paired device and the MX3X is lost. There may be audible or visual signals as
paired devices disconnect from the MX3X.
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Bluetooth Device Menu

Bluetooth Devices |Sattings | sbout |

| Mame | Last 4 ... | Bluetooth Address |
&= Printer0l 12:34 00 2mEMO0: 1254
O3 Printer0z AdEE 00 015 4E:00: 4465
Scanner0l ABICD  O0:04:76:00:AB:CD
Scannerdz 14 EE 0003 780001426
d | o
Discover |

The discovered paired devices may or may not be identified with an icon. Discovered devices without an icon can be paired as

Bluetooth Device List

printers or scanners. The Bluetooth panel assigns an icon to the device name.

An icon with a red background indicates the device's Bluetooth connection is inactive.

Anicon with a white background indicates the device is connected to the MX3X and the device's Bluetooth connection is

active.

Double-tap a device in the list to open the device properties menu. The target device does not need to be active.

Bluetooth Device Menu

Doubleclick on alisted device to bring up the Bluetooth device menu.

Bluetooth Devices |Settings | about |

| Mame

| Last 4 ... | Bluetooth Address |

Printer01
Prinker02
Scanner0l
Scannerd2

12:34

olzOiE 001234
3 A 00 A4 BB |

Pair as Scanner

00 ABCD

Pair as Printer

FA00: 1A ZE

o

Disconnect
Properties
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Bluetooth Device Properties

Bluetooth Devices |Sattings | sbout |

| Mame | Last 4 ... | Bluetooth Address |
Prinkter0l 12:34 00 20:ED: 00 12: 34

¢ Printer0z ——— = 4E:00:A4:BE I
Scanner0l Pair as Scanner  |:76:00:4B:CD
Scannerdz VA0 1A 2E

Pair as Printer

*I o

Delete
[ Froperties

Bluetooth Device Right Click Menu
Tap Pair as Scanner to set up the MX3X to receive data from the scanner.
Tap Pair as Printer to set up the MX3X to send data to the printer.
Tap Disconnect to stop the connection between the MX3X and a paired Bluetooth device.

Tap Delete to remove an unpaired device from the Bluetooth device list. The device name and identifier is removed from the
MX3X Bluetooth Devices panel after the user taps OK.

Tap Properties for more information on the Bluetooth device.

Bluetooth Device Properties

Bluetooth Properties

MHame: |
Eluetooth Address:
|00:20:E0:00:12: 34

oDy IEIHBEIEIE! 14
Subclass: |

COM port: I

Status: |rn:|t paired

Bluetooth Device Properties Menu

Data on the Bluetooth Properties panel cannot be changed by the user. The data displayed is the result of the device Query
performed during the Discovery process.

The Status dialog box reflects the current state of the highlighted device.
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Settings

Settings

| Bluetooth Devices | Settings | about |

Report when conneckion lost Turn OFF Elugtooth
Report when reconnected

Repart: Failure to reconnect

Computer is connectable

Computer is discoverable

[ | Prompt if devices request ko pair

[ | Continuous search

[<l<] 1<]

ricomputer Friendly Mame
LE BT Terminal

Bluetooth Device Settings Panel

Note: These options can still be checked or unchecked whether Bluetooth connection is enabled or disabled.

Option

Default

Information

Report when connection
lost

Enabled

There may be an audio or visual signal when a connection between a paired, active
device is lost.

A visual signal may be a dialog box placed on the display notifying the user the
connection between one (or all) of the paired Bluetooth devices has stopped.

This option is enabled by default. Tap ok button to remove the dialog box from the
screen.

Report when reconnected

Disabled

There may be an audio or visual signal when a connection between a paired, active
device is re-connected.

A visual signal may be a dialog box placed on the display notifying the user a
connection between one (or all) of the previously paired Bluetooth devices is
complete. This option is disabled by default.

Tap the ok button to remove the dialog box from the screen.

Report failure to reconnect

Enabled

The default time delay is 30 minutes. This value cannot be changed by the user.

There may be an audio or visual signal when a connection between a paired, active
device fails to re-connect. A visual signal may be a dialog box placed on the display
notifying the user the connection between one (or all) of the previously paired
Bluetooth devices has failed. This option is enabled by default.

Tap the X button or ok button to close the dialog box.

Possible reasons for failure to reconnect: Timeout expired without reconnecting;
attempted to pair with a device that is currently paired with another device;
attempted to pair with a known device that moved out of range or was turned off;
attempted to pair with a known device but the reason why reconnect failed is
unknown.

Computer is connectable

Enabled

Disable this option to inhibit MX3X connection with all Bluetooth devices. This
option is enabled by default.
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Turn Off Bluetooth Button

Option

Default

Information

Computer is discoverable

Disabled

Enable this option to ensure other devices can discover the MX3X. This option is
disabled by default.

Prompt if devices request
to pair

Disabled

A dialog box appears on the MX3X screen notifying the user a Bluetooth device
requests to pair with the MX3X. This option is disabled by default.

The requesting Bluetooth device does not need to have been Discovered by the
MX3X before the pairing request is received.

Tap the Accept button or the Decline button to remove the dialog box from the
screen.

Note: In some cases, if a Bluetooth device is already paired this setting
cannot be changed. If this is the case, an error message is displayed and the
option is not changed. The Bluetooth device must be disconnected before
changing this setting.

Continuous Search

Disabled

When enabled, the Bluetooth connection never stops searching for a device it has
paired with when the connection is broken (such as the paired device entering
Suspend mode, going out of range or being turned off). When disabled, after being
enabled, the MX3X stops searching after 30 minutes. This option draws power from
the Main Battery.

Computer Friendly Name

Empty

The name, or identifier, entered in this space by the System Administrator is used
exclusively by Bluetooth devices and during Bluetooth communication.

Turn Off Bluetooth Button

Tap the button to toggle Bluetooth hardware On or Off. When the button is dimmed (grey), the Bluetooth client cannot be

disabled.

Default

The default value is Bluetooth On.
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About

About

LXEZ Pairing® m
[Eiluetcu:nth Devices ISEttiﬂgS | About I

ricamputer Friendly Mame
|L#E BT Terminal

rBlugtooth Address
jo0:40:FDi02:03:04

BETC wersion 1.0 BTDRGCESOLE -
Blustooth Stack Reawvision: 1.2
Bluetooth Radic HCI 212288
Blustooth Radio LMP 2.16907

Copyright 2006-2007 LXE Inc. E

Bluetooth About Panel

This panel lists the assigned Computer Friendly Name (that other devices may discover during their Discovery and Query
process), the Bluetooth MAC address, and software version levels. The data cannot be edited by the user.
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Using Bluetooth

Using Bluetooth

Access: Start | Settings | Control Panel | Bluetooth or Bluetooth icon in taskbar or Bluetooth icon on desktop

O

or Tap the Bluetooth icon in the taskbar to open the Bluetooth LXEZ Pairing application.

The MX3X default Bluetooth setting is Enabled.
The LXE MX3X Bluetooth® module is designed to Discover and pair with nearby Bluetooth devices.
Only LXE printers or scanners are recognized and displayed in the Bluetooth panel. All other Bluetooth devices are ignored.

Prerequisite: The Bluetooth devices have been setup to allow them to be “Discovered” and “Connected/Paired”. The System
Administrator is familiar with the pairing function of the Bluetooth devices.

Bluetooth Devices |Settings | about |

| Mame | Last 4 ... | Bluetooth Address |

Discover |

Bluetooth Devices Display — Before Discovering Devices
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Initial Use

Initial Use

4.
5.

Select Start | Settings | Control Panel | Bluetooth or tap the Bluetooth icon in the taskbar or on the desktop.
Tap the Settings Tab.

Change the Computer Friendly Name at the bottom of the Settings display. The Bluetooth MX3X default name is deter-
mined by the factory installed software version. LXE strongly urges assigning every MX3X a unique name (up to 32 char-
acters) before Bluetooth Discovery is initiated.

Check or uncheck the MX3X Bluetooth options on the Settings tab.

Tap the OK button to save your changes or the X button to discard any changes.

Subsequent Use

Note: Taskbar and Bluetooth device Icon states change as Bluetooth devices are discovered, pair, connect and
disconnect. A taskbar Bluetooth icon with a red background indicates Bluetooth is active and not paired with any device.
A device icon with a red background indicates a disconnected paired device.

1.
2.

w

®©® N o o k&

10.

Tap the Bluetooth icon in the taskbar or on the desktop to open the Bluetooth LXEZ Pairing application.
Tap the Bluetooth Devices tab.

Tap the Discover button. When the Bluetooth module begins searching for in-range Bluetooth devices, the button name
changes to Stop. Tap the Stop button to cancel the Discover function at any time.

The discovered devices are listed in the Bluetooth Devices window.

Highlight a Bluetooth device in the Discovered window and double-tap to open the device properties menu.
Tap Pair as Scanner to set up the MX3X to receive scanner data.

Tap Pair as Printer to set up the MX3X to send data to the printer.

Tap Disconnect to stop pairing with the device. Once disconnected, tap Delete to remove the device name and data
from the MX3X Bluetooth Devices list. The device is deleted after the OK button is clicked.

Upon successful pairing, the selected device may react to indicate a successful connection. The reaction may be an
audio signal from the device, flashing LED on the device, or a dialog box is placed on the MX3X display.

Whenever the MX3X is turned On, all previously paired, live, Bluetooth devices in the vicinity are paired, one at a time,
with the MX3X. If the devices cannot connect to the MX3X before the re-connect timeout time period expires (default is
approximately 20 seconds for each paired device) there is no indication of the continuing disconnect state if Report Fail-
ure to Reconnect is disabled.
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Bluetooth Indicators

Bluetooth Indicators

The Bluetooth taskbar Icon state changes as Bluetooth devices are discovered, pair, connect and disconnect.
There may be audible or visual signals as paired devices re-connect with the MX3X.
Only LXE printers or scanners are recognized and displayed in the Bluetooth panel. All other Bluetooth devices are ignored.

Taskbar Icon Legend
9 Bluetooth module is connected to one or more of the targeted Bluetooth device(s).
MX3X is not connected to any Bluetooth device.
o MX3X is ready to connect with any Bluetooth device.
MX3X is out of range of all paired Bluetooth device(s). Connection is inactive.

Note: When an active paired device enters Suspend Mode, is turned Off or leaves the MX3X Bluetooth scan range, the
Bluetooth connection between the paired device and the MX3X is lost. There may be audible or visual signals as paired
devices disconnect from the MX3X.

AppLock, if installed, does not stop the end-user from using Bluetooth applications, nor does it stop authorized Bluetooth-
enabled devices from pairing with the MX3X while AppLock is in control. .

Bluetooth Barcode Reader Setup

Please refer to the Bluetooth scanner manufacturer's User Guide; it may be available on the manufacturer's web site. Contact
your LXE representative for Bluetooth product assistance.

Introduction

LXE supports several different types of barcode readers. This section describes the interaction and setup for a mobile
Bluetooth laser scanner or laser imager connected to the MX3X using Bluetooth functions.

Prerequisites

e The MX3X has the Bluetooth hardware and software installed. An operating system upgrade may be required. Contact
your LXE representative for details.

¢ |f the MX3X has a Bluetooth address identifier barcode label affixed, then Bluetooth hardware and software is installed.
o The mobile Bluetooth laser scanner / laser imager battery is fully charged.

e The MX3X main battery is fully charged. Alternatively, the MX3X may be in a powered cradle or cabled to AC/DC
power.

e Important: The barcode numbering examples in this segment are not real and should not be created nor scanned with a
Bluetooth scanner.

o Toopen the LXEZ Pairing program, tap Start | Settings | Control Panel | Bluetooth or tap the Bluetooth icon on the
desktop or tap the Bluetooth icon in the taskbar.
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Introduction
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Sample Bluetooth Address Barcode Label
Locate the barcode label, similar to the one shown above, attached to the MX3X. The label is the Bluetooth address identifier
for the MX3X.
The mobile Bluetooth scanner / imager requires this information before discovering, pairing, connecting or disconnecting can
occur.

Important: The MX3X Bluetooth address identifier label should remain protected from damage (rips, tears, spills, soiling,
erasure, etc.) at all times. It may be required when pairing, connecting, and disconnecting new Bluetooth barcode readers.
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MX3X with Label

MX3X with Label

If the MX3X has a Bluetooth address barcode label attached, follow these steps:
1. Scan the Bluetooth address barcode label, attached to the MX3X, with the LXE Bluetooth mobile scanner.

2. If this is the first time the Bluetooth scanner has scanned the MX3X Bluetooth label, the devices are paired. See section
titled “Bluetooth Beep and LED Indications”. If the devices do not pair successfully, go to the next step.

Open the LXEZ Pairing panel [Start | Settings | Control Panel | Bluetooth].
Tap Discover. Locate the Bluetooth scanner in the Discovery panel.

Double-tap the stylus on the Bluetooth scanner. The right-mouse-click menu appears.

o o > W

Select Pair as Scanner to pair the MX3X with the Bluetooth mobile scanner.

The devices are paired. The Bluetooth barcode reader responds with a series of beeps and an LED flashes. Refer to the
following section titled “Bluetooth Beep and LED Indications”.

Note: After scanning the MX3X Bluetooth label, if there is no beep and no LED flash from the Bluetooth device, the
devices are currently paired.
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MX3X without Label

MX3X without Label

If the MX3X Bluetooth address barcode label does not exist, follow these steps to create a unique Bluetooth address barcode
for the MX3X:

First, locate the MX3X Bluetooth address by tapping Start | Settings | Control Panel | Bluetooth | About tab.

[Elluetcu:nth Devices ISettingz | About I

ricomputer Friendly Mame
|L#E BT Terminal

-Bluetaooth Address ————
[00:40:FD:02:03:04

BETC wersion 1.0 BTDRGCESOIE -
Bluztooth Stack Rewvision: 1.3

Bluetooth Radio HCI 2. 12288

Bluetooth Radio LMP 216907
Copyright 2006-2007 LXE Inc, E

About Tab and Bluetooth Address
Next, create a Bluetooth address barcode label for the MX3X1.
The format for the barcode label is as follows:
e Barcode type must be Code 128.

o FNC3 character followed by string Uppercase L, lowercase n, lowercase k, uppercase B and then the Bluetooth
address (12 hex digits, no colons). For example, LnkB0400fd002031.

Create and print the label.
Scan the MX3X Bluetooth address barcode label with the Bluetooth barcode reader.

The devices are paired. The Bluetooth barcode reader responds with a series of beeps and LED flashes. Refer to the following
section titled “Bluetooth Beep and LED Indications”.

Note: After scanning the MX3X Bluetooth label, if there is no beep and no LED flash from the Bluetooth device, the

devices are currently paired.

1 Free barcode creation software is available for download on the World Wide Web. Search using the keywords “barcode
create”.
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Bluetooth Beep and LED Indications

Bluetooth Beep and LED Indications

Beep Type from Bluetooth Device Behavior

Acknowledge label 1 beep

Label rejected 2 beeps at low frequency

Transmission error Beep will sound high-low-high-low

Link successful Beep will sound low-medium-high

Link unsuccessful Beep will sound high-low-high-low

LED on Bluetooth Device Behavior

Yellow LED blinks at 2 Hz Linking in progress

Off Disconnected or unlinked
Yellow LED blinks at 50 Hz Bluetooth transmission in progress
Yellow LED blinks at the same rate as the paging beep (1 Hz) Paging

Green LED blinks once a second Disabled indication

Upon startup, if the scanner sounds a long tone, this means the scanner has not passed its automatic Selftest and has entered
isolation mode. If the scanner is reset, the sequence is repeated. Contact LXE Support for assistance.

Easy Pairing and Auto-Reconnect

The Bluetooth module can establish relationships with new devices after the end-user taps the Discover button. It can auto-
reconnect to devices previously known but which have gone out of and then returned within range. Pairing supports SPP
devices only.

Up to two Bluetooth devices can be connected to the MX3X at a time; LXE supports one Bluetooth scanner and one Bluetooth
printer.

Note: Configuration elements are persistent and stored in the registry.
Setup the Bluetooth module to establish how the user is notified by easy pairing and auto-reconnect events.

AppLock, if installed, does not stop the end-user from using the Bluetooth application, nor does it stop other Bluetooth-enabled
devices from pairing with the MX3X while AppLock is in control.
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Certificates

Certificates
Start | Settings | Control Panel | Certificates

Manage digital certificates used for secure communication.
Note: Digital certificates are date sensitive. If the date on the MX3X is incorrect, wireless authentication will fail.

Stores |

Class 2 Public Prirmary Certification Authority
Class 2 Public Prirnary Certification Authority
Entrust. net Certification Authority (2042)
Entrust.net Secure Server Certification Authorit
Equifax Secure Certificate Authority

GlobalSign Root & Rd

Lists the certificates
trusted by you

Import.. Yiew. . Remove

The Certificates stores lists the certificates trusted by the MX3X mobile device user.

These values may change based on the type of network security resident in the client, access point or the host system.
Tap the Import button to import a digital certificate file.

Tap the View button to view a highlighted digital certificate.

Tap the Remove button to remove highlighted certificate files.

Tap the ? button and follow the instructions in the Windows CE Help file when working with trusted authorities and digital
certificates.
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Date/ Time

Date / Time

Start | Settings | Control Panel | Date/Time - or - Time in Desktop Taskbar

Use this MX3X panel to set Date, Time, Time Zone, and assign a Daylight Savings location.

|Factory Default Settings
Current Time Midnight
Time Zone GMT-05:00
Daylight Savings Enabled
DatefTime Properties m

Datef Time |
Kl November 2006 [N [FlGUStIE -
115108 B Sync

5

M T WTEF S

29
3
12
19
26
3

0021 1 2 W4 Time Zone

oo a2 0 [euT-05:00) Eastern Time (US & Canada) | ]

20 21 22 23 24 25 Autumatically adiust clock for daylight saving
27 28 29 30 1 =2
¥ 5. 5 7 B § Apply

There is very little functional change from general desktop or laptop Date/Time Properties options.

Double-tapping the time displayed in the Desktop Taskbar causes the Date/Time Properties screen to appear.
The Sync button activates a utility that will set the clock using a network time server.
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Dialing

Dialing
Start | Settings | Control Panel | Dialing

Set dialup properties for internal modems (not supplied or supported on the MX3X by LXE).

|Factory Default Settings

Location Work

Area Code 425

Tone Dialing Enabled
Country/Region 1

Disable Call Waiting Disabled (blank)

Dialing Properties

when dialing from; IM v| New... | Remove |

-Local settings are:
The local area code is; I425 Dialing Patterns...

The local country fregion code is; |1
Dial using: @ Tone { ) Pulse

[T Cisable call waiting by dialing: I |:|
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Display

Display
Start | Settings | Control Panel | Display

The display might also called the touchscreen.

Select the desktop background image and appearance scheme for the MX3X. Using the options on the Backlight tab, set the
display backlight and keypad backlight timers when running on battery or external power.

Adjust the settings and tap the OK button to save the changes. Saved changes take effect immediately.

Factory Default Settings

Background

Image Windows CE
Image on background Disabled
Appearance

Schemes (color displays) Windows Standard

Schemes (monochrome displays) | High Contrast White

Backlight

Battery power and user idle 3 seconds

Battery power and System idle 15 seconds

Battery power, idle, Suspend 5 minutes

External power and user idle 2 minutes

External power and System idle |2 minutes

External power, idle, Suspend 2 minutes

Background

There is very little change from general desktop PC Display Properties / Background options. Select an image from the
dropdown list (or tap the Browse button to select an image from another folder) to display on the Desktop, and then tap the OK
button to save the change. The change takes effect immediately.

Appearance

There is very little change from general desktop PC Appearance options. Select a scheme from the dropdown list and make
changes to the parameters. The default is High Contrast White for monochrome displays and Windows Standard for color
displays. Tap the Save button to save any changes, renaming the scheme if desired. Tap the Delete button to delete schemes.
Tap the Apply button to apply the selected scheme to the display.
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Backlight

Backlight

Display Properties m

T
S To save battery life, you can adjust when the backlight
iy autornatically shuts off.

[ automatically turn off backlight while on battery power
Turn off after |3E| seconds El of continuous idle time.

[ Automatically turn off backlight while on external power
Turn off |2 minLtes E' of continuaus idle time.

The backlight settings use the LXE set of default timeouts and is synchronized to the User Idle setting in the Schemes tab in
the Power control panel.

When the backlight timer expires, the touchscreen backlight is dimmed, not tured off. When both checkboxes are unchecked,
the backlight never turns off (or dims).

Default values are 3 seconds for Battery, 2 minutes for External and both the check boxes are enabled.

When the keypad backlight is set to Follow the touchscreen backlight, the keypad backlight turns off when the touchscreen
backlight dims.
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Input Panel

Input Panel

Start | Settings | Control Panel | Input Panel

Set the current MX3X keys and data input method.

|Factory Default Settings

Input Method Keyboard
o s octans
Options button

Keys Small keys
Use gestures Disabled

Input Panel Properties

Input Parel |

7 JOK] X

Current input method:

EE

Options...

|:| Allow applications to change the
input panel state

To quickly switch input methods,
tap the Input Panel arrowe and then
tap the desired rmethod from the
men. that appears,

Use this panel to make the Input Panel (on-screen keyboard) or the physical keypad primarily available when entering data on

any screen.

Selecting Keyboard enables both.

Tap the Options button to set the size of the keys displayed on-screen and whether Transcriber gestures are enabled or

disabled.

Note: Contact your LXE representative for language packs as they become available.
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Internet Options

Internet Options

Start | Settings | Control Panel | Internet Options

Set options for MX3X Internet connectivity.

Select a tab. Tap the ? button for help using Windows CE Help installed in your mobile device. Adjust the settings and tap the

OK button. The changes take effect immediately.

Factory Default Settings

General

Start Page http://www.Ixe.com/
Search Page http://www.google.com
Cache Size 512Kb
Connection

Use LAN Disabled

Autodial Name Blank

Proxy Server Disabled

Bypass Proxy Disabled

Security

Allow cookies Enabled

Allow TLS 1.0 security Disabled

Allow SSL 2.0 security Enabled

Allow SSL 3.0 security Enabled

Warn when switching Enabled

Privacy

First party cookies Accept

Third party cookies Prompt

Session cookies Always allow
Advanced

Stylesheets Enabled

Theming Support Enable

Multimedia All options enabled
Security All options enabled
Popups

Block popups Disabled

Display notification Enabled

Use same window Disabled
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Internet Options

Internet Options m
General lCDnnectiDn ISecurity IF'rixraD_.r I Advanced I Popups |

Start Page:

Search Page:  |hittp://wiur.google.com

Llzer Agent (requires browser restart): |Default Cwindows CE) E]

Cache Size {in KB |512 Clear Cache Clear History
Internet Options m

[General_i; Connection | Security I_F'rixracﬁ_.r | advanced | Popups |

[T Use LaM (no autodial)  Autodial name: IUSB Client EI

Network
E Access the Internet wsing a proxy server

Address: I Port: IEIII

[ Bypass prosy server for local addresses

Internet Options m

@ ‘;1', o ° | Sites. ..

Internet Local  Trusted sites Restricted __ Settings...
intranet sites

Internet

This zone contains all Web sites you haven't
placed in other zones
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Internet Options

Internet Options m m

_ Gerneral .!_:.Ccunnectiun I_Security ac Ei_ﬁldvanu:ed-i Popups l

-Cookies
First-party Cookies Third-party Cookies
@ Accept () Accept
() Block { ) Block
() Prompt ® Prompt
[v] &hways allow session cookies

Internet Options m

General i Cannection i Securi-’.cﬁ.,r_i ii.'.r.i.xrac}f

=| Accessibility |
|| Always expand ALT text for images
|| Anchors navigate on access key
=| Browsing
Alweays send URLs as UTF-2
|| Display a notification about every script errar
v | Enable stylesheets _ﬂ

Friahle nane transitinns

Internet Options m m

| General .!_:tunnectiun ]_Security ]_F‘rivacy ] ﬂ«dvanced__f___

Popup Windows
[ Block popups

[iiz"i:‘i:hr_w:x.,.l Advanced |

[ Display notification when a popup has been blocked

[7] Cpen new pages in the current window
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Keyboard

Keyboard
Start | Settings | Control Panel | Keyboard

Set keypad key map, keypad key repeat delay, and key repeat rate.

|Factory Default Settings
Repeat Tab
Key map Default (or Default MX3X)
Repeat character Enable
Repeat Delay Short
Repeat Rate Slow
Repeat ]
[w| Enable character repeat. Key rmap: |Default WX NG EI
q Repeat delay: ﬁ"ﬁ Repeat rate:
Long Short — Sl Fast
-4 —[I]_I [ - _{.]—. [
Tap here and hold down a key to test: |

Select a key map using the drop-down list. Adjust the character repeat settings and tap the OK button to save the changes.

When new key maps, or fonts, are added to the registry, they are available immediately and the font name is in the Keyboard
Properties Key map dropdown list. Only one font at a time can be selected. The fonts affect the screen display, they do not
affect any virtual (touchscreen) key taps.

See About | Software | Language tab for the name of any installed fonts.

Languages and Fonts

Fonts are available in the following languages (in separate part numbers) for each language: Simplified Chinese, Traditional
Chinese, Korean, Japanese. Tahoma font is on every unit and includes English (default), European (French, Spanish, German,
Portuguese), Scandinavian languages, Arabic, Cyrillic, Greek, Hebrew, and Thai.

See Also: Regional Settings for instruction for setting User Interface Language and Default Input Language.
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KeyPad

KeyPad

Start | Settings | Control Panel | KeyPad Icon

Use this control panel option to assign key functions to mappable keys available on your MX3X, determine application launch
sequences and program command Run sequences.

Note: KeyPad Control Panel options LaunchApp and RunCmd do not inter-relate with similarly-named options contained
in other Control Panel applets. For example, the AppLock Administrator Control panel file Launch option.

Factory Default Settings

KeyMap

Modifier Mode | None

Key F1 Remap to —F1
Edit String Field Exit | String — Empty
LaunchApp

App1 Empty

App2 Empty

App3 Empty

App4 Empty

App/Opt EXE

RunCmd

Cmd1 Empty

Cmd2 Empty

Cmd3 Empty

Cmd4 Empty

File/Parm FILE
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KeyMap Tab

KeyMap Tab

Keypad Control E m m

KeyMap | Launch&pp I RunCrmd |
[Mudiﬁer Mode

@ rone () shift ) 2nd Shift

| Add | |lf!e.3r|
Fey
!Fl il] Escape |:']
Remapped Key Key Sequence

;F1 Ej |

Assign settings by clicking radio buttons and selecting keys from the drop down boxes. Tap the OK button when finished. The
changes take effect immediately.

How to Remap a Single Key

1. Select the modifier key from the Modifier Mode options.

2. Select the key to be remapped from the Key pulldown list.

3. Select the value from the remapped key from the Remapped Key pulldown list.
4. Click OK to save the result and close the Keypad Control.

How to Remap a Key Sequence

Select the modifier key from the Modifier Mode options.
Select the key to be remapped from the Key pulldown list.
Select Key Sequence from the Remapped Key pulldown list.

Ao bd =

Select the first key for the multiple key sequence from the pulldown list. Press the Add button to add the key to the mul-
tiple key sequence shown in the Key Sequence box. Repeat this step until all keys desired have been added to the key
sequence. If necessary, use the Clear button to erase all entries in the Key Sequence box.

5. Click OK to save the result and close the Keypad Control.

Note: A key can only be used once in a multiple key sequence. For example, an F1 key added to a key sequence means
an F1 key cannot be used again in the same key sequence.

How to Remap an Application

Select the modifier key from the Modifier Mode options.

Select the key to be remapped from the Key pulldown list.

Select Launch App1-4 from the remapped key from the Remapped Key pulldown list.

Click on the LaunchApp tab.

Make sure the EXE radio button is selected.

In the text box (App1-4) corresponding to the number selected for Launch App1-4, enter the application to launch.

No o s~ eDdh =

If any parameters are needed for the application, click on the OPT radio button. This clears the text box (though the appli-
cation name is saved). Enter the desired parameters in the appropriate text box.

8. Click OK to save the result and close the Keypad Control.
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KeyMap Tab

9. Ifthe KeyMap tab is accessed again, the application plus any specified parameters is displayed in the Key Sequence
text box when the remapped key is again selected.

How to Remap a Command

Select the maodifier key from the Modifier Mode options.

Select the key to be remapped from the Key pulldown list.

Select RunCmd 1-4 from the remapped key from the Remapped Key pulldown list.

Click on the RunCmd tab.

Make sure the FILE radio button is selected.

In the text box (Cmd1-4) corresponding to the number selected for RunCmd1-4, enter the desired command.

No o s~ eDdh =

If any parameters are needed for the command, click on the PARM radio button. This clears the text box (though the
command is saved). Enter the desired parameters in the appropriate text box.

8. Click OK to save the result and close the Keypad Control.

If the KeyMap tab is accessed again, the command plus any specified parameters is displayed in the Key Sequence
text box when the remapped key is again selected.
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LaunchApp Tab

LaunchApp Tab

The default for all text boxes is Null or

“

. The text boxes accept string values only.

Note that executables and parameters are not checked for accuracy by the keyboard driver. If the launch fails, the MX3X emits
a single beep, if the launch is successful, it is silent.

Keypad Control

| KkeyMap | Launchapn Runcmd |

7 Jox] x|

appl App3
l I
App2 Appd
! |
App/Opt
@ BNE O apk

The Launch App command is defined for use by system administrators. These instructions are parsed and executed directly by
the keyboard driver.

1.

2.
3.
4

Place the cursor in the text box next to the App you wish to run, e.g. App1, App2.
Enable the EXE radio button if the application is an EXE file.
Enter the name of the executable file.

Enable the OPT radio button to add options or parameters for the executable file in the same text box. Switching from
EXE to OPT clears the text box (but the information previously entered is stored), allowing parameter entry.

Tap the OK button when finished. The changes take effect immediately.

The result of the application (exe) and options (opt) entries are displayed on the KeyMap tab in the Key Sequence box when the
key mapped to the LauchApp is selected.
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RunCmd Tab

RunCmd Tab

The default for all text boxes is Empty, Null or " ". The text boxes accept string values only.

Note that executables and parameters are not checked for accuracy by the keyboard driver. If the launch fails, the MX3X emits
a single beep, if the launch is successful, the mobile device is silent.

[ KeyMap I Launchapn | RuniCrmd I
Cmdl Crnd3
l I
Crmd2 Crid4
l |
File/Parm
) ril= () parm

The Run Cmd command is defined for use by system administrators. These instructions call the ShellExecuteEx API, which
opens documents directly.

1. Place the cursor in the text box next to the Cmd you wish to run, e.g. Cmd1, Cmd2.

2. Enable the file radio button and enter the name of the file.

3. Enable the PARM radio button to add parameters for file/exe execution in the same text box.
Tap the OK button when finished. The changes take effect immediately.
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Mixer

Mixer
Start | Settings | Control Panel | Mixer

The MX3X has a speaker. It is active when a headset is not connected to the device.

Use the settings on these panels to adjust the volume, record gain and sidetone for microphone input, speaker and speaker
output.

Headsets can be enabled, disabled and selected using these panels.

Factory Default Settings
Master Volume 0dB
Record Gain 22.5dB
Sidetone 12.0dB
Input None
Mixer m
Mastar Wolurme Record Gain Sidetone Inpuit
‘A |0dB A | 22508 A |12.0d8 () Mone
' @ Mic1

(O Bluetooth

¥ | (46.50E) ¥ | Ode
-A.N AR f.0 R 12.0 iR

(34.508) [ | Input Boost

[«]

Select the input for the mixer. Move the sliders up and down, or tap the up and down arrows, to adjust the decibel level.

Note: Set Input to None when using stereo headphones. Set Input to Mic1 when using a mono headset with microphone.
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Mouse

Mouse
Start | Settings | Control Panel | Mouse

Use this option to set the double-tap sensitivity for stylus taps on the MX3X touchscreen.

Mouse Properties m
 Double-Click |

Diouble-click this grid to set the double-click sensitivity for both ﬁ

the speed and physical distance between clicks,

Double-click this icon to test your double-click settings, If this
icon doesn't change, adjust yvour settings using the grid abowve,
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MX3X-VXC Options

MX3X-VXC Options

Access: Start | Settings | Control Panel | MX3X-VXC Options

Set options such as IP V6, time sync, touchscreen enable and CapsLock. Also set Status Popup taskbar icon display options

for the Admin and User.

It may be necessary to warmboot the MX3X after making desired changes. A pop up window indicates if a warmboot is
required.

Note: If there is no icon corresponding to this item in the Control Panel, contact your LXE Representative for upgrade
details.

Communication

Options on this tab configure communication options for the MX3X.

MX3X-VXC Options 0K

Cornrunication | Misc I Status Popup |

[ Enable TCR{IP Yersion &

|:| Allow Remote Deskiop Autologon
Mote: \ROF File must be saved in 3ystem Folder

|:| Autalaunch TimeSyne

MX3X - VXC Options / Communications Tab

|Enable TCP/IP Version 6

By default, IPv6 is disabled on the LXE device. Check this checkbox to enable IPv6.

|AIIow Remote Desktop Autologon

By default, Remote Desktop Autologon is disabled. Check this checkbox to enable Remote Desktop Autologon.

Note: The .RDP file must be saved in the \System folder. When prompted, use the Save As button to save the .RDP file
in the \System directory. If the .RDP file is saved in the default root folder location, the .RDP file will not persist across a
warmboot.

|Autolaunch TimeSync

By default, TimeSync does not automatically run on the MX3X. To enable TimeSync to run automatically on the MX3X, check

this checkbox.

|Synchronize with a Local Time Server

By default, GrabTime synchronizes via an Internet connection. To synchronize with a local time server:
1. Use ActiveSync to copy GrabTime.ini from the My Device | Windows folder on the mobile device to the host PC.

2. Edit the copy of GrabTime.ini on the host PC. Add the local time server's domain name to the beginning of the list of
servers. You can optionally delete the remainder of the list.

3. Copy the modified GrabTime.ini file to the My Device | System folder on the mobile device.
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Misc

The System/GrabTime.ini file takes precedence over the Windows/GrabTime.ini file. System/Grabtime.ini also persists after a
coldboot; Windows/Grabtime.ini does not persist.

Misc

Options on this tab configure device specific options. Note that options not available on the MX3X are grayed out.

Cornmunication iz I Status Popup |
|:| CapsLock.
] mumLack
[ Touch Screen Disable

[] Touch Screen Heater Disable
|:| Screen size 040x4E0

|:| Large SIF

MX3X Options / Misc. Tab

|CapsLock

By default, CapsLock is disabled after a warmboot. To enable CapsLock after a warmboot, check this checkbox.

|NumLock

This option is not available for the MX3X as it does not support NumLock mode.

|Touch Screen Disable

By default, the MX3X touchscreen is enabled. To disable the touchscreen after a warmboot, check this checkbox.

|Touch Screen Heater Disable

This option is not available for the MX3X as it does not contain a touchscreen heater.

|Screen Size 640x480

This option is not available for the MX3X as it does not support this display resolution.

|Large SIP

The software input panel (SIP) can be displayed in a standard size or a large size. By default, the smaller SIP is displayed. To
enable the larger SIP, check this checkbox.
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Status Popup

Status Popup

Options on this tab configure the Status Popup window. When the Status popup window is displayed, it is placed on top of the
window in focus and hides any data beneath it. It is closed by pressing the assigned Status User or Status Admin key
sequence.

MX3X-¥XC Options

 Commurication | Misc | Status Popup

5 Second Timeaut RFTerm SecIl's

[ admin [ User Admin |vw| User
8 Power CapsLock,

Adrnin [w| User Adrrin || User
Aikivesyne Metwork Skakus

Adrin |w| User Admin |w| User
WLAMN Radio Bluetooth Skatus

Admin [w| User Admin || User

MX3X Options / Status PopupTab

Using the KeyPad control panel, the System Administrator must first assign a Status User key sequence for the end-user
when they want to toggle the Status Popup Window on or off.

The System Administrator must also assign a Status Admin key sequence to perform the same function. Status popup
window display options (taskbar icons) are assigned on the Status Popup tab. E.g. AC Power, ActiveSync, WLAN radio,
CapslLock, Network status, Bluetooth status, etc.

The default for the User and Admin status popup windows is to show all status information. The 5 second timeout to remove
the status popup from the display is disabled by default for the User and Admin status popup windows.

Click here to go to the KeyPad control panel.

E-EQ-MX3XRG-W-ARC [ 108 ] MX3X Reference Guide



Network and Dialup Options

Network and Dialup Options

Start | Settings | Control Panel | Network and Dialup Connections

Set MX3X network driver properties and network access properties. Select a connection to use, or create a new connection.

[File Edit view Advanced | | ][5, ]
1 -

7]x]

B2 ) } ) } 3 )
‘Make Mew | Serial 1@ Serall® R®@S5/600 R@ Serid 3@ Senal 3@ USE dlient
Connection! 57600 115200 115200 57600 115200

-

)

SDCCFI10GL

Create a New Connection

1.

On the mobile device, select Start | Settings | Control Panel | Network and Dialup Connections. A window is dis-
played showing the existing connections.

2. Assuming the connection you want does not exist, double-tap Make New Connection.
3. Give the new connection an appropriate name (My Connection @ 9600, etc.). Tap the Direct Connection radio button.
Tap the Next button.
4. From the popup menu, choose the port you want to connect to. Only the available ports are shown.
5. Tap the Configure... button.
6. Under the Port Settings tab, choose the appropriate baud rate. Data bits, parity, and stop bits remain at 8, none, and 1,
respectively.
7. Underthe Call Options tab, be sure to tum off Wait for dial tone, since a direct connection will not have a dial tone. Set
the timeout parameter (default is 5 seconds). Tap OK.
8. TCPI/IP Settings should not need to change from defaults. Tap the Finish button to create the new connection.
9. Close the Remote Networking window.
10. To activate the new connection select Start | Settings | Control Panel | PC Connection and tap the Change Con-
nection... button.
11. Select the new connection. Tap OK twice.
12. Close the Control Panel window.
13. Connect the desktop PC to the mobile device with the appropriate cable.
14. Click the desktop Connect icon to test the new connection.

You can activate the connection by double-tapping on the specific connection icon in the Remote Networking window, but this
will only start an RAS (Remote Access Services) session, and does not start ActiveSync properly.
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Owner

Owner

Start | Settings | Control Panel | Owner

Set the MX3X owner details. The Network ID is used when logging into a remote network.

|Factory Default Settings
Identification
Name Blank
Company Blank
Address Blank
Telephones Blank
Display owner ID at power-on Disabled
Notes
Notes Blank
Display notes at power-on Disabled
Network ID
User Name Blank
Password Blank
Domain Blank

Owner Properties m

Identification | Nates | Metwork 1D |

At Power On
Name: | [ Display owner identification
Q:nmpanﬁ_.r:l
Area code:  Phone:
Address: Wwark: | |

Haorne: | |
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Owner

Owner Properties m
| Identification | Mates |Netwark 1D |

MNotes: Use the Motes field to
add any additional
inforration not included
i the Identification tab,

E Display owner notes at power on

Owner Properties m

Windows CE Lses this Lser narme: I
infarmation to gain access to
network resources, Enter the  Passwaord: |
Liset narme, password, and

dormain provided by wour Darnair:
network adrministrator,

Enter user name, password and domain to be used when logging into network resources.
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Password

Password

Start | Settings | Control Panel | Password

Use this panel to set MX3X user access to control panels and power up password properties.

Important: This password must be entered before performing a cold boot or cold reset.

If entering a power-on or screen saver password does not allow you to disable this password protection or perform a cold boot,
contact Customer Support.

Factory Default Settings
Password Blank
Enter password at Power On Disabled

Enter password at Remote Desktop Screen Saver | Disabled

Password Properties m

Passwiord Settings |
-Password

@ Password: I
Confirm password: I

-Enable Password Protection
[] &t Power Cn
[] Screen Saver

The password and password settings are saved during a warm boot and a cold boot.
The screensaver password affects the Remote Desktop screensaver only.

After a password is assigned and saved, each time a Settings | Control Panel option is selected, the user will be
required to enter the password before the Control Panel will open.

The screensaver password is the same as the power-on password. They are not set independently.

A screensaver password cannot be created without first enabling the “Enable password protection at power-on” check-
box.

The screensaver password is not automatically enabled when the “power-on” checkbox is enabled.

Enter the password in the Password text box, then press Tab and type the password again to confirm it.

Enable the power-on checkbox and, if desired, the screensaver checkbox.

A changed/saved password is in effect immediately.
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PC Connection

PC Connection
Start | Settings | Control Panel | PC Connection

Use these options to control a cabled connection (USB, serial) between the MX3X and a nearby desktop/laptop computer.

|Factory Default Settings
Enable direct connection Enabled
Connect using USB Client

PC Connection Properties m
PC Connection |

g These settings control the connection between your Wincows
ﬂ CE device and desktop computer, Warning: Adjusting these
& settings may result in an inakility to connect with your desktop

Computer,

E llowy connection with desktop cormputer when device is attached;

Connect using:  'WSE Client!' Change...

Unchecking the Allow connection with desktop computer when device is attached checkbox disables ActiveSync on the
MX3X.

Tap the Change button to change the direct connect setting.
Tap the drop-down box to view a list of pre-configured connection settings.
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PCMCIA

PCMCIA
Start | Settings | Control Panel | PCMCIA

Use the options on the tabs to manage cards installed in the MX3X.

|Factory Default Settings
PCMCIA
Disable slot now Off
Power slot during sleep (3.3v) Dimmed
Power slot during sleep (5v) Off
Write protect slot Off (dimmed)
CF
Disable slot now Off
Power slot during sleep (3.3v) (Off) Dimmed
Power slot during sleep (5v) Off
Write protect slot Off
IntATA
Disable slot now Off (dimmed)
Power slot during sleep (3.3v) On (dimmed)
Power slot during sleep (5v) Off (dimmed)
Write protect slot Off (dimmed)

PCMCIATab Options

PCMCIA Control m

PeMcis | cF | miaTa |

Card:  SummitDiC-802,119_SC_CF-60B2

D Write protect shot
D Power slot during sleep {3.3v)

D Power slot during sleep (54w

The name of the card (from the CIS data on the card) in the slot is displayed. This information cannot be changed by the user.
When “Power slot during sleep” is checked, the slot will stay powered up in Suspend at the cost of reduced battery life.

When “Disable slot now” is checked, the slot is powered down as soon as the Control Panel is closed and the PCMCIA driver
ignores any card in the slot. When there is no card in a slot, the options are dimmed.
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CF Tab Options

CF Tab Options

PCMCIA Control

| PoMcIA F INtaTA |

iCarl:I i Socket-CF+_Bluetooth_Card IS _Rew 2,.5-DDAE3

D Wifrite protect slok
m Power slot during sleep (3.3

m Power slok during sleep (5]

The name of the card (from the CIS data on the card) in the slot is displayed. This information cannot be changed by the user.
When “Power slot during sleep” is checked, the slot will stay powered up in Suspend at the cost of reduced battery life.

When “Disable slot now” is checked, the slot is powered down as soon as the Control Panel is closed and the PCMCIA driver
ignores any card in the slot. When there is no card in a slot, the options are dimmed.

IntATA Tab Options

The IntATA Tab provides information on the internal Compact Flash ATA drive. There are no user configurable options.

| pcmcs | cr G IntaTA

.......................................

i Card :  Internal ATA (124 ME)
Ej Disable slob now
Ej Write pratect slak
F/.l Power slot during sleep 3.3v)

[] Power slat during slesp (5)
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Power

Power
Start | Settings | Control Panel | Power

The MX3X power mode timers are cumulative.

The System Idle timer begins the countdown after the User Idle timer has expired and the Suspend timer begins the countdown
after the System Idle timer has expired.

When the User Idle timer is set to “Never”, the power scheme timers never place the device in User Idle, System Idle or
Suspend modes (even when the device is idle).

The Display | Backlight setting is synchronized with the User Idle setting in the Schemes tab in the Power control panel.

Factory Default Settings
Battery Tab
Turbo Mode Enabled
Schemes Tab
Battery Power - User Idle Timeout 3 seconds
Battery Power - System Idle Timeout 15 seconds
Battery Power - Suspend Timeout 5 minutes
AC Power - User Idle Timeout 2 minutes
AC Power - System Idle Timeout 2 minutes
AC Power - Suspend Timeout 5 minutes
Device Status Tab No user interaction

Power Properties Eﬁ

Battery ISl:hemes IDevice Status |
Status:

External Power Backup-=Chargng
Good Good [v| Turbo
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Power

Power Properties m
-
Battery] Schemes |Devi|:e Status |

Power Scheme:

Switch state to User Idie: |ﬂ«fter 2 minutes ]
Switch state to System Idle: |ﬂ«1‘ter 2 minutes El
Switch state to Suspend: |ﬂ«fter 5 minutes El

Because of the cumulative effect, and using the Battery Power Scheme Defaults listed above:
e The backlight turns off after 3 seconds of no activity,
e Thedisplay turns off after 18 seconds of no activity (15 sec + 3 sec),
o And the device enters Suspend after 5 minutes and 18 seconds of no activity.

o Ifthe Userldle timeris set to Never, the power scheme timers never place the device in User Idle, System Idle or Sus-

pend modes.
| Battery | Schermes  Device Status |

Device Mame | Poweer Lewvel '
COMS: High (OO
Csk0; High (D0}
MOS0, High (DO}
Whis0: High (DO}
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Regional and Language Settings

Regional and Language Settings
Start | Settings | Control Panel | Regional Settings

Set the appearance of numbers, currency, time and date based on regional and language settings. Set the MX3X user interface
language and the default input language.

|Factory Default Settings
Region
Locale English (United States)
Number 123,456,789.00 / -123,456,789.00 neg
Currency $123,456,789.00 pos / ($123,456,789.00) neg
Time h:mm:ss tt (tt=AM or PM)
Date M/d/yy short / dddd, MMMM,dd,yyyy long
Language
User Interface English (United States)
Input
Language English (United States)-US
Installed English (United States)-US
I Regional Settings | Llzer Interface Language I Input Language |
-Your locale

The locale option affects bow sorme programs format numbers, currency,
time and dates.

Customize...

Regional and Language Settings m

| Regional Settings User Interface Language | Input Language |
-User Interface Language

The option will determine the language wsed for the menus, dialogs
and alerts,

English {Linited States) |
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Regional and Language Settings

Regional and Language Settings

| Regional Settings [ Iser Interface Language | Input Language

-Default Input language
Select the input language to
Lise when you start your device,

—niglish (Linited States) S

-Installed Input Languages

Select input languages you plan
to Lse.
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Remove Programs

Remove Programs
Start | Settings | Control Panel | Remove Programs

Note: Lists programs installed in RAM that have been marked for removal.

Select a program and tap Remove. Follow the prompts on the screen to uninstall MX3X user-installed only programs. The
change takes effect immediately.

Files stored in the My Documents folder are not removed using this option.

Remove Programs EIE

Rernove Prograns |

@ The listed software can be  Programs:
autormatically removed, To T AnOLOCK

IBMOVE 3 program, select it |mve py o i SRR V1
from the list and then L¥E RFTerm

select Remove, L¥E RMLU

LXE TM1 Session Sirnulator
SO Surnmit WLAM Adapter

Remove

Note: Do not remove LXE-installed programs using this option. Contact your LXE representative for assistance if LXE
installed programs must be deleted.
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Scanner Wedge

Scanner Wedge
Start | Settings | Control Panel | Scanner

Set MX3X scanner keyboard wedge parameters, enable or disable allowed symbologies, scanner icon appearance, active
scanner port, and scan key settings.

Assign baud rate, parity, stop bits and data bits for available COM ports.
Parameters on the Main tab and the COM tab(s) apply to this device only.
Barcode manipulation parameter settings on the Barcode tab are applied to the incoming data resulting from successful
barcode scans sent to the MX3X for processing. The successful barcode scan data may be sent by
¢ anintegrated scanner in the endcap,

¢ awireless Bluetooth Handheld Scanner,

e oratethered scanner.

Integrated scanner configuration can be changed using the Scanner Control Panel or via the LXE API functions. While the
changed configuration is being stored, the Scanner LED is solid amber. The scanner is not operational during the configuration
update.

Note: The integrated scan engine activates when a Scan button on the front of the MX3X is pressed.

After scanning the Reset All (or equivalent) barcode with the mobile device’s integrated scan engine, the next step is to open
the Control Panel Scanner applet, click the OK button and then close the Control Panel. This action will synchronize all
scanner formats.
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Barcode Processing Overview

Barcode Processing Overview

Barcode processing involves several steps. Some steps may be skipped during the processing depending on user selections
on the Scanner control panels. The steps are presented below in the order they are performed on the barcode data.

1.

© ® N o o ~ »w b

- a  a
I

Scanned barcode is tested for a code ID and matching length (Min/Max). If it matches, it is processed per the rules in
place for that symbology. If the scan does not meet the criteria for that symbology, it is processed based on the settings
for All. If a code ID is not found, the barcode data is processed based on the settings for All.

If symbology is disabled, the scan is rejected.

Strip leading data bytes unconditionally.

Strip trailing data bytes unconditionally.

Parse for, and strip if found, Barcode Data strings.

Replace any control characters with string, as configured.

Add prefix string to output buffer.

If Code ID is not stripped, add saved code ID from above to output buffer.
Add processed barcode string from above to output buffer.

Add suffix string to output buffer.

. Add a terminating NUL to the output buffer, in case the data is processed as a string.

If key output is enabled, start the process to output keys. If control characters are encountered:

o If Translate All is set, key is translated to CTRL + char, and output.
o If Translate All is not set, and key has a valid VK code, key is output.

o Otherwise, key is ignored (not output).

The barcode data is ready to be read by applications.
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Factory Default Settings

Factory Default Settings

Main Tab

Port 1 Disabled
Port 2 Internal
Power Port 1 while asleep Disabled
Send Key Message (WEDGE) Enabled
Enable Internal Scanner Sound Enabled

Keys Tab (Moved to the Keypad Control Panel)

COM1 Tab (COM1, COM2, COM3)

Baud Rate 9600
Stop Bits 1

Parity None
Data Bits 8
Poweron Pin 9 Disabled
Barcode Tab

Enable Code ID None

Symbology Settings Enable Dimmed / Min - 1 to Max - all
AIM ID Enable dimmed
Symbol ID Enable dimmed
Custom Null
Control Character Disabled
Translate All Disabled

Character/Replacement

Null / Ignore (drop)

Custom ldentifiers

Name

Blank

ID Code

Blank
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Main Tab

Main Tab

Start | Settings | Control Panel | Scanner | Main tab

Scanner Control

Man | keys | comi | comz | comz | Barcode |
-Port 1 -Port 2
@ disabled () Internal (O disabled @ Internal
() comi { ) Cradle () comi () Cradle
) com3 {) Bluetaath (O Ccom3
[ output Enatle [] output Enable

[] Pawer Part 1 while asleep

[7] Send Key Messages (WEDGE)

Enable Internal Scanner Sound

Parameter

Function

Port

Default: Port 1 is disabled. Port 2 is enabled.

Power Port 1 while
asleep

When Power Port 1 while asleep is checked, whichever serial port is enabled as Port 1 will remain
powered while the device is in Suspend, at the cost of reduced battery life. This allows a tethered
scanner to wake the device by pressing the trigger on the tethered scanner.

Send Key Messages
(WEDGE)

Default: Enabled. If “Send Key Messages (WEDGE)’ is checked, the Scanner Driver is in “Key
Message” (also known as “character’) mode which sends the barcodes to the application with the
focus as keystrokes. All data scanned is converted to keystrokes and sent to the active window.

If “Send Key Messages (WEDGEY)’ is not checked, the Scanner Driver is in “Block” mode which
buffers the data that can be read by an application from the WDG: device through the OS or LXE
APIls. Note that this latter method is significantly faster than using “Wedge”.

Evenif Send Key Messages is enabled (“key mode”), the data is still available using the scanner
APIs (“block mode”). If two or more applications are reading the data in Block mode, ClearBuf must
be set to Off so data is not erased when read. Please refer to the “CE API Programming Guide” for
details on scanner APlIs.

Enable Internal
Scanner Sound

Default: Enabled.

Functionality of the internal scanner driver engine includes audible tones on good scan (at the
maximum db supported by the speaker) and failed scan.

Disable this parameter when good scan/bad scan sounds are to be handled by alternate means e.g.
application-controlled sound files.

Rejected barcodes generate a bad scan beep. In some cases, the receipt of data from the scanner
triggers a good scan beep from an external scanner, and then the rejection of scanned barcode data
by the processing causes a bad scan beep from the MX3X on the same data.

Click here to view factory default settings for this panel.
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Keys Tab

Keys Tab

Start | Settings | Control Panel | Scanner | Keys

If your Keys tab looks like this: This Feature has moved to the Keypad Control Panel Go to the Keypad Control Panel.

Integrated Scan buttons have no effect on scanners tethered to a COM port or scanners connected wirelessly (for example,
wireless Bluetooth scanners) to the MX3X. The Scan button on the tethered or wireless barcode scanner must be pressed.
Incoming data from the tethered or wireless barcode scanner is manipulated using the parameters set on the Barcode Tab.

COM1 Tab

Start | Settings | Control Panel | Scanner | COM1

Scanner Control

C Man | keys | coMi | come | coms | Bacode |
Baud Rate —————  Data Bits ——  Parity ——
) 38400 (OF:! ® None
O 19200 O7 () odd
() 4800 Stop Bits —— O Mark
) 2400 @1 () Space
1200 o
' O [T Power on pin 9 (+5v)

This panel sets communication parameters for any device connected to the external port. The settings for COM1 port on the
MX3-RFID are pre-set and dimmed. Settings cannot be changed by the end-user. Baud rate is 115200, 8 data bits, 1 stop bit,
no parity and power on Pin 9 is enabled.

Adjust the settings and click the OK button to save the changes. Any changes take effect immediately.

This panel does not configure the connected device. Please refer to the documentation for the external connected or wireless
device for information on configuring the device.

Important: Do not connect a tethered scanner to a port labeled USB-H or USB-C.
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COM2 Tab

COM2 Tab

Start | Settings | Control Panel | Scanner | COM2

Scanner Control
Main l Keys ] conM1

-Baud Rate
() 28400

-Data Bits

@ =
()7

Parity

-Stop Bits
@ 1
{ =

7 Jox

comz | coms | Bacode |

@ Mone

() Odd
() Even
() Mark
() Space

[T Pawer on pin @ (+5v)

This panel sets communication parameters for any device connected to the external port.
Adjust the settings and click the OK button to save the changes. Any changes take effect immediately.

This panel does not configure the connected device. Please refer to the documentation for the external connected or wireless
device for information on configuring the device.

Power on Pin 9 (+5V) on the MX3X is disabled on the COM2 port.

Important: Do not connect a tethered scanner to a port labeled USB-H or USB-C.

COM3 Tab

Start | Settings | Control Panel | Scanner | COM3

Scanner Control ?
C Man | okews | comi | comz | com3 Barcode |
Baud Rate Data Bits Parity

() 3400 @5 @ Mone

O 19200 O 7 () Odd

@ gE00 O Even

O 4800 Stop Bits O Mark

() 2400 @1 () Space

{1200 2z

[ Power on pin @ (+5v)

|

This panel sets communication parameters for any device connected to the external port.
Adjust the settings and click the OK button to save the changes. Any changes take effect immediately.

This panel does not configure the connected device. Please refer to the documentation for the external connected or wireless
device for information on configuring the device.

Important: Do not connect a tethered scanner to a port labeled USB-H or USB-C.
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Serial Port Pin 9

To configure the COM port to supply power to an external scanner tethered to the COM1 port, check the checkbox for Power
on Pin 9 (+5V). The default isOff (disabled). The extemnal scanner is powered by the tethered devices power source. Wireless
external scanners use their own power source. Power on Pin 9 on the COM2 panel is dimmed.

To configure COM1 to have Ring Indicator (RI) on Pin 9, uncheck the checkbox for Power on Pin 9 (+5V) (disabled). The
default is On (enabled).
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Barcode Tab

Start | Settings | Control Panel | Scanner | Barcode tab

The Barcode tab contains several options to control barcode processing. Options include:

¢ Defining custom Code IDs

o Disable processing of specified barcode symbologies

¢ Rejecting barcode data that is too short or too long

¢ Stripping characters including Code ID, leading or trailing characters and specified barcode data strings

¢ Replacing control characters

¢ Adding a prefix and a suffix.

Notes:

e The Scanner application (Wedge) can only enable or disable barcode processing inside the Wedge software.

e The Scanner application enables or disables the Code ID that may be scanned.

o Enabling or disabling a specific barcode symbology is done manually using the configuration barcode in the Integrated
Scanner Programming Guide (available on the LXE Manuals CD and the LXE ServicePass website).

Scanner Control

. Man | keys | comi | comz | comz | Barcode

Enable Code ID:

INnne : |

| Symbology Settings |

| Zkrl Char Mapping |

| Cuskam Identifiers |

Choose an option in the Enable Code ID drop-down box: None, AIM ID, Symbol ID, or Custom ID.

Buttons

Symbology Settings

Individually enable or disable a barcode from being scanned, set the minimum and maximum
size barcode to accept, strip Code ID, strip data from the beginning or end of a barcode, or
(based on configurable Barcode Data) add a prefix or suffix to a barcode before transmission.

Ctrl Char Mapping

Define the operations the LXE Wedge performs on control characters (values less than 0x20)
embedded in barcodes.

Custom ldentifiers

Defines an identifier that is at the beginning of barcode data which acts as a Code ID. After a
Custom Identifier is defined, Symbology Settings can be defined for the identifier just like
standard Code IDs.

See "Barcode Processing Overview".
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Enable Code ID

This parameter programs the scanner to transmit the specified Code ID and/or determines the type of barcode identifier being
processed.

Transmission of the Code ID is enabled at the scanner for all barcode symbologies, not for an individual symbology. Code ID is
sent from the scanner so the scanner driver can discriminate between symbologies.

Scanner Control

. Man | keys | com | come | comz | Barcode

Enable Code ID: Symhology Settings |
INnne :l
Zkrl Char Mapping |

| Cuskom Identifiers |

Options

« None: Programs an internal scanner to disable transmission of a code ID. After clicking the Symbology Settings but-
ton, the only entry on the Symbology listing is All, plus any configured custom IDs. Select this option to disable Code
ID processing. The barcode datais received, but is not checked for a Code ID.

e AIM: Programs an internal scanner to transmit the AIM ID with each barcode. After clicking the Symbology Settings
button, the Symbology listing includes all AIM ID symbologies plus any configured custom Code IDs. Select this option
to enable processing of barcodes with an AIM or custom Code ID.

o Symbol: Programs an internal scanner to transmit the Symbol ID with each barcode. After clicking the Symbology Set-
tings button, the Symbology listing includes all Symbol ID symbologies plus any configured custom Code IDs. Select
this option to enable processing of barcodes with a Symbol or custom Code ID. Note that the Symbol entry may not
appear for any device equipped with an integrated imager (e.g. EV-15 imager).

e Custom: Does not change the internal scanner’'s Code ID transmission setting. After clicking the Symbology Settings
button, the Symbology listing includes all Custom Code IDs. Select this option to enable processing of barcodes with a
custom Code ID.

Notes |

e When Strip: Code ID (see Symbology panel) is not enabled, the code ID is sent as part of the barcode data to an appli-
cation.

¢ When Strip: Code ID (see Symbology panel) is enabled, the entire Code ID string is stripped (i.e. treated as a Code ID).
e UPC/EAN Codes only: The code id for supplemental barcodes is not stripped.
e When Enable Code ID is set to AIM or Symbol,Custom Code IDs appear at the end of the list of standard Code IDs.

e When Enable Code ID is set to Custom, Custom Code IDs replace the list of standard Code IDs.
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Enable Code ID

e When Enable Code ID is set to Custom, AIM or Symbol Code IDs must be added to the end of the Custom Code ID.
For example, if a Custom Code ID ‘AAA’ is created to be read in combination with an AIM ID for Code 39 ‘]A1’, the Cus-
tom Code ID must be entered with the AIM ID code first then the Custom Code ID : JATAAA.

e When Enable Code ID is set to None, Code IDs are ignored.

e Custom symbologies appear at the end of the list in the Symbology dialog, but will be processed at the beginning of the
list in the scanner driver. This allows custom IDs, based on actual code IDs, to be processed before the Code ID.

e When using the parameters in the Scanner Control Panel to manage indicators for good read/bad read decoding, the
number or patterns of beeps heard may be confusing. Rejected barcodes generate a bad scan beep. In some cases, the
receipt of data from an external scanner triggers a good scan beep, and then the rejection of scanned barcode data by
the Scanner Control Panel processing causes a bad scan beep by the mobile device on the same data.
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Barcode — Custom Identifiers

Code IDs can be defined by the user. This allows processing parameters to be configured for barcodes that do not use the
standard AIM or Symbol IDs or for barcodes that have data embedded at the beginning of the data that acts like a Code ID.

These are called custom Code IDs and are included in the Symbology drop down box in the Symbology dialog, unless Enable
Code ID is set to None. When the custom Code ID is found in a barcode, the configuration specified for the custom Code ID is
applied to the barcode data.

It is intended that custom code IDs are used to supplement the list of standard code IDs (if Enable Code ID is set to AIM or
Symbol), or to replace the list of standard code IDs (if Enable Code ID is set to Custom).

When Enable Code ID is set to None, custom code IDs are ignored.

Note: Custom symbologies will appear at the end of the list in the Symbology dialog, and are processed at the beginning
of the list in the scanner driver itself. This allows custom IDs based on actual code IDs to be processed before the code
ID itself.

Note: When Strip: Code ID is enabled, the entire custom Code ID string is stripped (i.e., treated as a Code ID).

The dialog box shown below allows the custom Code IDs to be configured. When incoming data is checked for a custom 1D
code, the list is compared in the order displayed in this dialog box.

Custom IDs m

- IName IC-:u:Ie I Al s I—
g; . I0 Code: I

03
04

03

= ] | add | | Clearan |

After adding, changing and removing items from the Custom IDs list, click the OK button to save changes and return to the
Barcode panel.

Parameters

|Name text box

Name is the descriptor that is used to identify the custom Code ID. Names must be unique from each other; however, the
Name and ID Code may have the same value. Name is used in the Symbology drop down box to identify the custom Code ID
in a user-friendly manner. Both Name and ID Code must be specified in order to add a custom Code ID to the Custom IDs list.

ID Code text box

ID Code defines the data at the beginning of a barcode that acts as an identifier (the actual Code ID). Both Name and ID Code
must be specified in order to add a custom Code ID to the Custom IDs list.
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Buttons

|Add

Entering data into both the Name and ID Code fields enables the Add button. Click the Add button and the data is added to the
next empty location in the Custom ID list.

“nseﬂ

Click on an empty line in the Custom ID list. The Add button changes to Insert. Enter data into both the Name and ID Code
fields and click the Insert button. The data is added to the selected line in the Custom IDs list.

| Edit

Double click on the item to edit. Its values are copied to the text boxes for editing. The Add button changes to Replace. When
Replace is clicked, the values for the current item in the list are updated.

|Clear Al

When no item in the Custom IDs list is selected, clicking the Clear All button clears the Custom ID list and any text written
(and not yet added or inserted) in the Name and ID Code text boxes.

|Remove

The Clear All button text changes to a Remove button when an item in the Custom IDs list is selected. Click the desired line
item and then click the Remove button to delete it. Line items are Removed one at a time. Contents of the text box fields are
cleared at the same time.
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Control Code Replacement Examples

Configuration Translation Example Con- Ex?mple.Con- Translated Data
Data trol Character figuration
Ignore (drop) The control character is discarded from ESCape Ignore (drop) 0x1B in the barcode is dis-
9 P the barcode data, prefix and suffix P 9 P carded.
Printable text | Text is substituted for Control Character. | Start of TeXt STX 0x021n a barcode is converted
to the text STX.
Hat-encoded | The hat-encoded text is translated to the . Value 0x0d in a barcode is con-
: Carriage Return | "M
text equivalent hex value. verted to the value 0x0d.
Escaped hat- |The -hat-lencodlng to pass through to the Horizontal Tab |\l Value 0x09 in a barcode is con-
encoded text | application. verted to the text Al.
Hex-encoded | The hex-encoded text is translated to the . Value 0x0D in a barcode is
. Carriage Return | Ox0A
text equivalent hex value. converted to a value 0x0A.
Escaped hex- | The .hex.-encodmg to pass through to the Vertical Tab \OXOA or O\xOA Value 0x0C is a barcode is
encoded text | application. converted to text Ox0A
See also Hat Encoding
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Barcode Processing Examples

The following table shows examples of stripping and prefix/suffix configurations. The examples assume that the scanner is

configured to transmit an AIM identifier.

Symbology

All EAN-128(]C1) EAN-13(]JEO) Intrlv 2 of 5(JIO) Code93
Enable Enabled Enabled Enabled Enabled Disabled
Min length 1 4 1 1
Max length all all all 10
Strip Code ID Enabled Enabled Disabled Enabled
Strip Leading 3 0 3 3
Strip Barcode Data *123 1* 456
Strip Trailing 0 0 3 3
Prefix aaa bbb cce ddd
Suffix WWW XXX yyy zzz

Provided that the wedge is configured with the above table, below are examples of scanned barcode data and results of these

manipulations.

Barcode Symbology Raw Scanner Data Resulting Data
EAN-128 1C11234567890123 bbb1234567890xxx
EAN-128 1C111234567890123 bbb11234567890xxx
EAN-128 ]C1123 < rejected > (too short)
EAN-13 ]E01234567890987 ccc]E04567890yyy
EAN-13 ]E01231234567890987 ccc]E0234567890yyy
EAN-13 JE01234 ccc]EOQyyy

12/5 1104444567890987654321 < rejected > (too long)
12/5 1104444567890123 ddd7890zzz

12/5 110444 dddzzz

12/5 11022245622 ddd45zzz

Code-93 1G0123456 < rejected > (disabled)
Code-93 1G0444444 < rejected > (disabled)
Code-39 JA01234567890 aaa4567890www
Code-39 full ASCII ]A41231234567890 aaa1234567890www
Code-39 1A4 < rejected > (too short)

Note: Rejected barcodes generate a bad scan beep. In some cases, the receipt of data from the scanner triggers a good
scan beep (from the external scanner), and then the rejection of scanned barcode data by the processing causes a bad

scan beep on the same data.
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Barcode - Ctrl Char Mapping

The Ctrl Char Mapping button (Control Character Mapping) activates a dialog to define the operations the LXE Wedge performs
on control characters (values less than 0x20) embedded in barcodes. Control characters can be replaced with user-defined text
which can include hat encoded or hex encoded values.

In key message mode, control characters can also be translated to their control code equivalent key sequences.

Control Character m
[] Translate Al [ Control Character | Replacement |

Characker: Replacement:

MULI EI IIgnDre{drup} Hissign I | Delete

Translate All

When Translate All is checked, unprintable ASCII characters (characters below 20H) in scanned barcodes are assigned to
their appropriate CTRL code sequence when the barcodes are sent in Character mode.

The wedge provides a one-to-one mapping of control characters to their equivalent control+character sequence of keystrokes.
If control characters are translated, the translation is performed on the barcode data, prefix, and suffix before the keystrokes
are simulated.

Parameters

|Trans|ate All

This option is grayed unless the user has Send Key Messages (WEDGE) on the Main tab selected.

In Key Message mode, when this option is enabled, control characters embedded in a scanned barcode are translated to their
equivalent control key keystroke sequence (13 [0x0d] is translated to Control+M keystrokes as if the user pressed the CTRL,
SHIFT, and m keys on the keypad).

Additionally, when Translate All is disabled, any control code which has a keystroke equivalent (enter, tab, escape,
backspace, etc.)is output as a keystroke.

Any control code without a keystroke equivalent is dropped.

Character

This is a drop down combo box that contains the control character name. Refer to the Character drop down box for the list of
control characters and their names.

When a character name is selected from the drop down box, the default text Ignore (drop) is shown and highlighted in the
Replacement edit control. /gnore (drop) is highlighted so the user can type a replacement if the control character is not to be
ignored.

Once the user types any character into the Replacement edit control, reselecting the character from the Character drop down
box redisplays the default /gnore (drop) in the Replacement edit control.
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Parameters

Replacement

The edit control where the user types the characters to be assigned as the replacement of the control character.

Replacements for a control character are assigned by selecting the appropriate character from the Character drop down box,
typing the replacement in the Replacement edit control (according to the formats defined above) and then clicking the button.
The assigned replacement is then added to the list box above the Assign button.

For example, if Carriage Return is replaced by Line Feed (by specifying AJ or 0x0A) in the configuration, the value 0x0d
received in any scanned barcode (or defined in the prefix or suffix) will be replaced with the value 0x0a.

The Wedge then sends Ctrl+J to the receiving application, rather than Ctrl+M.

|List Box

The list box shows all user-defined control characters and their assigned replacements.
All replacements are enclosed in single quotes to delimit white space that has been assigned.

|Assign Button

Click this button when you want to assign the characters in the Replacement text box to the character in the Character drop
down box.

|Delete Button

This button is grayed unless an entry in the list box is highlighted.
When an entry (or entries) is highlighted, and the Delete button is clicked, the highlighted material is deleted from the list box.
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Barcode - Symbology Settings

The Symbology selected in the Symbologies dialog defines the symbology for which the data is being configured. The features
available on the Symbology Settings dialog include the ability to individually enable or disable a barcode from scanning, set the
minimum and maximum size barcode to accept, strip Code ID, strip data from the beginning or end of a barcode, or (based on
configurable Barcode Data) add a prefix or suffix to a barcode.

Symbology: I.ﬁ.ll |v| r 3krip
[v] Enable  Min: |1 Ma: IaII [ Leading II:I

Add [T Trailing I':'

|_7_| Code ID | Barcode Datal
[ sufi I

Symbology m
r 3kri
Symbology: Al - Clear | s
Cndes3 - i 0
E‘ Enable |code1i Dix: IaII D gl I
Interks2ofS
Add MSIPlessey [ Trailing IU
[v] Prefiz  [Discrzaofs
|:| Code ID | Barcode Data

POF417
[ Suffiz  [*abc =

The Symbology drop-down box contains all symbologies supported on the MX3X. An asterisk appears in front of
symbologies that have already been configured or have been modified from the default value.

Each time a Symbology is changed, the settings are saved as soon as the OK button is clicked. Settings are also saved when
anew Symbology is selected from the Symbology drop-down list.

Clear Button -- Clicking this button will erase any programmed overrides, returning to the default settings for the selected
symbology. If Clear is pressed when All is selected as the symbology, a confirmation dialog appears, then all symbologies are
reset to their factory defaults, and all star (*) indications are removed from the list of Symbologies.

The order in which these settings are processed are:
e Min/Max
e CodelD
e Leading/ Trailing
e Barcode Data

o Prefix / Suffix

Note: When Enable Code ID is set to None on the Barcode tab and when All is selected in the Symbology field, Enable
and Strip Code ID on the Symbology panel are grayed and the user is not allowed to change them, to prevent
deactivating the scanner completely.
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Parameters

When All is selected in the Symbology field and the settings are changed, the settings in this dialog become the defaults, used
unless overwritten by the settings for individual symbologies. This is also true for Custom IDs, where the code IDs to be
stripped are specified by the user.

Note: In Custom mode on the Barcode tab, any Code IDs not specified by the user will not be stripped, because they will
not be recognized as Code IDs.

If a specific symbology's settings have been configured, a star (*) will appear next to it in the Symbology drop-down box, so the
user can tell which symbologies have been modified from their defaults.

If a particular symbology has been configured, the entire set of parameters from that symbologies screen are in effect for that
symbology. In other words, either the settings for the configured symbology will be used, or the default settings are used, not a
combination of the two.

If a symbology has not been configured (does not have an * next to it) the settings for All are used which is not necessarily the
default.

Parameters

|Enable

This checkbox enables (checked) or disables (unchecked) the symbology field.

The scanner driver searches the beginning of the barcode data for the type of ID specified in the Barcode tab - Enable Code ID
field (AIM or Symbol) plus any custom identifiers.

When a code ID match is found as the scanner driver processes incoming barcode data, if the symbology is disabled, the
barcode is rejected. Otherwise, the other settings in the dialog are applied and the barcode is processed. If the symbology is
disabled, all other fields on this dialog are grayed.

When there are no customized symbology settings, and the Enable checkbox is unchecked, while All is selected, a warning
message is displayed.

Are you Sure?

\?‘) You are about to disable al scan input. Is this what you want to do?

:tesl Hol

Click the Yes button or the No button. Click the X button to close the dialog without making a decision.

If there are customized settings, uncheck the Enable checkbox for the All symbology. This results in disabling all symbologies
except the customized ones.

Min

This field specifies the minimum length that the barcode data (not including Code ID) must meet to be processed.

Any barcode scanned that is less than the number of characters specified in the Min field is rejected. The default for this field is
1.

Max

This field specifies the maximum length that the barcode data (not including Code ID) can be processed. Any barcode scanned
that has more characters than specified in the Max field is rejected. The default for this field is All (9999).

If the value entered is greater than the maximum value allowed for that symbology, the maximum valid length is used instead.
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Strip Leading/Trailing Control

This group of controls determines what data is removed from the barcode before the data is buffered for the application. When
all values are set, Code ID takes precedence over Leading and Trailing; Barcode Data stripping is performed last. Stripping
occurs before the Prefix and Suffix are added, so does not affect them.

Strip
[ Leading ID
[ Trailing I'-'I

If the total number of characters being stripped is greater than the number of characters in the barcode data, it becomes a zero
byte data string. If, in addition, Strip Code ID is enabled, and no prefix or suffix is configured, the processing will return a zero-
byte data packet, which will be rejected.

The operation of each type of stripping is defined below:

|Leading

This strips the number of characters specified from the beginning of the barcode data (not including Code ID). The data is
stripped unconditionally. This action is disabled by default.

|Trai|ing

This strips the number of characters specified from the end of the barcode data (not including Code ID). The data is stripped
unconditionally. This action is disabled by default.

|Code ID

Strips the Code ID based on the type code id specified in the Enable Code ID field in the Barcode tab. By default, Code ID
stripping is enabled for all symbologies (meaning code IDs will be stripped, unless specifically configured otherwise).
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Barcode Data Match List

|Barcode Data Panel

This panel is used to strip data that matches the entry in the Match list from the barcode. Enter the data to be stripped in the
text box and tap the Insert or Add button. The entry is added to the Match list.

To remove an entry from the Match list, highlight the entry in the list and tap the Remove button.
Tap the OK button to store any additions, deletions or changes.

Barcode Data m

IMatn:h I A I
o or

01
0z
03
04
0s | oadd || Clear il |

s [~]

Barcode Data Match Edit Buttons

Entering data into the text entry box enables the Add button. Tap the Add button and the data is

Add added to the next empty location in the Custom ID list.

Tap on an empty line in the Custom ID list. The Add button changes to Insert. Enter data into both
Insert the Name and ID Code fields and tap the Insert button. The data is added to the selected line in the
Custom IDs list.

Double tap on the item to edit. Its values are copied to the text boxes for editing. The Add button
Edit changes to Replace. When Replace is tapped, the values for the current item in the list are
updated.

When no item in the Custom IDs list is selected, tapping the Clear All button clears the Custom ID

Clear Al list and any text written (and not yet added or inserted) in the Name and ID Code text boxes.

The Clear All button changes to a Remove button when an item in the Custom IDs list is selected.
Remove Tap the desired line item and then tap the Remove button to delete it. Line items are Removed one
at atime. Contents of the text box fields are cleared at the same time.

Notes

o Prefix and Suffix data is always added on after stripping is complete, and is not affected by any stripping settings.

o If the stripping configuration results in a 0 length barcode, a good beep will still be sounded, since barcode data was read
from the scanner.
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Match List Rules

The data in the match list is processed by the rules listed below:

Strings in the list will be searched in the order they appear in the list. If the list contains ABC and AB, in that order,
incoming data with ABC will match first, and the AB will have no effect.

When a match between the first characters of the barcode and a string from the list is found, that string is stripped from
the barcode data.

Processing the list terminates when a match is found or when the end of the list is reached.

If the wildcard *is not specified, the string is assumed to strip from the beginning of the barcode data. The string ABC*
strips off the prefix ABC. The string *X'YZ will strip off the suffix XYZ. The string ABC*XYZ will strip both prefix and suf-
fix together. More than one * in a configuration string is not allowed. (The User Interface will not prevent it, but results
would not be as expected, as only the first * is used in parsing to match the string.)

The question mark wildcard ? may be used to match any single character in the incoming data. For example, the data
AB?D will match ABCD, ABcD, or ABOD, but not ABDE.

The Barcode Data is saved per symbology configured. The Symbology selected in the Symbologies dialog defines the
symbology for which the data is being configured.

Note that the Code ID (if any are configured) is ignored by this dialog, regardless of the setting of Strip: Code ID in the
Symbologies dialog. According to the sequence of events (specified above), the Code ID must not be included in the bar-
code data being matched, because when the matching test occurs, the Code ID has already been stripped. If Strip

Code ID is disabled, then the barcode data to match must include the Code ID. If Strip Code ID is enabled, the data
should not include the Code ID since it has already been stripped.
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Add Prefix/Suffix Control

Use this option to specify a string of text, hex values or hat encoded values to be added to the beginning (prefix) or the end
(suffix) of the barcode data. Up to 19 characters can be included in the string. The string can include any character from the
keyboard plus characters specified by hex equivalent or entering in hat encoding. Please see Hat Encoding and Decimal-
Hexadecimal Chart sections in the Appendix for a list of characters with their hex and hat-encoded values.

Using the Escape function allows entering of literal hex and hat values.

To enable a prefix, check the Prefix checkbox and enter the desired string in the textbox.

The default is disabled (unchecked) with a blank text string. When barcode data is processed, the
Prefix string is sent to the output buffer before any other data.

Because all stripping operations have already occurred, stripping settings do not affect the prefix.
The prefix is added to the output buffer for the Symbology selected from the pull down list.

If ‘All’ is selected, the prefix is added for any symbology that has not been specifically configured.

Add Prefix

To enable a suffix, check the Suffix checkbox and enter the desired string in the textbox.

The default is disabled (unchecked) with a blank text string. When barcode data is processed, the
Suffix string is sent to the output buffer after the barcode data.

Because all stripping operations have already occurred, stripping settings do not affect the suffix.
The suffix is added to the output buffer for the Symbology selected from the pull down list.

If ‘All’ is selected, the suffix is added for any symbology that has not been specifically configured.

Add Suffix

Note: Non-ASCII equivalent keys in Key Message mode are unavailable in this option. Non-ASCII equivalent keys
include the function keys (e.g. F1), arrow keys, Page up, Page down, Home, and End.
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Length Based Barcode Stripping

Use this procedure to create symbology rules for two barcodes with the same symbology but with different discrete lengths.
This procedure is not applicable for barcodes with variable lengths (falling between a maximum value and a minimum value).

Example 1:

¢ A normal AIM or Symbol symbology role can be created for the desired barcode ID.

o Next, a custom barcode symbology must be created using the same Code ID as the original AIM or Symbol ID rule and
each rule would have unique length settings.

Example 2:

For the purposes of this example, the following sample barcode parameters will be used — EAN 128 and Code 128 barcodes.
Some of the barcodes start with ‘00’ and some start with ‘01’. The barcodes are different lengths.

e 34 character length with first two characters = “01” (strip first 2 and last 18)
e 26 character length with first two characters = “01” (strip first 2 and last 10)
e 24 character length with first two characters = “01” (strip first 2 and last 8). This 24 character barcode is Code 128.

e 20 character length with first two characters = “00” (strip first 0 (no characters) and last 4)
On the Barcode tab, set Enable Code ID to AIM.
Create four custom IDs, using 1 for EAN 128 barcode and 0 for Code 128 barcode.

e c1=Code="C?1
e c2=Code="]CT
e c3=Code =‘]C0O’ (24 character barcode is Code 128)
e c4=Code="1CT

Custom IDs m
I Marme I Code I st |J8 S I—

o0 el Tt

ol 2 Tt e : I—

|:|2 I:3 l]cnl ID CDdE.

03 c4 1
04

% =] | add | | cearan |

AIM custom symbology setup is assigned in the following manner:
e c1minlength = 34, max length = 34, strip leading 2, strip trailing 18, Code ID enabled, Barcode Data = “01”
e c2minlength = 26, max length = 26, strip leading 2, strip trailing 10, Code ID enabled, Barcode Data = “01”
e c3 minlength =24, max length = 24, strip leading 2, strip trailing 8, Code ID enabled, Barcode Data = “01”
¢ c4 minlength = 20, max length = 20, strip leading 0, strip trailing 4, Code ID enabled, Barcode Data = “00”

Add the AIM custom symbologies. Refer to the previous section Barcode — Symbology Settings for instruction.
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Length Based Barcode Stripping

Symbology

Symbology: ||:1 'vl
@Enahle i I34 Ml |34 ELE’adan |2

oK X

Clear Bl

[v] Trailing |1E

Click the Barcode Data button.
Click the Add button.
Add the data for the match codes.

[ Code ID | Barcode Data |

Barcode Data

oK X

I Match

Qo
01
0z
03
04
=
0&

|I:|1|

| add | |clearan]

-~

Refer to the previous section Barcode Data Match List for instruction.

Scan a barcode and examine the result.
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Stylus

Stylus
Start | Settings | Control Panel | Stylus

Use this control panel option to set stylus double-tap sensitivity properties and calibrate the MX3X touch panel when needed.

Double-tap this grid to set the double-tap sensitivity for both
the speed and physical distance between taps.

Double-tap this icon to test your double-tap settings, If this icon
doesn't change, adjust your settings using the grid above.,

' Doubls-Tap | Callboration |

[ If your Windowves CE device is not responding properly to your faps, you
[;;_ may need to recalibrate your screen,
Recalibration invalves tapping the center of a target, If you miss the
center, keep the stylus on the screen, side it over the target's center,
and then lift the stylus, To start, tap Recalibrate.

Recalibrate

Double Tap
Follow the instructions on the screen and tap the OK button to save any double tap changes.
Calibration Tab

Calibration involves tapping the center of a target. If you miss the center, keep the stylus on the screen, slide it over the
target's center, and then lift the stylus.

To begin, tap the Recalibrate button on the screen with the stylus. Press and hold the stylus on the center of the target as it
moves around the screen. Press the Enter key to keep the new calibration setting or press the Esc key to revert to the previous
calibration settings.
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System

System

System | Settings | Control Panel | System

Use these MX3X panels to:
e Review System and mobile device data and revision levels.
¢ Adjust Storage and Program memory settings.

¢ Assign a device name and device descriptor.

Factory Default Settings

General No user interaction

Memory 1/3 storage, 2/3 program memory
Device Name Unique to equipment type

Device Description | LXE_unique to equipment type

Copyrights No user interaction

General Tab

System Properties EIE

General |Memn:urv I Device Marne ICDpwights |
rSystem: -Computer:
MicrosoftE WindowsE CE Processor Type: |Ir'|tel Corp., ARM-¥Scale Praz

YWersion 5,00 I:EILJIICI 14["]) Expansian Slots: ISDCkEt BCSP Com Port EI

@ 2004 Microsoft Corp, &0 rights Mernary: 95036 KB RAM
reserved, This computer program is
protected by LS, and international
copyright laws,

Registered to:

System: This screen is presented for information only. The System parameters cannot be changed by the user.

Computer: The processor type is listed. The type cannot be changed by the user. Total computer memory and the
identification of the registered user is listed and cannot be changed by the user.

Memory sizes given do not include memory used up by the operating system. For example, a system with 128 MB may only

report 99 MB memory, since 29 MB is used by the operating system. This is actual DRAM memory, and does not include
internal flash used for storage.
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Memory Tab

Memory Tab

System Properties B m m

Move slider to the left for more mernory to run programs. Move slider to
the right for more storage roorm, Only unused RAM can be adjusted,

Sturage [ T R R R TR R R R R R TN R TR R TR R R TR TR TR TR Y RUR YT A VRTTRTN | prugram

Memory | —i Memory
Allocated 31360KE Allocated 63676KE
In Use 2712kKB InUse 11132kB

Move the slider to allocate more memory for programs or storage. If there isn't enough space for a file, increase the amount of
storage memory. If the mobile device is running slowly, try increasing the amount of program memory.

Device Name Tab

System Properties E m ﬂ

General '!_.Memurﬁ,f: | Device Mame lCDpﬁ;rights]
These settings are used to identify your Windows CE device to

4
7 other computers,
G Please type a name (without any spaces) and a short description.

Device name: !M|

Device description: [LXE_vX3X

The device name and description can be changed by the user. Enter the name and description using either the keypad or the
Input Panel and tap OK to save the changes. This information is used to identify the MX3X to other computers and devices.

Copyrights Tab

System Properties n m m

General-!_"r\-ﬂemcurv}-Device Marne | Copyrights l

Depending wpon which cormponents yau are running, yaur product may |«
contain the folowing third party technologies:

Portions of this software are based on MCSA Mosaic, MCSA Mosaic was
developed by the MNational Center for Supercormputing Applications at

the University of Ilinois at Lrbana-Champaign. Distributed under a

licensing agreement with Spyolass, Inc. :j

This screen is presented for information only. The Copyrights information cannot be changed by the user.
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Terminal Server Client Licenses

Terminal Server Client Licenses

Start | Settings | Control Panel \ Terminal Server Client Licenses

Terminal Server Client Licenses
Stored Licerses: [N ~| | oo || oo
Mo Licenses found El

=]

Close

Any licenses stored on the MX3X appear in the drop-down list. Select a license and tap the Close button. The license is
available for use immediately.
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Volume and Sounds

Volume and Sounds
Start | Settings | Control Panel | Volume & Sounds

Note: An application may override the control of the speaker volume. Turning off sounds saves power and prolongs
battery life.

Set volume parameters and assign sound WAV files to CE events using these options.
You can also select / deselect sounds for key clicks and screen taps and whether each is loud or soft.

As the volume scrollbar is moved between Loud and Soft, the MX3X emits a tone each time the volume increases or
decreases.

Volume must be enabled when you want to adjust volume settings using keypad keys.

Factory Default Settings
Volume
Events Enabled
Application Enabled
Notifications Disabled
Volume Middle of Bar
Key click Disabled
Screen tap Disabled
Sounds
Scheme LOUD!
Volume & Sounds Properties m
Yolume | Sounds
& | Loud Enable sounds for:
c—— Events (warnings, beeps and system events)
= E| Applications (program specific and all other sounds)
3 [ Matifications (alarms, appaintments and reminders)
- Enable clicks and taps for:
- [ Key clicks: Cloud @ Soft
Wl [ Screen taps: () loud @ Soft
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Good Scan and Bad Scan Sounds

VYolume & Sounds Properties m

Sounds

Event -Sound

.................. H |inore)  [+] | Browse...| | » || m

i} indo
-Scheme

(fic Asterisk
Close Program
= Critical Stop
|
g% Default Sound I'—’:'UD- EI
Emnpty Recycle Bin
‘(BE Exclamnation

Save As... Delete

The volume setting is stored in the registry and is recalled at power on.

Note: Rejected barcodes generate a bad scan beep. In some cases, the receipt of data from the scanner triggers a good
scan beep from a tethered scanner, and then the rejection of scanned barcode data by the barcode processing causes a
bad scan beep from the mobile device on the same data.

Good Scan and Bad Scan Sounds

Good scan and bad scan sounds are stored in the Windows directory, as SCANGOOD.WAYV and SCANBAD.WAV. These are
unprotected WAV files and can be replaced by a WAV file of the user’s choice.

By default a good scan sound on the MX3X is a single beep, and a bad scan sound is a double beep.

WiFi Control Panel

Start | Settings | Control Panel | WiFi or click the Summit Client Utility icon

Use this option to set parameters and manage profiles for the wireless client pre-loaded on your MX3X. See the Summit Client
Utility for more information.
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Enabler Installation and Configuration

Enabler Installation and Configuration

Introduction

This section discusses LXE supported features with Wavelink Avalanche Mobile Device Servers. This section is split into
three basic areas:

¢ Installation
e UserInterface

o Enabler Configuration

Installation
To use the Wavelink Avalanche MC System, the following items are required:
o A desktop or laptop PC on which to install the Avalanche MC Console.

o A desktop or laptop PC on which to install the Avalanche Mobile Device Server (this can be the same PC where the Ava-
lanche MC Console is installed).

o Wavelink Avalanche MC Console 4.2 or later.
¢ A Wavelink Device License for each client device.

e LXE supported mobile devices with Enablers installed.

To use Avalanche Remote Control, the follow additional items are required:
o Wavelink Remote Control plug-in, 2.0 or later

¢ A Wavelink Remote Control License for each client device

Installing the Enabler on LXE Devices

o LXE CE devices have the Avalanche Enabler installation files loaded, but not installed, on the mobile device when it is
shipped from LXE. The installation files are located in the \System folder on CE devices.

o LXE CE devices manufactured before April 2007 must have some software components upgraded before they can use
the Avalanche Enabler functions described in this reference guide. Contact your LXE representative for details on
upgrading the mobile device baseline.

Note: Important: If the useris NOT using Wavelink Avalanche to manage their mobile device(s), the Enabler should not
be installed on the mobile device(s). Doing so results in unnecessary delays when booting the device.
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Briefly . . .

Briefly . ..

The Avalanche Enabler installation file (LXE_ENABLER.CAB) is loaded on the MX3X by LXE; however, the device is not
configured to launch the Enabler installation file automatically.

The installation application must be run manually the first time Avalanche is used.

After the installation application is manually run, the Enabler will, by default, be an auto-launch application.

This behavior can be modified by accessing the Avalanche Update Settings panel through the Enabler Interface.

The RMU.CE.CAB file is placed on the device during manufacturing in the \System\RMU folder.

During the Enabler installation process, the Enabler checks for the RMU.CE.CAB file in the \System folder.

o If present, it assumes the RMU.CE.CAB file is already installed and continues.
o If the file RMU.CE.CAB file is not present, it looks for the file in the \System\RMU folder.

o If present, the Enabler copies the file to the \System folder and installs it.
At this point, the OS will automatically install the RMU after the MX3X reboots.

Enabler Uninstall Process
To remove the LXE Avalanche Enabler from the MX3X:
¢ Delete the Avalanche folder located in the \System directory.

o Warm boot the MX3X.
The Avalanche folder cannot be deleted while the Enabler is running. See Stop the Enabler Service.

If sharing errors occur while attempting to delete the Avalanche folder, warm boot the MX3X, immediately delete the Avalanche
folder, and then perform another warm boot.

Stop the Enabler Service
To stop the Enabler from monitoring for updates from the Mobility Center Console:
1. Open the Enabler Settings Panels by tapping the Enabler icon on the MX3X desktop.
Select File | Settings.
Select the Startup/Shutdown tab.
Select the Do not monitor or launch Enabler parameter to prevent automatic monitoring upon startup.
Select Stop Monitoring for an immediate shutdown of all Enabler update functionality upon exiting the user interface.

Click the OK button to save the changes.

N oo o M w0 N

Reboot the MX3X if necessary.
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Update Monitoring Overview

Update Monitoring Overview

There are three methods by which the Enabler on the MX3X can communicate with the Mobile Device Server running on the
host machine.

¢ Wired via a serial cable between the Mobile Device Server PC and the MX3X.
e Wired via a USB connection, using ActiveSync, between the Mobile Device Server PC and the MX3X.

o Wirelessly via the MX3X 2.4GHz radio and an access point

After installing the Enabler on the MX3X the Enabler searches for a Mobile Device Server, first by polling all available serial
ports and then over the wireless network.

The Enabler running on the MX3X will attempt to access COM1, COM2, and COM3. “Agent not found” will be reported if the
Mobile Device Server is not located or a serial port is not present or available (COM port settings can be verified using the LXE
scanner applet in the Control Panel on the MX3X).

Note: Refer to the MX3X reference guide for communication details as there may be differences in capabilities. For
example, LXE recommends serial communication with an MX3X be performed using the serial port on the MX3X endcap
rather than using a docking cradle serial port.

The wireless connection is made using the default wireless [radio] interface on the mobile device therefore the MX3X must be
actively communicating with the network for this method to succeed.

If a Mobile Device Server is found, the Enabler automatically attempts to apply all wireless and network settings from the
active profile. The Enabler also automatically downloads and processes all available packages.

If the Enabler does not automatically detect the Mobile Device Server, the IP address of the Mobile Device Server can be
entered on the Connect tab of the Enabler setup. Please see Enabler Configuration for details.
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Mobile Device Wireless and Network Settings

Mobile Device Wireless and Network Settings

Once the connection to the Mobile Device Server is established, the MX3X Enabler attempts to apply all network and wireless
settings contained in the active profile.

The success of the application of settings is dependent upon the local configuration of control parameters for the Enabler.

These local parameters cannot be overridden from the Avalanche MC Console.

The default Enabler adapter control settings are:

e Manage network settings — enabled

e Use Avalanche network profile —enabled

o Manage wireless settings — disabled for Windows CE devices

To configure the Avalanche Enabler management of the network and wireless settings:

1.

N oo o M w0 N

Open the Enabler Settings Panels by tapping the Enabler icon on the desktop.

Select File | Settings.

Select the Adapters tab.

Choose settings for the Use Manual Settings parameter.

Choose settings for Manage Network Settings, Manage Wireless Settings and Use Avalanche Network Profile.
Click the OK button to save the changes.

Reboot the device.
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Preparing an LXE Device for Remote Management

Preparing an LXE Device for Remote Management

Two additional utilities are necessary for remote management. These utilities are included on CE mobile devices
manufactured after April 2007.

o The LXE Remote Management Utility (RMU) must be installed on all LXE mobile devices first — then you can control
mobile device reboot, storage RAM adjustment, real-time updates and Avalanche Enabler properties. If the RMU is not
already installed on the MX3X, see Using Wavelink Avalanche to Upgrade System Baseline.

If in doubt, verify RMU.CE.CAB exists in the \System folder. If the RMU.CE.CAB file is present when the Enabler is
installed, the RMU is also installed.

Important. If the OS package includes double-byte Asian fonts, the storage RAM property of the RMU must be higher
than the default value (40MB).

If the amount of storage RAM is too low, the Enabler returns a “Mobile unit out of resources” error.

To determine the minimum value required, inspect the RMU.StorageRAM>=nn parameter in the Criteria field for the OS
package. Generally, this setting should be approximately 40 MB above the amount of RAM in use on the device fora
standard OS and 50MB above the amount of RAM in use for an OS with Asian fonts.

For example, if after installing all the software, the device shows 5MB in use, this setting should be about 45MB for a
standard OS, 55 MB for an Asian font OS.

o Use the LXE Wireless Configuration Application (WCA) when you want to remotely manage the Cisco client or
Summit client device. This utility is downloaded and installed in addition to the LXE Remote Management Utility. The
WCA is included when the Summit or Cisco radio driver software is updated. The WCA is automatically installed when
the radio driver is updated.

If the LXE Remote Management Utility (RMU) is not present on the MX3X, see Using Wavelink Avalanche to Upgrade System

Baseline.
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Using Wavelink Avalanche to Upgrade System Baseline

Using Wavelink Avalanche to Upgrade System Baseline

This procedure assumes the Avalanche Enabler is already installed on the MX3X and is already in communication with the
Avalanche MC Console.

|Part 1 —Bootstrapping the RMU

1. Install the RMUCEDbt package into the Avalanche MC Console. Do NOT include the Reboot option as part of the con-
figuration (i.e. the Reboot button in the “Reboot Options” branch must be unbolded).

2. Enable ONLY the RMUCEDbt package in the Avalanche MC Console and update the devices. The RMU is downloaded
and automatically installed.

Disable the RMUCEDbt package in the Avalanche MC Console.

For each device, double-click on the device to open the Client Controls dialog box.

o >

Check the Delete Orphaned Packages checkbox and click the Update Now button.

6. Afterthe sync completes, uncheck Delete Orphaned Packages and close the dialog box.

|Part 2 —Installing Packages

1. Enable the RMUCE package in the Avalanche MC Console.

2. Enable all remaining packages and send them down. It is important that you include the new OS package in this group
(be sure to include the Enabler). If the radio is to be managed remotely, it is important to include the radio package in
this group so that after the reboot the radio can automatically associate. If the radio package is not sent, the device
loses connection to the network and manual configuration of the radio parameters is required.

3. Set the Reboot setting for the OS package to Auto.

4. After all packages are downloaded (this may take several minutes) the RMU is launched. The RMU processes all the
downloaded packages. If the radio package was downloaded, the WCA is launched to process the new radio settings.

5. After the RMU finishes installing all the packages, the device is automatically coldbooted (assuming the Reboot setting
was set to Auto in Step 3).

6. Afterthe Device completes the coldboot, the RMU is autoinstalled by the OS and the previously downloaded packages
are restored. Assuming at least one package has registry settings that were restored, and that package was set to
reboot (either auto or prompt), the RMU then performs an automatic warmboot.

7. Afterthe warmboot, the device is configured.

8. If the device will no longer be monitored by Wavelink Avalanche, you may remove the Enabler to eliminate boot up
delays, if desired. Even if the Enabler is removed, the installed packages and their configurations continue to be
restored with every reboot by the RMU.

Version Information on LXE Mobile Devices

The Versionlnfo.EXE file is included in the Remote Management Utility package downloaded to the MX3X. It is stored in the
\Program Files\RMU folder. When VersionInfo.EXE is opened, a dialog box is presented to the MX3X user displaying:

« Remote Management Utility (RMU) version

o Wireless Configuration Application (WCA) version
Versionlnfo displays the version for each utility only after that utility has been executed at least once.
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User Interface

User Interface

The Enabler can be configured and controlled manually through the user interface on the MX3X. This section details the
functionality that can be controlled by the user or system administrator.

|Parameters and Screen Displays

Screen displays shown in this section are designed to present the end-user with information graphically.
Placement of information on the screen displays may be split between one or many tabbed panels.

Standard Avalanche Enabler parameters that are not supported by LXE may be missing or dimmed (visible but unable to be
edited) on the tabbed panels or screen displays.
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Enabler Configuration

E Enabler Settings Icon

The Enabler user interface application is launched by clicking either the Enabler Settings icon on the desktop or Taskbar or
by selecting Avalanche Enabler from the Programs menu.

The opening screen presents the MX3X user with the connection status and a navigation menu.

File ¥iew Help

Avalanche Enabler 4.02-24
Copyright 2003-2002
wWiavelink Corporation,

Checking COM1
Connecting to "SERIAL"
Agent not found,

Connection pending. ..
Checking TCP

[Connecting to "SERIAL".

Avalanche Enabler Opening Screen

Note: Some parameters and features described in this section may not be available if you are not running the latest
version of the Enabler. Contact your LXE representative for upgrades.
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File Menu Options

File Menu Options

The Connect option under the File menu allows the user to initiate a manual
connection to the Mobile Device Server. The connection methods, by default, are
wireless and COM connections. Any updates available will be applied to the
MX3X immediately upon a successful connection.

Connect

Note: LXE does not support the Scan Configuration feature. The Scan Config
option under the File menu allows the user to configure Enabler settings using a
special barcode that can be created using the Avalanche MC Console utilities.
Refer to the Wavelink Avalanche Mobility Center User Guide for details.

Scan Config

The Settings option under the File menu allows the MX3X user to access the
control panel to locally configure the Enabler settings. The Enabler control panel
is, by default, password protected.

Input Settings Password

Settings |

The default Settings password is
system

The password is not case-sensitive.

Avalanche Update using File | Settings
Use these menu options to setup the Avalanche Enabler on the MX3X. LXE recommends changing settings and then saving
the changes (reboot) before connecting to the network.

Alternatively, the Mobile Device Server can be disabled until needed (refer to the Wavelink Avalanche Mobility Center
User’s Guide for details).
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Menu Options

Menu Options

Note: Your MX3X screen display may not be exactly as shown in the following menu options. Contact your LXE
representative for version information and upgrade availability.

Enter the IP Address or host name of the Mobile Device Server. Set the order in which serial ports or

Connection RF connections are used to check for the presence of the Mobile Device Server.

Execution Not available in this release. LXE recommends using AppLock, which is resident on each Windows
I CE device with the exception of the HX3.

Server Contact Setup synchronization, scheduled Mobile Device Server contact, suspend and reboot settings.
Startup/Shutdown Set options for Enabler program startup or shutdown.

Scan Confi This option allows the user to configure Enabler settings using a special barcode that is created by
=can =onig the Avalanche MC Console. Scan Config not currently supported by LXE.

Displa Set up the Windows display at startup, on connect and during normal mode. The settings can be
Zispiay adjusted by the user.

Shortcuts Add, delete and update shortcuts to user-allowable applications.

Adanters Enable or disable network and wireless settings. Select an adapter and switch between the
Acapters Avalanche Network Profile and manual settings.

Status View the current adapter signal strength and quality, IP address, MAC address, SSID, BSSID and

Link speed. The user cannot edit this information.
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Connection

Connection
Avalanche Update Settings m
Connection | Execution | Server Contact | StartupyShut_f [»
Avalanche Server Address:
Check setial connection,
|:| Disable Activesync
|:| Restrict Adapter Link Speed
Min. Link Speed: (1000 kb=
Connection Options
Avalanche Enter the IP Address or host name of the Mobile Device Server assigned to the MX3X.
Server Address
Check Serial Indicates whether the Enabler should first check for serial port connection to the Mobile Device Server
Connection before checking for a wireless connection to the Mobile Device Server.
D|s§ble Disable ActiveSync connection with the Mobile Device Server.
ActiveSync
R.eStnCt Adapter Default is disabled. Minimum Link Speed dimmed.
Link Speed
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Execution

Execution

Note the dimmed options on this MX3X panel. This menu option is designed to manage downloaded applications for automatic
execution upon startup.

Avalanche Update Settings m
Connection | Execution |Server Contact IStartupIShutl 4 | *

fubo-Execute selection

Select Auko-Execution Spp:

Delay before execution (seconds):

F

Execution Options (Dimmed)

Auto-Execute An application that has been installed with the Avalanche Management system can be run
Selection automatically following each boot.

Select Auto- The drop-down box provides a list of applications that have been installed with the Avalanche
Execute App Management System.

Delay before

: Time delay before launching Auto-Execute application.
execution
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Server Contact

Avalanche Update Settings m

| connection | Execution | Server Contact | Startupjshut_* | »
Sync clock

Conkack:

2in skarkup |:| on exk, power
On resume

[ Perindic Update:

EVErY |1 Ida‘:-"':S:' EI
atk: |nn:nn (MidnightE|
Wakeup device if suspended
[[] reboot before attempt

|:| Require external power

[[] use relative offset

Server Contact Options

Note: Your MX3X screen display may not be exactly as shown above. Contact your LXE representative for upgrade
availability and version information.

Sync Clock Reset the time on the MX3X based on the time on the Mobile Device Server host PC.
On Startup — Connect to the Mobile Device Server when the Enabler is accessed.
Contact On Resume — Connect to the Mobile Device Server when resuming from Suspend mode.
On Ext. Power — Initiate connection to the Mobile Device Server when the device is connected to an
external power source, such as based on a docking event.
L Allows the administrator to configure the Enabler to contact the Mobile Device Server and query for
Periodic Update

updates at a regular interval beginning at a specific time.

Wakeup device if
suspended

If the time interval for periodic contact with the Mobile Device Server occurs, a mobile device that is in
Suspend Mode can wakeup and process updates.

Reboot before
attempt

Reboot mobile device before attempting to contact Mobile Device Server.

Require external
power

Only connect when the mobile device has external power.

Use relative offset

Dimmed.
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Startup/Shutdown

Startup/Shutdown

LXE recommends using LXE AppLock to manage the taskbar. AppLock is resident on each mobile device with a Windows CE
OS (with the exception of the HX3). AppLock configuration instructions are located in the MX3X reference guide.

Avalanche Update Settings m
| Execution | Server Contact | StartupyShutdown |gean 4] »

Program Startup:

() Do not monitar or launch Enabler,

@ Maonitor For updates,

O Monitor and launch Enabler,
Manage Taskbar

O Lock (O Hide

Program Shutdown:

@ Conkinue monibaring.
O Skop monitoring.

Startup / Shutdown Options

Do not monitor or launch When the device boots, do not launch the Enabler application and do not attempt to connect to
Enabler the Mobile Device Server.

Attempt to connect to the Mobile Device Server and process any updates that are available.

Monitor for updates Do not launch the Enabler application.

Attempt to connect to the Mobile Device Server and process any updates that are available.

Monitor and launch Enabler Launch the Enabler application.

Manage Taskbar (Lock or Note the dimmed options. The Enabler can restrict user access to other applications when the
Hide) user interface is accessed by either locking or hiding the taskbar.

Program Shutdown
(Continue or Stop
monitoring)

The system administrator can control whether the Enabler continues to monitor the Mobile
Device Server for updates once the Enabler application is exited.
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Scan Config

LXE recommends using LXE eXpress Config and eXpress Scan for this function. eXpress Scan is included with the updated
MX3X enablers.

Avalanche Update Settings m
| Server Contact | StartupfShutdown | Scan Config |Di5r:| d

Lse Scan Wedge
[T Run Scan Wedge

Path: I El

[[] close Scan wedge on Exit

Enabler Scan Mot Present

Scan Config is Enabled
Auto Display Scan Config

Scan Config Option

Scan Config functionality is a standard option of the Wavelink Avalanche MC system but is not currently supported by LXE on
the MX3X.
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Display

Display

Avalanche Update Settings m

[StartupIShutduwn ISl:an Config | Cisplay |5h|:|rt|:ut5 ﬂzlz
Ipdate Window Displat:
Ak startup: IHaIF SCreen EI

on conneck: I-‘:'-S is EI

Narmal: I-':'-S is EI

Window Display Options
Update Window Display

The user interface for the Enabler can be configured to dynamically change based on the status of the MX3X connection with
the Mobile Device Server.

At startup Default is Half Screen. Options are Half screen, Hidden or Full screen.

On connect Defaultis As Is. Options are As is, Half screen, or Full screen.

Normal Default is As Is. Options are Half screen, Hidden or As Is.
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Shortcuts

Shortcuts

LXE recommends using LXE AppLock for this function. AppLock is resident on each mobile device with a Windows CE OS,
with the exception of the HX3. AppLock configuration instructions are located in each equipment-specific reference guide.

Avalanche Update Settings m

[Startupfﬁhutduwn ISl:an Config I Display | Shartcuts @

Application Shortcuts

Configure shortcuts to other applications on the MX3X. Shortcuts are viewed and activated in the Programs panel. This limits
the user’s access to certain applications when the Enabler is controlling the mobile device display.

LXE recommends using LXE AppLock for this function.
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Adapters

Adapters

Note: LXE recommends the user review the network settings configuration utilities and the default values in the MX3X
Reference Guide before setting All Adapters to Enable in the Adapters applet.

Avalanche Update Settings m

| Scan Config | Display | Shortcuts | Adapters | Status | L]

All Adapters
Manage Metwark Manage Wireless
[V
-Current Adapter
|sDCCF10G1 =]
Prirmary E
adanter () Use pvalanche Metwark Profie
Ican an —
taskbar @ Use Manual Settings

Adapters Options - Network

Manage When enabled, the Enabler will control the network settings. This parameter cannot be configured from the
Network . .

: Avalanche Mobility Center Console and is enabled by default.
Settings
Manage When enabled, the Enabler will control the wireless settings. This parameter cannot be configured from the
Wireless | Avalanche Mobility Center Console and is disabled by default. For Summit and Cisco clients, Manage Wireless
Settings | Settings should not be checked as LXE’s configuration packages provide more radio configuration options.
Current Lists all network adapters currently installed on the MX3X.
Adapter
Primary Indicates if the Enabler is to attempt to configure the primary adapter (active only if there are multiple network
Adapter adapters).
Iconon Places the Avalanche icon in the Avalanche taskbar that may, optionally, override the standard Windows
taskbar taskbar.
Use
Q\;f\:jgﬁ(he The Enabler will apply all network settings sent to it by the Mobile Device Server.
Profile
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Adapters

Avalanche
Icon

Selecting the Avalanche Icon will access the Avalanche Network Profile tab which will display current network

settings.
Avalanche Metwork Profile Properties m

Profile |
Property I Yalle I

Managehet... no
Managewire.,, no

Avalanche Network Profile Displayed

Use When enabled, the Enabler will ignore any network or wireless settings coming from the Avalanche MC Console
Manual ;

: and use only the network settings on the MX3X.
Settings
Properties | Selecting the Properties icon displays the Manual Settings Properties dialog applet. From here, the user can
Icon configure Network, DNS and Wireless parameters using the displays shown below:

Note: A reboot may be required after enabling or disabling these options.
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Adapters

Network

Manual Settings Properties m
Network | ons | wireless |

I:l Manage network settings

@ Idse server-assigned IP address
O Iz2 the Following IP address:

P |1|:u:|.1|:u:|.1|:n:|.1|:n:|

Subnet: |255.255.24|:|.|:|

Gateway: |1nn.1nn.1nn.znn

DNS

Manual Settings Properties m

| Metwark | DMS | wireless |
I:l Manage network setkings

These addresses may be re-
assioned if DHCP is enabled,

DNS 1t |

OMS 2; |

OGS 3; |

Ciarnair: I

Wireless

Manual Settings Properties m
DS | Wireless

|:| Manage network sektings
SSID: |

Encryption: [Open System (None) [ ]

Manual Settings Properties Panels
For MX3X descriptions of these Enabler parameters, refer to the MX3X Reference Guide.
LXE does not recommend enabling “Manage Wireless Settings” for Cisco Client or Summit Client devices.

Troubleshooting: When you download a profile that is configured to manage network and wireless settings, the Enabler will
not apply the manage network and wireless settings to the adapter unless the global Manage wireless settings and Manage
network settings options are enabled on the Adapters panel (see Figure titled Adapters Options — Network, earlier in this
section). Until these options are enabled, the network and wireless settings are controlled by the third-party software
associated with these settings.
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Status

Status
The Status panel displays the current status of the MX3X network adapter selected in the drop down box. Note the availability
of the Windows standard Refresh button.

When the Windows Refresh button is tapped, the signal strength, signal quality and link speed are refreshed for the currently
selected adapter. It also searches for new adapters and may cause a slight delay to refresh the contents of the drop-down

menu.
[Sl:an Config IDispIay IShl:urtl:uts Iﬁ-‘-.dapters | Status | EII

[SDCCF10GL ~]

Signal Strength: Sigral Quality:

S50 SSID2

IP Addy: 100.100.100.100 MAC: 00:17:23:00:00:00
Speed:  11.0 Mbps ESSID: 00:02:2d:00:00:00

Status Display

Link speed indicates the speed at which the signal is being sent from the adapter to the MX3X. Speed is dependent on signal
strength.
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Exit

Exit

The Exit option is password protected. The default password is leave. The password is not case-sensitive.

Input Exit Password

Exit Password

If changes were made on the MX3XStartup/Shutdown tab screen, then after entering the password, tap OK and the following
screen is displayed:

Avalanche Monitor

Do ol wank ko E
@ Conkinue monitaring.

O Skop monitoring.

Continue or Stop Monitoring
Change the option if desired. Tap the X button to cancel Exit. Tap the OK button to exit the Avalanche applet.
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Using Remote Management

Using Remote Management

| For Your MX3X

1. Configure the radio to connect to the network running the Mobile Device Server. After the MX3X is connected, proceed
to step 2.

2. Ifitis desired to configure the radio using the Cisco or Summit package, add the configured package to the Wavelink
Avalanche MC Console and enable it.

3. Verify RMU.CE.CAB exists in the \System\RMU folder.
4. Double click the MX3X enabler CAB file in the \System folder.

5. The enabler automatically launches after installation and contacts the Mobile Device Server. The Avalanche MC Con-
sole connected to that Mobile Device Server identifies the remote device and performs a sync. This downloads any
available packages available for the MX3X.

Using eXpress Scan

w MX3X eXpress Scan Desktop Icon
BXpress
Scan

If the MX3X has an eXpress Scan icon on the desktop, eXpress Scan may be used for the initial configuration of the device.

If the eXpress Scan icon is not present on the desktop, install the Enabler following the instructions earlier in this section. If the
icon is still not present, the Enabler must be updated as detailed in the installation instructions earlier in this section.

If the eXpress Scan icon is present, follow these steps to configure the MX3X to connect with the wireless network and the
Mobile Device Server.

Step 1: Create Barcodes

Barcodes are created with the eXpress Config utility on the desktop/laptop computer, not the mobile device. Depending on the
barcode length and the number of parameters selected, eXpress Config generates one or more barcodes for device
configuration. The barcodes contain configuration parameters for the wireless client in the LXE device and may also specify
the address of the Mobile Device Server.

Barcodes should be printed at a minimum of 600 dpi.
See "Creating Configuration Barcodes with eXpress Config"
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Step 2: Scan Barcodes

Step 2: Scan Barcodes

For each LXE device to be configured, please follow these instructions.
Start eXpress Scan on the MX3X by double clicking the eXpress Scan icon.
Enter the barcode password, if any.

eXpress Scan !

Passcode | |

Enter Passcode,
Press Start before scanning the
first barcode,

eXpress Scan Password Input
Click Start.

Barcode 1 must be scanned first. The scanned data is displayed in the “Data” text box. The password, if any, entered above is
compared to the password entered when the barcodes were created.

Femaining
1

Scanned

Data

Scan Barcode 1 into Data field.

Scan Barcode 1

If the passwords match, the barcode data is processed and the screen is updated to reflect the number of barcodes included in
the set.
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Step 3: Process Completion

If the passwords do not match, an error message is displayed. The current screen can be closed using the X box in the upper
right corner. The password can be re-entered and Barcode 1 scanned again.

Remaining :
2,3 4,6

Scanned
1,5 7

Data

Scan next barcode into Data fizld.

Scan Remaining Barcodes

The remaining barcodes may be scanned in any order. After a barcode is scanned, that barcode is removed from the
“Remaining:” list and placed in the “Scanned:” list.

Step 3: Process Completion

After the last barcode is scanned, the settings are automatically applied.

Configuring settings

Flease WWait, ..

Configuring Settings

Once configured, the MX3X is warmbooted. Once connected to the wireless network and the Mobile Device Server, any
software updates and additional configuration data are downloaded.
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Reflash the MX3X

Reflash the MX3X

Introduction

Depending on the size of the operating system, the total time required for successful reflashing may require several minutes.

The OS upgrade files are unique to your MX3X's physical configuration and date of manufacture. OS upgrade files designed for
one device configuration should not be used on a different device configuration.

Preparation

Contact your LXE representative to get the OS upgrade files.

Put the Reflash files on a desktop/laptop computer with ActiveSync capability.
Use ActiveSync to back up MX3X user files and store them elsewhere before beginning an upgrade on the MX3X.
Maintain an uninterrupted AC/DC power source to the MX3X throughout this process.

The MX3X boots from a flash disk.

Procedure

1.

oo o &~ w b

8.
9.
10.

Verify a dependable power source is applied to the MX3X and will stay connected during the reflash procedure.
Establish an ActiveSync connection between the MX3X and a desktop/laptop computer.

Download the reflashing files from the desktop/laptop to the MX3X's \System folder.

During the file copy process to the MX3X \System folder, when asked “Overwrite ?”, select Yes to All.
Disconnect from ActiveSync.

Review the files that were downloaded to the \System folder. Some OS update versions include an empty file named
REFLASH.TAG. If this file is missing from the download, it must be created and placed in the \System folder. During
the reboot process, the device looks for the REFLASH.TAG file in the \System folder. When this file is encountered, the
device loads the new bootloader image into the boot flash. The REFLASH.TAG file is deleted and the device is rebooted
to begin using the new boot loader.

Select Start | Run and type COLDBOOT. Coldboot is not case sensitive. Tap OK.
It may take several minutes before the device completes coldbooting.
When the OS finishes loading, all software upgrades are complete.

Check the OS update version by selecting Start | Settings | Control Panel | About | Software tab.

The touch screen may require calibration, however some OS versions save the calibration data, eliminating the need to
recalibrate.
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Troubleshooting

Troubleshooting

|The powered device won't boot up after reflashing finished.

Send the MX3X to LXE Service and Support to be reflashed.

Warning: Opening the device e.g. exchanging Flash cards, removing endcaps or access panels, etc. could void the
user's authority to operate this equipment.

Battery State and OS Upgrade

LXE recommends a fully charged main battery be installed in the MX3X prior to reflashing or upgrading the operating system. A
prompt may appear when the battery reaches Critical Low that informs the user there is not enough power in the main battery to
perform the update.

The operating system will not be able to execute the OS update when the battery level is too low (25% or less), as there is a
high risk that the power remaining in the battery expires when executing the update and the MX3X will be left in an inoperable
state.

When main battery power level is too low, connect external power to the MX3X before performing the reflash procedure. Do not
disconnect external power before the reflash process is complete.
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Wireless Network Configuration for LXE Devices

The LXE MX3X uses either a Summit 802.11b/g radio or a Summit 802.11a/b/g radio. The radio can be configured for no
encryption, WEP encryption or WPA security.

Please refer to the table below for the security options supported.
Security Options Supported are

e None

. WEP
. LEAP

¢ WPA-PSK

o WPA/LEAP

¢ PEAP-MSCHAP

o PEAP-GTC
o EAP-TLS
o EAP-FAST

Important Notes

:..:;j It is important that all dates are correct on all computers when using any type of certificate. Certificates are

] date sensitive and if the date is not correct authentication will fail.
DatefTirme

& It may be necessary to upgrade radio drivers to in order to use certain Summit Client Utility (SCU) features.
Contact your LXE representative for details.

When using the 802.11a radio, the U-NII 1 band is the preferred band for indoor operation. For regulatory
A domains in which the U-NII 3 band is allowed, the following channels are supported: 149, 157 and 161. The AP
must be configured accordingly.

The Summit radio is either:
¢ an 802.11aradio: capable of 802.11a, 802.11b and 802.11g data rates.
e an 802.11g radio: capable of 802.11b and 802.11g data rates.
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Summit Client Utility

Summit Client Utility

Note: When making changes to profile or global parameters, the device should be warmbooted afterwards.
Access:
Start | Programs | Summit | SCU or
SCU Icon on Desktop or
Summit Tray Icon (if present) or
Wi-Fl Icon in the Windows Control Panel (if present)

The Main Tab provides information, admin login and active profile selection.

Profile specific parameters are found on the Profile Tab. The parameters on this tab can be set to unique values for each profile.
This tab was labeled Config in early versions of the SCU.

The Status Tab contains information on the current connection.
The Diags Tab provides utilities to troubleshoot the radio.

Global parameters are found on the Global Tab. The values for these parameters apply to all profiles. This tab was labeled
Global Settings in early versions of the SCU.

Help

Help is available by clicking the ? icon in the title bar on most SCU screens.

The SCU help may also be accessed by selecting Start | Help and tapping the Summit Client Utility link. The SCU does not
have to be accessed to view the help information using this option.
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Summit Tray lcon

Summit Tray Icon

gl The Summit tray icon provides access to the SCU and is a visual indicator of radio status.

The Summit tray icon is displayed when:

e The Summit radio is installed and active

e The Windows Zero Config utility is not active

e The Tray Icon setting is On
Click the icon to launch the SCU.
Use the tray icon to view the radio status:

# | Theradiois not currently associated or authenticated to an Access Point

gl | The signal strength for the currently associated/authenticated Access Point is less than -90 dBm
gl | The signal strength for the currently associated/authenticated Access Point is -71 dBm to -90 dBm
gll | The signal strength for the currently associated/authenticated Access Point is -51 dBm to -70 dBm
gll | The signal strength for the currently associated/authenticated Access Point is greater than -50 dBm
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Wireless Zero Config Utility and the Summit Radio

Wireless Zero Config Utility and the Summit Radio

&

e The WZC utility has anicon in the toolbar that looks like networked computers with a red X through them, indicating that
Wireless Zero Config application is enabled but the connection is inactive at this time (the device is not connected to a
network). The WZC icon may not be visible until control is passed to the WZC utility as described below.

e You can use either the Wireless Zero Configuration Utility or the Summit Client Utility to connect to your network. LXE

recommends using the Summit Client Utility to connect to your network. The Wireless Zero Configuration Utility cannot
control the complete set of security features of the radio.

How To: Use the Wireless Zero Config Ultility

1. Select ThirdPartyConfig in the Active Profile drop down list as the active profile (see Main Tab).

2. Warmboot the device.

The Summit Client Utility passes control to Wireless Zero Config and the WZC Wireless Information control panel. Using the
options in the Wireless Zero Config panels, setup radio and security settings.

|How to: Switch Control to SCU

1. Toswitch back to SCU control, select any other profile in the SCU Active Config drop down list, except Third-
PartyConfig.

2. Warmboot the device.
Radio control is passed to the SCU.

E-EQ-MX3XRG-W-ARC [ 181 ] MX3X Reference Guide



Main Tab

Main Tab

Summit Client Utility

Main | profile | Status | Diags | Global |

’ Active Profile: |Default ]

SUMMIT StatLs: Associated
DATA COMBMUNIEATIONT F{_adiD T'!,"I:le: BG

Auto Profle;. (Cron @) Off List

Admin Login Reg, Domain:  Worldvids
Criver: v2.01,22
Disable Radio SCL: w2.ol.1z About SCU

SCU — Main Tab

The Main tab displays information about the radio including:

SCU (Summit Client Utility) version

Driver version

Radio Type (BG identifies an 802.11b/g radio, ABG identifies an 802.11a/b/g radio)
Auto Profile option

Regulatory Domain

Copyright Info may be accessed by clicking the About SCU button

Active Profile — Select from the profiles created using the Profile Tab.

Status of the radio (Down, Associated, Authenticated, etc).

The Disable Radio button can be used to disable the radio card. Once disabled, the button label changes to Enable Radio.
By default, the radio is enabled.

The List button is used to access the Auto Profile feature.

The Admin Login button provides access to editing radio parameters as well as adding, renaming and deleting profiles.

Profile and Global parameters may only be edited after entering the Admin Login password. The Active Profile may be changed
without logging in. Once logged in, the button label changes to Admin Logout. The admin is also automatically logged out
when the SCU is exited.
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Admin Login

Admin Login

To login to Admin mode, click the Admin login button.

Admin Password Entry

Erter Admin Password:

Ok Cancel

Admin Password Entry

Enter the Admin password and press OK. If the password is incorrect, an error message is displayed. The default password is
SUMMIT.

Note: The password is case sensitive!
The Admin password can be changed on the Global Tab.
The end user can:
e Turn radio On/Off on the Main Tab
o Select active Profile on the Main Tab
o View the current parameter settings for the profiles on the Profile Tab
¢ View the global parameter settings on the Global Tab
¢ View the current connection details on the Status Tab
o View the radio status, software versions and regulatory domain on the Main Tab
¢ Access additional troubleshooting features on the Diags Tab
After Admin login, the use can also:
o Create, edit, rename and delete profiles on the Profile Tab

o Edit global parameters on the Global Tab
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Auto Profile

Auto Profile

Auto Profile allows the user to configure a list of profiles that the SCU can search when a radio connection is lost. After using
the Profile tab to create any desired profiles, return to the Main tab. To specify which profiles are to be included in Auto Profile,

click the List button on the Main tab.

Auto-Profile

Profie |
[]ss1001
[ss1002
[ss1003
[ss1004

0K

Select Profiles for Auto Profile

The Auto Profile selection screen displays all currently configured profiles. Click on the checkbox for any profiles that are to be
included in Auto Profile selection then click OK to save.

To enable Auto Profile, click the On button on the Main tab.

When Auto Profile is On, if the radio goes out of range from the currently selected profile, the radio then begins to attempt to
connect to the profiles listed under Auto Profile.

The search continues until:

o the SCU connects to and, if necessary, authenticates with one of the specified profiles or

o until the Off button is clicked to turn off Auto Profile.
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Profile Tab

Profile Tab

Note: If the Admin password is not entered, the user can view the Profile parameter settings but cannot make any
changes. The buttons on this tab are grayed out if the user is not logged in.

The Profile tab was previously labeled Config.

Summit Client Utility

Profile | status | Diags | Global |

Profie: IDEfauh; El Mew | Rename| Delete | Scan D0
Fadio; Securty: EAP type:

SSID a | [Mone L] [Mone ]
Clierit Mame

Powwer Save WEP keys/PSKs|| Credentials

Ty Powet El

Rit Rat=

Save Changes: Commit

SCU - Profile Tab
When logged in as an Admin (see Main Tab), use the Profile tab to manage profiles:

+ Rename - Gives the profile a new, unique name. If the new name is not unique, an error message is displayed and the
profile is not renamed.

o Delete — Deletes the profile. The current active profile cannot be deleted. Inthat case, an error message is displayed
and the profile is not deleted.

o New - Creates a new profile with the default settings (see the list below) and prompts for a name. The name must be
unique. If not, an error message is displayed and the profile is not created.

o Scan — Scans for and displays a list of available APs. Can be used to create a profile from the APs listed. See Using
the Scan Feature

o Commit —Ensures that the profile settings made on this screen are saved in the profile.
When not logged in, the parameters can be viewed, but cannot be changed.

E-EQ-MX3XRG-W-ARC [ 185 ] MX3X Reference Guide



Using the Scan Feature

Using the Scan Feature

Clicking the Scan button opens a pop up window displaying any APs found during the scan.

Scan
551D | Rss1 | Secure |
Metd -7 frie
MetZ -4 frie
Metl 51 frue
Met3 51 false

Connect Refresh

Scan Results
The scan displays information on the available APs:
e SSID - Lists the SSID of the network
o RSSI - Displays the Received Signal Strength Indication (RSSI) of the AP.

e Secure —Displays True if the data encryption is used by the AP, false is data encryption is not used.

Note: The APs can be sorted by clicking on any of the column headings.
Note: If there is more than one AP with the same SSID, the listing displays the AP with the strongest signal and least

security.
If you are logged in as an administrator (see Admin Login), you can use the Connect button to create a new profile. The button
is grayed out is an administrator is not logged in.

o Highlight the desired network in the listing and click the Connect button.

e The new profile is named based on the SSID of the selected AP. If a profile already exists with that name, the new pro-
file name contains an incremental number to avoid duplicate names.

e The SSID parameter is assigned the value of the SSID of the AP. Other profile entries must be completed manually.

Click the Refresh button to update the display.
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Profile Parameters

Profile Parameters

IMPORTANT

Remember to click the Commit button after making changes to ensure the changes are saved. Newer versions of the SCU
display a reminder if the Commit button is not clicked before an attempt is made to close or browse away from the Profile tab if
there are unsaved changes.

If changes are made to the stored credentials, click Commit to save those changes before making any additional changes to
the Profile parameters.

Profile

A string of 1 to 32 alphanumeric characters, establishes the name of the Profile. Options are Default or ThirdPartyConfig.
Default:

Default
SSID

A string of up to 32 alphanumeric characters, the Service Set Identifier (SSID) of the WLAN to which the radio connects
Default:

Blank
Client Name

A string of up to 16 characters — Name assigned to the radio and the device using the radio. The client name may be passed to
networking radio devices, e.g. Access Points.

Default:

Blank

Power Save

Power save mode.
Options:

CAM (Constantly Awake Mode, power save off)
Maximum (Maximum power saving mode)

Fast (Fast power saving mode)
Default:

Fast
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Tx Power

Tx Power

Desired transmit power.
Options:

Maximum (Max power for current regulatory domain)
50, 30, 20, 10, 50r 1 mW

Default:

Maximum

Bit Rate

Options:

Auto (Rate negotiated automatically with the AP)
1,2,5.5,6,9, 11,12, 18, 24, 36, 48 or 54 Mbit

Default:

Auto
Radio Mode

Specify 802.11a, 802.11b and/or 802.11g rates when communicating with the AP. The options displayed for this parameter
depend on the type of radio (802.11b/g or 802.11a/b/g) installed in the MX3X.

Options:

B rates only (1, 2, 5.5 and 11 Mbps)

BG Rates Full (All B and G rates)

Grates only (6, 9, 12, 18, 24, 36, 48 and 54 Mbps)

BG optimized or BG subset (1, 2, 5.5, 6, 11, 24, 36 and 54 Mbps)

Arates only (6, 9, 12, 18, 24, 36, 48 and 54 Mbps)

ABG Rates Full (All A rates and all B and G rates with A rates preferred)

BGA Rates Full (All B and G rates and all A rates with B and G rates preferred)
Ad Hoc

Default:

BG Rates Full (for 802.11b/g radio)
BGA Rates Full (for 802.11a/b/g radio)
Note: Forthe 802.11 b/g radio, some SCU versions may have the default set as BG Optimized rather than BG Rates Full.

It is important this parameter correspond to the AP to which the device is to connect. For example, if this parameter is set to G
rates only the LXE device may only connect to APs set for G rates and not those set for B and G rates.

The options for this parameter should be set as follows:
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Auth Type

Antenna Configuration| Radio Mode

ABG Rates Full

A Main and BG Main BGA Rates Full
A Main and A Aux A Rates Only
B Rates Only
. G Rates Only
BG Main and BG Aux BG Rates Full
BG Subset

A Main only (external) A Rates Only

B Rates Only
G Rates Only
BG Rates Full
BG Rates Subset

BG Main only (external)

Contact your LXE representative if you have questions about the antenna(s) installed on your device.

Note: Some versions may have the default set as BG Rates Full.
Auth Type

802.11 authentication type used when associating with AP.
Options:

Open
Shared key
LEAP

Default:

Open

Note: Set the Auth Type radio parameter to “Open” for all configurations unless using LEAP (not WPA) and the AP is
configured for network EAP only. In this case, set the Auth Type radio parameterto “LEAP”.

EAP Type

Extensible Authentication Protocol (EAP) type used for 802.1x authentication to AP.
Options:

None

LEAP
EAP-FAST
PEAP-MSCHAP
PEAP-GTC
EAP-TLS

Default:
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Encryption

None

Note: The EAP type chosen determines if the Credentials button is active. Available entries on the Credentials pop up
window vary by EAP type chosen.

Encryption

Type of encryption used to protect transmitted data. This parameter was labeled as Security in some versions of the SCU.
Options:

None

Manual WEP
Auto WEP
WPA PSK
WPA TKIP
WPA2 PSK
WPA2 AES
CCKM TKIP
CKIP Manual
CKIP Auto

Default:

None

Note: The Encryption type chosen determines if the WEP/PSK Keys button is active. Available entries on the pop up
window vary by encryption type chosen.
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Status Tab

Status Tab

Summit Client Utility

Mair Status |Diags | Global |
Profile: Default Channel: S il
Status: Associated Bit Rate: 11 Mbps SDC
Device Marme: [Unnarmed] Tx Power: B0 rmw
IP: 100, 100, 100,100 Beacon Period: 100
MAC: 00,17.23.00,00,00 OTIM: 1
AP Mame: [Unknown] [SigRal Sttength: 57 dom
IF: 100, 100, 100, 200 ' - ﬂtﬁ g -
MAC: 00.02.2d.00,00.00 [ Signal Quality: 83 %

SCU - Status Tab

This screen provides information on the radio:

The profile being used
The status of the radio card (down, associated, authenticated, etc.)
Client information including device name, IP address and MAC address.

Information about the Access Point (AP) maintaining the connection to the network including AP name, IP address and
MAC address.

Channel currently being used for wireless traffic

Bit rate in Mbit.

Current transmit power in mW

Beacon period — the time between AP beacons in kilomircoseconds. (one kilomicrosecond = 1,024 microseconds)

DTIM interval — A multiple of the beacon period that specifies how often the beacon contains a delivery traffic indication
message (DTIM). The DTIM tells power saving devices a packet is waiting for them. For example, if DTIM = 3, then
every third beacon contains a DTIM.

Signal strength (RSSI) displayed in dBm and graphically

Signal quality, a measure of the clarity of the signal displayed in percentage and graphically.

There are no user entries on this screen.

Note: After completing radio configuration, it is a good idea to review this screen to verify the radio has associated (no
encryption, WEP) or authenticated (LEAP, any WPA), as indicated above.
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Diags Tab

Diags Tab

Summit Client Utility

| Main | Profie | Status | Diads | Glohal |

Profile: Default il
{Re)connect S0
IP Address:  100.100,100,100
Start Ping I ReleasefRenew

Diagnostics | | --Diagnostics Output---*

Save To...

SCU - Diags Tab

The Diags screen can be used for troubleshooting network traffic and radio connectivity issues.

(Re)connect — Use this button to apply (or reapply) the current profile and attempt to associate or authenticate to the
wireless LAN. All activity is logged in the Diagnostic Output box on the lower part of the screen.

Release/Renew — Obtain a new IP address through release and renew. All activity is logged in the Diagnostic Output
box. If afixed IP address has been assigned to the radio, this is also noted in the Diagnostic Output box. Note that the
current IP address is displayed above this button.

Start Ping — Start a continuous ping to the IP address specified in the text box to the right of this button. Once the but-
tonis clicked, the ping begins and the button label changes to Stop Ping. Clicking the button ends the ping. The ping

also ends when any other button on this screen is clicked or the user browses away from the Diags tab. The results of
the ping are displayed in the Diagnostic Output box.

Diagnostics — Also attempts to (re)connect to the wireless LAN. However, this option provides more data in the Diag-
nostic Output box than the (Re)connect option. This data dump includes radio state, profile settings, global settings,
and a list of broadcast SSID APs.

Save To... —Use this save the results of the diagnostics to a text file. Use the explorer window to specify the name
and location for the diagnostic file. The text file can viewed using an application such as WordPad.
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Global Tab

Global Tab

Note: The Global tab was previously labeled Global Settings.

The parameters on the global settings tab can be changed when an Admin is logged on (see Admin Login). Without the admin
login, the current values for the parameters can be viewed, but they cannot be edited.

Summit Client Utility

 Main | Profie | Status | Diags | Global |

Property: Walue: ‘Sﬁ
Roarn Trigget IEI |-65 dEmn EI

F.oarn Delta

Roarn Period

Changing this setting will reguire a

BG Channel Set poveer-cycle.,

& aressive SCan

Save Changes; Commit

SCU - Global Tab

Global Parameters
IMPORTANT

Remember to click the Commit button after making changes to ensure the changes are saved. Many versions of the SCU

display a reminder if the Commit button is not clicked before an attempt it made to close or browse away from the Global tab if
there are unsaved changes.

If changes are made to the stored credentials, click Commit to save those changes before making any additional changes to
the Global parameters.

Note: Custom parameter options: Some parameters contain an option for custom. The parameter’s value is displayed as
“Custom”when the operating system registry has been used to set the parameter to a value not available from the Global
settings parameter options. Selecting Custom for a parameter has no effect as the parameter value returns to the
previously selected value when you press Commit.

E-EQ-MX3XRG-W-ARC [ 193 ] MX3X Reference Guide



Roam Trigger

Roam Trigger

If signal strength is less than this trigger value, the radio looks for a different AP with a stronger signal.
Options:

-50, -55, -60, -65, -70, -75, -80, -85, -90 dBm
Custom (see Note)
Note: Available options may vary by SCU revision.

Default:

-65dBm

Note: Custom parameter options: Some parameters contain an option for custom. The parameter’s value is displayed as
“Custom” when the operating system registry has been used to set the parameter to a value not available from the Global
settings parameter options. Selecting Custom for a parameter has no effect as the parameter value returns to the
previously selected value when you press Commit.

Roam Delta

Amount by which the new AP’s signal strength must exceed the current AP’s signal strength before roaming is attempted.
Options:

5, 10, 15, 20, 25, 30, 35dBm
Custom (see Note above)

Default:

10 dBm (for 802.11b/g radio)
5 dBm (for 802.11a/b/g radio)

Note: Custom parameter options: Some parameters contain an option for custom. The parameter’s value is displayed as
“Custom”when the operating system registry has been used to set the parameter to a value not available from the Global
settings parameter options. Selecting Custom for a parameter has no effect as the parameter value returns to the
previously selected value when you press Commit.
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Roam Period

Roam Period

The amount of time, after association or a roam scan with no roam, that the radio collects Received Signal Strength Indication
(RSSI) scan data before a roaming decision is made.

Options:
5, 10, 15, 20, 25, 30, 35, 40, 45, 50, 55, 60 sec
Custom (see Note above)

Default:

10 seconds (for 802.11b/g radio)
5 seconds (for 802.11a/b/g radio)

Note: Custom parameter options: Some parameters contain an option for custom. The parameter’s value is displayed as
“Custom” when the operating system registry has been used to set the parameter to a value not available from the Global
settings parameter options. Selecting Custom for a parameter has no effect as the parameter value returns to the
previously selected value when you press Commit.

BG Channel Set

Defines the 2.4GHz channels to be scanned for an AP when the radio is contemplating roaming. By specifying the channels to
search roaming time may be reduced over scanning all channels.

Options:

Full (all channels)

1, 6, 11 (the most commonly used channels)
1,7, 13 (For ETSI and TELEC radios only)
Custom (see Note above)

Default:

Full

Note: Custom parameter options: Some parameters contain an option for custom. The parameter’s value is displayed as
“Custom” when the operating system registry has been used to set the parameter to a value not available from the Global
settings parameter options. Selecting Custom for a parameter has no effect as the parameter value returns to the
previously selected value when you press Commit.
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DFS Channels

DFS Channels
Note: Not currently supported.
Support for 5GHz 802.11a channels where support for DFS is required.
Options:
On, Off
Default:

Off

Aggressive Scan

When set to On and the current connection to an AP becomes weak, the radio scans for available APs more aggressively.
Aggressive scanning works with standard scanning (set through Roam Trigger, Roam Delta and Roam Period). Aggressive
scanning should be set to On unless there is significant co-channel interference because of overlapping APs on the same
channel.

Options:
On, Off
Default:

On
CCX Features

Use of Cisco Compatible Extensions (CCX) radio management and AP specified maximum transmit power features.
Options:

Full or On (Use Cisco Information Element and CCX version number, support all CCX features)

Optimized (Use Cisco Information Element and CCX version number, support all CCX features except AP assisted roaming,
AP specified maximum transmit power and radio management)

Off (Do not use Cisco Information Element and CCX version)
Default:

Off (for 802.11b/g radio)
Optimized (for 802.11a/b/g radio)
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WMM

WMM

Use of Wi-Fi Multimedia extensions.
Options:

On, Off

Default:

Off

Auth Server

Specifies the type of authentication server.
Options:

Type 1 (ACS server)
Type 2 (non-ACS server)

Default:

Type 1
TX Diversity

How to handle antenna diversity when transmitting packets to AP.
Options:

Main only (Main antenna only)
Aux only (Aux antenna only)
On (Use diversity)

Default:

On (802.11b/g radio)
Main Only (802.11a/b/g radio)
The value for this parameter should be set as follows:

Antenna Configuration | TX Diversity
A Main and BG Main Main Only

A Main and A Aux On

BG Main and BG Aux On

A Main only Main Only
BG Main only Main Only
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RX Diversity

RX Diversity

How to handle antenna diversity when receiving packets from AP.
Options:

Main Only (use main antenna only)

Aux Only (use aux. antenna only)

On-start on Main (On startup use main antenna)
On-start on Aux (On startup use aux antenna)

Default:

On-start on Main (802.11b/g radio)
Main Only (802.11a/b/g radio)
The value for this parameter should be set as follows:

Antenna Configuration| RX Diversity
A Main and BG Main Main Only

A Main and A Aux On-start on Main
BG Main and BG Aux On-start on Main

A Main only Main Only
BG Main only Main Only

Frag Thresh

If the packet size (in bytes) exceeds the specified number of bytes set in the fragment threshold, the packet is fragmented
(sent as several pieces instead of as one block). Use a low setting in areas where communication is poor or where there is a
great deal of radio interference.

Options:
256 to 2346
Default:

2346
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RTS Thresh

RTS Thresh

If the packet size exceeds the specified number of bytes set in the Request to Send (RTS) threshold, an RTS is sent before
sending the packet. A low RTS threshold setting can be useful in areas where many client devices are associating with the
Access Point.

Options:
0to 2347
Default:

2347
LED

The LED on the radio card is not visible to the user when the radio card is installed in a sealed MX3X.
Options:

On, Off

Default:

Off

Tray Ilcon

Determines if the Summit icon is displayed in the system tray.
Options:

On, Off

Default:

On
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Hide Password

Hide Password

If On, the Summit Client Utility masks passwords as they are typed and when they are viewed.
Options:

On, Off

Default:

On (see note below)

Note: The default value depends on the SCU revision, some have the default as Off.

Admin Password

A string of up to 64 alphanumeric characters that must be entered when the Admin Login button is tapped. If Hide Password is
On, the password is masked when typed in the Admin Password Entry text box. The password is Case Sensitive.

Default:
SUMMIT

Note: Password is case sensitive.

Auth Timeout

Specifies the number of seconds the Summit software waits for an EAP authentication request to succeed or fail.

If the authentication credentials are stored in the active profile and the authentication times out, the association fails. No error
message or prompting for corrected credentials is displayed.

If the authentication credentials are not stored in the active profile and the authentication times out, the user is again prompted
to enter the credentials.

Options:
An integer from 3 to 60
Default:

8
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Certs Path

Certs Path

A valid directory path, of up to 64 characters, where Root CA certificates for EAP authentication (PEAP/MSCHAP,
PEAP/GTC, EAP-TLS) and manual PACs for EAP-TLS are stored.

The Windows certificate store can also be used to store Root CA certificates. User certificates (EAP-TLS) must be stored in
the Windows certificate store.

LXE suggests ensuring the directory path currently exists before assigning the path in this parameter. For example, if the
certificate is stored in My Computer/System/mycertificate.cer, enter System in the Certs Path text box as the directory path.

Default:

System
Ping Payload

Maximum amount of data to be transmitted on a ping.
Options:

32, 64, 128, 256, 512, 1024 bytes

Default:

32

Ping Timeout ms

The amount of time, in milliseconds, that a device will be continuously pinged. The Stop Ping button can be tapped to end the
ping process ahead of the ping timeout.

Options:
0to 30,000 ms
Default:

5000
Ping Delay ms

The amount of time, specified in milliseconds, between each ping.
Options:

010 30,000 ms

Default:

1000
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Sign-On vs. Stored Credentials

Sign-On vs. Stored Credentials

When using wireless security that requires a user name and password to be entered, the Summit Client Utility offers two
choices:

e The Username and Password may be entered on the Credentials screen. If this method is selected, anyone using the
device can access the network.

o The Username and Password are left blank on the Credentials screen. When the device attempts to connect to the net-
work, a sign on screen is displayed. The user must enter the Username and Password at that time to authenticate.

How to: Use Stored Credentials
1. After completing the other entries in the profile, click on the Credentials button.
Enter the Username and Password on the Credentials screen and click the OK button.
Click the Commit button.
For LEAP and WPA/LEAP, configuration is complete.
For PEAP-MSCHAP, PEAP-GTC and EAP-TLS import the CA certificate into the Windows certificate store.
For EAP-TLS, also import the User Certificate into the Windows certificate store.

Access the Credentials screen again. Make sure the Validate server and Use MS store checkboxes are checked.

©® N o o bk~ w DN

The default is to use the entire certificate store for the CA certificate. Alternatively, use the Browse button next to the
CA Cert (CA Certificate Filename) on the Credentials screen to select an individual certificate.

9. For EAP-TLS, also enter the User Cert (User Certificate filename) on the credentials screen by using the Browse but-
ton.

10. If using EAP FAST and manual PAC provisioning, input the PAC filename and password..
11. Click the OK button then the Commit button.

12. If changes are made to the stored credentials, click Commit to save those changes before making any additional
changes to the profile or global parameters.

13. Verify the device is authenticated by reviewing the Status tab. When the device is property configured, the Status tab
indicates the device is Authenticated and the method used.

Note: See Configuring the Profile for more details.

Note: If invalid credentials are entered into the stored credentials, the authentication will fail. No error message is
displayed and the user is not prompted to enter valid credentials.

How to: Use Sign On Screen

1. After completing the other entries in the profile, click on the Credentials button. Leave the Username and Password
blank. No entries are necessary on the Credentials screen for LEAP or LEAP/WPA.

2. ForPEAP-MSCHAP, PEAP-GTC and EAP-TLS import the CA certificate into the Windows certificate store.
3. For EAP-TLS, also import the User Certificate into the Windows certificate store.

4. Access the Credentials screen again. Make sure the Validate server and Use MS store checkboxes are checked.
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How to: Use Sign On Screen

5. The default is to use the entire certificate store for the CA certificate. Alternatively, use the Browse button next to the
CA Cert (CA Certificate Filename) on the Credentials screen to select an individual certificate.

6. For EAP-TLS, also enter the User Cert (User Certificate filename) on the credentials screen by using the Browse but-
ton.

7. Click the OK button then the Commit button.
8. When the device attempts to connect to the network, a sign-on screen is displayed.

9. Enterthe Username and Password. Click the OK button.

S5DC Credentials

=T I

Password: I

Ok Cancel

Sign-On Screen

10. Verify the device is authenticated by reviewing the Status tab. When the device is property configured, the Status Tab
indicates the device is Authenticated and the method used.

11. The sign-on screen is displayed after a reboot.
Note: See Configuring the Profile for more details.

If a user enters invalid credentials and clicks OK, the device associates but does not authenticate. The user is again prompted
to enter credentials.

If the user clicks the Cancel button, the device does not associate. The user is not prompted again for credentials until

o the device is rebooted,

o theradiois disabled then enabled,

o the Reconnect button on the Diags Tab is clicked or

o the profile is modified and the Commit button is clicked.
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Windows Certificate Store vs. Certs Path

User Certificates
EAP-TLS authentication requires a user certificate. The user certificate must be stored in the Windows certificate store.

o To generate the user certificate, see Generating a User Certificate.

o Toimport the user certificate into the Windows certificate store, see Installing a User Certificate.

o A Root CA certificate is also needed. Refer to the section below.
Root CA Certificates

Root CA certificates are required for EAP/TLS. PEAP/GTC. PEAP/MSCHAP. EAP/TLS, PEAP/GTC and PEAP/MSCHAP.
Two options are offered for storing these certificates. They may be imported into the Windows certificate store or copied into
the Certs Path directory.

How To: Use the Certs Path

1. See Generating a Root CA Certificate and follow the instructions to download the Root Certifcate to a PC.

2. Copy the certificate to specified directory on the mobile device. The default location for Certs Path is \System. A dif-
ferent location may be specified by using the Certs Path global variable. Please note the location chosen for certificate
storage should persist after warmboot.

3. When completing the Credentials screen for the desired authentication, do not check the Use MS store checkbox after
checking the Validate server checkbox.

4. Enter the certificate name in the CA Cert textbox.

5. Click OK to exit the Credentials screen and then Commit to save the profile changes.

How To: Use Windows Certificate Store

1. See Generating a Root CA Certificate and follow the instructions to download the Root Certifcate to a PC.

2. Toimport the certificate into the Windows store, See Installing a Root CA Certificate.

3. When completing the Credentials screen for the desired authentication, be sure to check the Use MS store checkbox
after checking the Validate server checkbox.

4. The defaultis to use all certificates in the store. If this is OK, skip to the last step.

5. Otherwise, to select a specific certificate click on the Browse (...) button.
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Root CA Certificates

Choose certificate

Use full trusted store

Izsued By -
Thawte Server C4
Thawte Premiurm Server C& —
Secure Server Certification Authority
GTE CyberTrust Root

GTIE CyberTrust Global Root EIIE'
L

Select

Choose Certificate

6. Uncheck the Use full trusted store checkbox.

7. Select the desired certificate and click the Select button to return the selected certificate to the CA Cert textbox.

8. Click OK to exit the Credentials screen and then Commit to save the profile changes.
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Configuring the Profile

Configuring the Profile

Use the instructions in this section to complete the entries on the Profile tab according to the type of wireless security used by
your network. The instructions that follow are the minimum required to successfully connect to a network. Your system may
require more parameters than are listed in these instructions. Please see your system administrator for complete information
about your network and its wireless security requirements.

To begin the configuration process:
¢ Onthe Main Tab, click the Admin Login button and enter the password.

o LXE recommends editing the default profile with the parameters for your network. Select the Default profile from the pull
down menu.

o Make any desired parameter changes as described in the applicable following section determined by network security
type and click the Commit button to save the changes.

IMPORTANT — Remember to click the Commit button after making changes to ensure the changes are saved. Many versions
of the SCU display a reminder if the Commit button is not clicked before an attempt is made to close or browse away from the
tab in focus if there are unsaved changes.

If changes are made to the stored credentials, click Commit to save those changes first before making any additional changes.
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No Security

No Security

To connect to a wireless network with no security, make sure the following profile options are used.
o Enterthe SSID of the Access Point assigned to this profile
o Set EAP TypetoNone

o Set Encryption to None

e Set Auth Type to Open

Summit Client Utility

Main | Profile | status | Diags | Global |

S |Default EI Hew | Rename| Delete | Scan SDC
Radlia: _ Security: EAP type:

SSID - !AF‘l INune EI INune EI

Cliexit Marme

Power Save WEP keys/PSKs|| Credentials

T Power

Fit R ate E Save Changes: Commit

No Security Profile Configuration

Once configured, click the Commit button. Ensure the correct Active Profile is selected on the Main tab and warmboot. The
SCU Main tab shows the device is associated after the radio connects to the network.
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WEP

WEP

To connect using WEP, make sure the following profile options are used.

o Enterthe SSID of the Access Point assigned to this profile

o Set EAP TypetoNone
o Set Encryption to Manual WEP
e Set Auth Type to Open

Summit Client Utility

Main | Profile | status | Diags | Global |

Profile: lDEfEIUVE

2

New | Rename

Delete | Scan

Save Changes:

aDc
Radio: _ Security: EAP type:
551D - !AF‘l IManuaI WEP Lﬂ ]Nl:une Lﬂ
Cliexit Marme
Power Save WEP keysfPSKs| Credentials
T Power
Fit R ata E Commit

Click the WEP keys/PSKs button.

Valid keys are 10 (for 40-bit encryption) or 26 (for 128-bit encryption) hexadecimal characters. Enter the key(s) and click OK.
Once configured, click the Commit button. Ensure the correct Active Profile is selected on the Main tab and warmboot. The

WEP Profile Configuration

WEP Key Entry

Enter 10 or 26 Hex digits (&-F, 0-9)
OR enter 5 or 13 ASCII characters.

T Key

@1 |

Oz |

Os |

O4 |

OK

Cancel

WEP Keys

SCU Main tab shows the device is associated after the radio connects to the network.
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LEAP

LEAP

To use LEAP (without WPA), make sure the following profile options are used.
o Enterthe SSID of the Access Point assigned to this profile
o Set EAP Typeto LEAP
e Set Encryption to Auto WEP
o Set Auth Type as follows:

o Ifthe Cisco/CCX certified AP is configured for open authentication, set the Auth Type radio parameter to Open
o If the AP is configured for network EAP only, set the Auth Type radio parameter to LEAP.

Summit Client Utility

Main | Profile | status | Diags | Global |

S lDefauIt EI New | Rename| Delete |Sl:an SDC
Radio: _ Security: EAP type:

551D NI |auto wep ] |LEAP ]

Cliert Marne

Power Save

WEP keys/PSEs|)  Credentials

T Power
Rit Fate E

Save Changes: Commit

LEAP Profile Configuration
See Sign-On vs. Stored Credentials for information on entering credentials.

To use Stored Credentials, click on the Credentials button. No entries are necessary for Sign-On Credentials as the user will
be prompted for the Username and Password when connecting to the network.

Credentials |

Uset: I users

Passwiord: I LxE

Ik | Cancel |

WPA/LEAP Credentials

Enter the Domain\Username (if the Domain is required), otherwise enter the Username.
Enter the password.

Click OK then click Commit. Ensure the correct Active Profile is selected on the Main Tab and warmboot. The SCU Main tab
shows the device is associated after the radio connects to the network.
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PEAP/MSCHAP

PEAP/MSCHAP

To use PEAP/MSCHAP, make sure the following profile options are used.
o Enterthe SSID of the Access Point assigned to this profile
e Set EAP Type to PEAP-MSCHAP
e Set Encryption to WPA TKIP
e Set Auth Type to Open

Summit Client Utility

Main | Profile | status | Diags | Global |

S |Default EI New | Rename| Delete | Scan SDC
Radio: _ Security: EAP type:

S5ID NG [wPa TkIP || [PEAP-MSCHA ¥ |

Clignt Marne

Powver Save WEP keys/P5ks|| Credentials

Tx Power

Fit R ate E Save Changes: Commit

PEAP/MSCHAP Profile Configuration
See Sign-On vs. Stored Credentials for information on entering credentials.
Click the Credentials button.

¢ Noentries except the CA Certificate Filename are necessary for Sign-On Credentials as the user will be prompted for
the User Name and Password when connecting to the network.

e For Stored Credentials, User, Password and the CA Certificate Filename must be entered.
Enter these items as directed below.

Credentials

Llser: LIsers

Password: IL.H’E

A Cart.: |

[T]validate server [ ] Lse 15 store

OK

Cancel

PEAP/MSCHAP Credentials

Enter the Domain\Username (if the Domain is required), otherwise enter the Username.
Enter the password.
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PEAP/MSCHAP

Leave the CA Certificate File Name blank for now.
Click OK then click Commit. Ensure the correct Active profile is selected on the Main Tab.
See Windows Certificate Store vs. Certs Path for more information on certificate storage.

Once successfully authenticated, import the CA certificate into the Windows certificate store. Return to the Credentials
screen and check the Validate server checkbox.

Credentials

Llzer; Lizer2

Password: IL.‘J{E

Ch Cert,: I[FuII trusted store]

Validate server Use M5 stare

0K Cancel

PEAP/MSCHAP Certificate Filename
If using the Windows certificate store:

¢ Check the Use MS store checkbox. The default is to use the Full Trusted Store.
o To select an individual certificate, click on the Browse button.
e Uncheck the Use full trusted store checkbox.

o Select the desired certificate and click Select. You are returned to the Credentials screen.
If using the Certs Path option:

o Leave the Use MS store box unchecked.

o Enterthe certificate filename in the CA Cert textbox.
Click OK then click Commit.
The device should be authenticating the server certificate and using PEAP/MSCHAP for the user authentication.

Note: The date must be properly set on the device to authenticate a certificate.
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PEAP/GTC

PEAP/GTC

To use PEAP/GTC, make sure the following profile options are used.
o Enterthe SSID of the Access Point assigned to this profile
o Set EAP Typeto PEAP-GTC
e Set Encryption to WPA TKIP
e Set Auth Type to Open

Summit Client Utility

Main | Profile | status | Diags | Global |

S |Default EI New | Rename| Delete | Scan SDC
Radio: _ Security: EAP type:

S5ID NG [wra TkiP | |PEAP-GTC  [¥]

Clignt Marne

Powver Save WEP keys/P5ks|| Credentials

Tx Power

Fit R ate E Save Changes: Commit

PEAP/GTC Profile Configuration
See Sign-On vs. Stored Credentials for information on entering credentials.
Click the Credentials button.

o Noentries except the CA Certificate Filename are necessary for Sign-On Credentials as the user will be prompted for
the User Name and Password when connecting to the network.

Enter these items as directed below.

Credentials

Llser: LIsers

Passward: IL}-{E

A Cart.: |

[T walidate server [ | s M5 store

Ok Cancel

PEAP/GTC Credentials

Enter the Domain\Username (if the Domain is required), otherwise enter the Username.
Enter the password.

Leave the CA Certificate File Name blank for now.

Click OK then click Commit. Ensure the correct Active Profile is selected on the Main Tab.
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See Windows Certificate Store vs. Certs Path for more information on certificate storage.

Once successfully authenticated, import the CA certificate into the Windows certificate store. Return to the Credentials
screen and check the Validate server checkbox.

Credentials

Llser: LIsers

Password: IL.H’E

A Cart.: |

[T]validate server [ ] Lse 15 store

0K Cancel

PEAP/GTC Certificate Filename
If using the Windows certificate store:

o Check the Use MS store checkbox. The default is to use the Full Trusted Store.
o Toselect anindividual certificate, click on the Browse button.
¢ Uncheck the Use full trusted store checkbox.

e Select the desired certificate and click Select. You are returned to the Credentials screen.
If using the Certs Path option:

o Leavethe Use MS store box unchecked.

o Enter the certificate filename in the CA Cert textbox.
Click OK then click Commit.

The device should be authenticating the server certificate and using PEAP/MSCHAP for the user authentication.
Note: The date must be properly set on the device to authenticate a certificate.
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WPA/LEAP

To use WPA/LEAP, make sure the following profile options are used.
o Enterthe SSID of the Access Point assigned to this profile
o Set EAP Typeto LEAP
e Set Encryption to WPA TKIP
o Set Auth Type as follows:

o Ifthe Cisco/CCX certified AP is configured for open authentication, set the Auth Type radio parameter to
Open.

o Ifthe AP is configured for network EAP only, set the Auth Type radio parameter to LEAP.

Summit Client Utility

Main | Profile | Status | Diags | Global |

Profile: IDEfau|t El HNew |Rename| Delete || Scan L0
Radia: Security: EAP type:

SSID N |&p1 |WF‘:& TKIP E”LE&F' ]
Clierit Mame

Powver Save WEP kevs/PSEs|  Credentials

Tx Power EI

Rit Rata Save Changes: Commit

WPA/LEAP Profile Configuration
See Sign-On vs. Stored Credentials for information on entering credentials.

To use Stored Credentials, click on the Credentials button. No entries are necessary for Sign-On Credentials as the user will
be prompted for the Username and Password when connecting to the network.

Credentials |

Uset: I userz

Passwaord; I LxE

Ik | Cancel |

WPA/LEAP Credentials
Enter the Domain\Username (if the Domain is required), otherwise enter the Username.
Enter the password.
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Click OK then click Commit. Ensure the correct Active Profile is selected on the Main Tab and warmboot. The SCU Main tab
shows the device is associated after the radio connects to the network.

EAP-FAST

To use EAP-FAST, make sure the following profile options are used.
o Enterthe SSID of the Access Point assigned to this profile
o Set EAP Type to EAP-FAST
¢ Set Encryption to WPA TKIP

e Set Auth Type to Open

The SCU supports EAP-FAST with automatic or manual PAC provisioning. With automatic PAC provisioning, the user
credentials, whether entered on the saved credentials screen or the sign on screen, are sent to the RADIUS server. The
RADIUS server must have auto provisioning enabled to send the PAC provisioning credentials to the MX3X.

Summit Client Utility

Main | Profile | Status | Diags | Global |

S lDefauIt EI New | Rename| Delete | Scan D0
Radio: _ Security: EAP type:

551D NI [wra TkIP  [+] [EaPFasT [

Client Marmne

Power Save WEP keys/PSks|| Credentials

Tx Power

Rit Rate E Save Changes: Commit

EAP-FAST Profile Configuration

For automatic PAC provisioning, once a usemame/password is authenticated, the PAC information is stored on the MX3X.
The same username/password must be used to authenticate each time. See the note below for more details.

For manual PAC provisioning, the PAC filename and Password must be entered.

See Sign-On vs. Stored Credentials for information on entering credentials.

The entries on the Credentials screen are determined by the type of credentials (stored or sign on) and the type of PAC
provisioning (automatic or manual).

Click on the Credentials button.

To use Stored Credentials, click on the Credentials button. No entries are necessary for Sign-On Credentials with automatic
PAC provisioning as the user will be prompted for the Username and Password when connecting to the network.
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Credentials

Password: IL.‘J{E

FAC Filenarne: I

PAC Password: I

0K Cancel

EAP-FAST Credentials
To use Sign-On credentials:

e Do not enter a User and Password as the user will be prompted for the Username and Password when connecting to the
network.

To use Stored Credentials:
o Enterthe Domain\Username (if the Domain is required), otherwise enter the Usermame.
e Enterthe password.
To use Automatic PAC Provisioning:
o No additional entries are required.
To use manual PAC Provisioning:
o Enterthe PAC Filename and PAC Password.

e The PAC file must be copied to the directory specified in the Certs Path global variable. The PAC file must not be read
only.

Tap OK then tap Commit. Ensure the correct Active Profile is selected on the Main tab and warmboot. The SCU Main tab
shows the device is associated after the radio connects to the network.

Note: When using Automatic PAC Provisioning, once authenticated, there is a file stored in the \System directory with
the PAC credentials. If the username is changed, that file must be deleted. The filename is autoP.(00.pac.
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EAP-TLS

To use EAP-TLS, make sure the following profile options are used
o Enterthe SSID of the Access Point assigned to this profile
o Set EAP Typeto EAP-TLS
e Set Encryption to WPA TKIP
e Set Auth Type to Open

Summit Client Utility

Main | Profile | status | Diags | Global |

S |Default EI New | Rename| Delete | Scan SDC
Radio: _ Security: EAP type:

S5ID NG [wraTkiP (vl [EAPTs [¥]

Clignt Marne

Powver Save WEP keys/P5ks|| Credentials

Tx Power

Fit R ata E Save Changes: Commit

EAP-TLS Profile Configuration

See Sign-On vs. Stored Credentials for information on entering credentials.

Click the Credentials button.

o Noentries except the User Certificate Filename and the CA Certificate Filename are necessary for Sign-On Credentials
as the user will be prompted for the User Name and Password when connecting to the network.

e For Stored Credentials, User, Password and the CA Certificate Filename must be entered.

Enter these items as directed below.

Credentials
Llser: LIsers
Lizer Cert: I

Lser Cert pwd:l

C4, Cart: |

[T walidate server [ | s 15 store

OK

Cancel

EAP-TLS Credentials

Enter the Domain\Username (if the Domain is required), otherwise enter the Username.

Leave the certificate file name entries blank for now.
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Click OK then click Commit. Ensure the correct Active Profile is selected on the Main tab.
Once successfully authenticated, import the user certificate into the Windows certificate store.
Return to the Credentials screen.

Use the Browse button to locate the User Cert from the certificate store. Highlight the desired certificate and press the Select
button. The name of the certificate is displayed in the User Cert box.

Enter the password for the user certificate in the User Cert pwd box.
See Windows Certificate Store vs. Certs Path for more information on certificate storage.

Check the Validate server checkbox.

Credentials
Llser: LIsers

Llsar Cert: Iusercert

Lser Cert pwd: IL}-{E

Co Cert: I[FuII trusted store ]

\alidate server Use MS stare
OK Cancel

EAP-TLS Credentials
If using the Windows certificate store:

e Check the Use MS store checkbox. The default is to use the Full Trusted Store.
e To select an individual certificate, click on the Browse button.
o Uncheck the Use full trusted store checkbox.

o Select the desired certificate and click Select. You are returned to the Credentials screen.
If using the Certs Path option:

e Leave the Use MS store box unchecked.

o Enterthe certificate filename in the CA Cert textbox.
Click OK then click Commit.
The MX3X should be authenticating the server certificate and using EAP-TLS for the user authentication.
See Certificates for information on generating a Root CA certificate or a User certificate.

Note: The date must be properly set on the device to authenticate a certificate.
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WPA PSK

To connect using WPA/PSK, make sure the following profile options are used:
o Enterthe SSID of the Access Point assigned to this profile
o Set EAP TypetoNone
e Set Encryption to WPA PSK
e Set Auth Type to Open

Summit Client Utility

Main | Profile | status | Diags | Global |

S lDefauIt EI New | Rename| Delete | Scan SDC
Radio: _ Security: EAP type:

551D NI [wrapsk  []|none ]

Clignt Marne

Powver Save WEP keysfPSKs| Credentials

Tx Power

Fit R ata E Save Changes: Commit

WPA/PSK Profile Configuration
Click the WEP keys/PSKs button.

pkentry 3|

For Passphrase, enter §-63 chars
For PSK, enter 64 Hex chars

Ik Cancel

PSK Entry
This value can be 64 hex characters or an 8 to 63 byte ASCII value. Enter the key and click OK.

Once configured, click the Commit button. Ensure the correct Active Profile is selected on the Main Tab and warmboot. The
SCU Main tab shows the device is associated after the radio connects to the network.
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Certificates

Root Certificates are necessary for EAP-TLS, PEAP/GTC and PEAP/MSCHAP.
See Generating a Root CA Certificate

See Installing a Root CA Certificate

User Certificates are necessary for EAP-TLS
See Generating a User Certificate

See Installing a User Certificate

Generating a Root CA Certificate

The easiest way to get the root CA certificate is to use a browser on a PC to navigate to the Certificate Authority. To request
the root CA certificate, open a browser to

http://<CA IP address>/certsrv.

Sign into the CA with any valid username and password.

Connect to 100.100.100_100

Connecting ko 100700100100

Lser name: I | 5 j J

Password; I

[~ Remember my password

K Zancel

Logon to Certificate Authority
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Generating a Root CA Certificate

Microsoft Cenficate S

Welcome

Use this Web site to request a certificate for your Web browser, e-mail chent, or other program. By
using a certificate, you can verify your identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of cerificate you request, perform other security
tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
cenificate revocation list (CRL), or to view the status of a pending request

For more information about Certificate Services, see Cefificate Senvices Documentation

Select atask:
Request a certificate

i 1 fi ' C

Certificate Services Welcome Screen
Click the Download a CA certificate, certificate chain or CRL link.
Make sure the correct root CA certificate is selected in the list box.

Microsoft Certificate Services —~ johndoe Home

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA cerificate chain.

To download a CA cettificate, certificate chain, or CRL, select the certificate and encoding method.

CA Certificate:

Encoding method:

®DER
O Base 64
Download CA cettificate
Download CA certificate chain
| | R
il |

Download CA Certificate Screen
Click the DER button.
To download the CA certificate, click on the Download CA certificate link.
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File Download - Security Warning E |

Do you want to open or save this file?

o T Mame: certnew,cer

Type: Security Cerkificate, 1,10 KB
From: 100,100,100, 100

Open Save Cancel

patentially harm pour computer. [f vow do not trust the source, do not

@ Wwhhile files from the Internet can be useful, thiz file tupe can
open or ave this software, What's the risk?

Download CA Certificate Screen
Click the Save button and save the certificate. Make sure to keep track of the name and location of the certificate.
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Installing a Root CA Certificate

Note: This section is only if the Windows certificate store is used. If the certificate store is not used, copy the certificate
to the \System folder or other path specified in the Summit Certs global parameter.

Copy the certificate file to the MX3X. Import the certificate by navigating to Start | Control Panel | Certificates.

D
Sy
Certificates

| Stores |

Class 2 Public Prirnary Certification Authority
Class 3 Public Primary Certification Authority
Entrust.net Certification Authority (2048)

Entrust.net Secure Server Certification Authorit
Equifax Secure Certificate Authority 2
GlobalSign Root CA Rd

Lists the certificates
trusted by you

Import.. Yiew.. Remoye

Certificates

Tap the Import button.

Import Certificate or Key m m

@ From a File

() From a Smart Card

Reader |E|

Zard Lhsent

Import Certificate
Make sure From a File is selected and tap OK.
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Select a Certificate File @ s
12) \My Documentsy

erth Cer

=5 Shortcut to Office Ternplates.ink

Marne: |certriew.cer Type: |Certificates ]

Browsing to Certificate Location

Using the explorer buttons, browse to the location where you copied the certificate, select the certificate desired and tap OK.

Root Certificate Store
Do woul want to ADD the following certificate to the Root Store?

Subject : doe, SUPPORT, LOCAL

Issuer ; Self Issued

Tirne Yalidity : Thursday, Juky 01, 2004 through Tuesday, July 01, 2014
Serial Murmber ;. 12345678 90ABCDEF 12345678 S0ABCDEF

¥es ND

Certificate Import Confirmation
Tap Yes to import the certificate.
Once the certificate is installed, return to the proper authentication section, earlier in this manual.
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Generating a User Certificate

The easiest way to get the user certificate is to use a browser on a PC to navigate to the Certificate Authority. To request the
user certificate, open a browser to

http://<CA IP address>/certsrv.

Sign into the CA with the username and password of the person who will be logging into the mobile device.

Connect to 100.100.100.100 EE |

Cannecting ta 100.100.100.100

Lser name: I L%, j J

Password; I

[ Remember my password

(o4 Cancel

Logon to Certificate Authority

This process saves a user certificate and a separate private key file. Windows CE equipped devices such as the device
require the private key to be saved as a separate file rather than including the private key in the user certificate.

Microsoft Centtficate Semices ~ johndoe

Welcome

Use this Web site 10 request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you request, perform other security
tasks

You can also use this Web site to download a centificate authonity (CA) certificate, certificate chain, or
cerificate revocation list (CRL), or to view the status of a pending request

For more information about Certificate Services, see Cefificate Services Documentation
Select a task:

Certificate Services Welcome Screen
Click the Request a certificate link.
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Microsoft Cetificate Sepaces ndae Home

Request a Certificate
Select the certificate type:
User Certificate
Or, submit an advanced certificate request

Request a Certificate Screen

Click on the advanced certificate request link.

Microsalt Cemficate Sernc jofinndie Hirg
Advanced Certificate Request
The policy of the CA determings the types of cernficates you can requast Chick one of the following
options o,

Creste I [

e - = - ‘oS @1 a

rensval request by using & base-64.encodad PIKCS &7 file

Mote: You must have an enroliment agent cerificate to submit a requast on behalf of another user

Advanced Certificate Request Screen
Click on the Create and submit a request to this CA link.
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g Serces ~ |ohndoe

Advanced Certificate Request

Certificate Template:

User =

Key Options:

® Create new key sel ! Use existing key set
CSP: | Microsoft Enhanced Cryptagraphic Provider v1.0 ¥
Key Usage Exchange

Key Size: 1024 | " 253 (common hey sizes: 512 1024 2048 4090 §192 16394)
&} Autormalic key container name User specified key container name

[¥] Mark keys as exporiable
¥ Export keys to file
Full path name ?lJS_E'ikE'Y.ka
[C1Enable strong private key protection

|_IStare cenificate in the local computer cedificate store
Stores the certificale in the focal compuler store
instead of In the user's cerlificale slore. Does not
install the root CA's certificats, You must be an
athministrator 1o generate or use.a Key in the focal
machine store.

Additional Options:

Request Format: @ CMC PKCS10
Hash Algorithm SHAA1 il |
COinly used o sign request.
[ Save request to a file
Attribut -
tributes -
S0y YN E N £ _;}_]
Friendly Mame '

Submit > |

Advanced Certificate Details
For the Certificate Template, select User.
Check the Mark keys as exportable and the Export keys to file checkboxes.
Type the full path on the local PC where the private key is to be copied. Also specify the private key filename.
Be sure to note the name used for the private key file, for example LXEUSER.PVK. The certificate file created later in
this process must be given the same name, for example, LXEUSER.CER.
DO NOT check to use strong private key protection.
Make any other desired changes and click the Submit button.

Potential Scripting Yiolation |

' Saving a file inta your local system could potentially violake scripting safety,
. Do wou want bo create a private key userlkey. pyk?

Yes | Mo |
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Script Warning
If any script notifications occur, click the “Yes button to continue the certificate request.

Create Private Key Password |
ke uzer] key. pyk,
Pazsword: I

Confirm Pazsward: I

0k, MHone Cancel

Private Key Password
When prompted for the private key password:
o Click None if you do not wish to use a password, or

o Enter and confirm your desired password then click OK.

Microsoft Certificate Semvices — johndoe

Certificate Issued

The cerificate you requested was issued to you,

«. DER encoded or < Base 64 encoded

Download ertificate
=== Download certificate chain

Certificate Issued

Click the Download certificate link.
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File Download Ed |

@ Some filez can harm pour computer. [F the fle information below
[ ]

|ooks suspiciouz, or vou do not fully st the zource, do naot open ar
zave thiz file.

File hame: certnew.cer
File tppe:  Security Certificake
Fram: 100, 100,100,100

& Thiz twpe of file could harm your computer if it containg
malicious code.

wiold you like to open the file or zave it to your compuker?

Dpen I Save Cancel Maore Info

¥ | iliwans mslebefare apening this peiaf file

Download Security Warning

Click Save to download and store the user certificate to the PC. Make sure to keep track of the name and location of the
certificate. The private key file is also downloaded and saved during this process.

Be sure use the same name for the certificate file as was used for the private key file. For example, it the private key was
saved as LXEUSER.PVK then the certificate file created must be given the same name, for example, LXEUSER.CER.
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Installing a User Certificate

Copy the certificate and private key files to the MX3X. Import the certificate by navigating to Start | Control Panel |
Certificates.

o

L PP

Certificates

Select My Certificates from the pull down list.

Certificates m H
| Stores |

Lists your personal digital
certificates

Import.. Yiew.. REemove

Certificates

Import Certificate or Key m m

@ From a File

Tap the Import button.

() From a Smart Card

Reader |E|

Zard Lhsent

Import Certificate

Make sure From a File is selected and tap OK.
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Installing a User Certificate

Select a Certificate File EI s
12) \My Documentsy

=2 Shortcut to Office Ternplates.ink
yrELISEr, CEr

Marne: Type: |Certificates ]

Browsing to Certificate Location
Using the explorer buttons, browse to the location where you copied the certificate, select the certificate desired and tap OK.
The certificate is now shown in the list.

| Stores I

Lists your personal digital
certificates

Import.. Yiew.. Remoye

Certificate Listing
With the certificate you just imported highlighted, tap View.

From the Field pull down menu, select Private Key.

Certificate Details m '

Friendly Marne |
Field

Mot Present !ZI

Private Key Not Present
o Ifthe private key is present, the process is complete.

o If the private key is not present, import the private key.
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To import the private key, tap OK to return to the Certificates screen.
Tap import.

= -
Select a Certificate File @ ane- |

2) \My Documentsy
== Shortcut to Office Templates.Ink
yrELser. pvk
Marne: Type: |Private Keys ]

Browsing to Private Key Location

Using the explorer buttons, browse to the location where you copied the private key file, change the Type pull down list to
Private Keys, select the certificate desired and tap OK. Enter the password for the certificate if appropriate.

Tap on View to see the certificate details again.

Certificate Details m '

Frietidly [Marme |

Field

Presemt El

Private Key Present
The private key should now say present. If it does not, there is a problem. Possible items to check:
o Make sure the certificate was generated with a separate private key file, as shown earlier in this section. If the cer-

tificate was not generated with a separate private key file, generate a new certificate and follow the import process
again.

o Make sure the certificate and private key file have the same name, for example LXEuser.cer for the certificate and
LXEuser.pvk for the private key file. If the file names are not the same, rename the private key file and import it again.
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KeyMap 101-Key Equivalencies

DD®D®

AT TT Oum

5@ o 06 G

. EIB
'.-.

e The following keymap is used on an MX3X that is NOT running an LXE Terminal Emulator. LXE terminal emulators use

a separate keymap (later in this section).

o When using a sequence of keys that includes the 2nd key, press the 2nd key first then the rest of the key sequence.

o When the computer boots, the default condition of NumLock is On and the default condition of Caps (or CapsLock) is

Off.

e The Caps (or CapsLock) condition can be toggled with a 2nd+F1 key sequence.

e The CAPS LED is illuminated when CapsLock is On.

o The warmboot behavior of CapsLock can be set via the MX3-VXC Options tab in the Windows CE Control Panel.

To get this Key / Function Press these Keys in this Order
Power / Suspend Power
Volume 2nd F8
Contrast 2nd F6
Backlight 2nd F10
2nd 2nd
Shift Shft
Alt Alt
Ctrl Ctrl
Esc Esc
Space Spc
Enter Enter
Scan Scan Left Scan key default value is Scan
Right Scan key default value is Enter
CapsLock (Toggle) 2nd F1
Back Space BkSp
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To get this Key / Function

Press these Keys in this Order

Tab Tab

Back Tab 2nd Tab

Break 2nd F2

Pause 2nd Shift F3
Up Arrow Up Arrow

Down Arrow Down Arrow

Right Arrow Right Arrow

Left Arrow Left Arrow

Insert 2nd Bksp

Delete 2nd DOT

Home 2nd Left Arrow

End 2nd Right Arrow

Page Up 2nd Up Arrow

Page Down 2nd Down Arrow
ScrollLock 2nd Shift F4
F1 F1

F2 F2

F3 F3

F4 F4

F5 F5

F6 F6

F7 F7

F8 F8

F9 F9

F10 F10

F11 2nd Shift F1
F12 2nd Shift F2
a CapsLock Off A

b CapsLock Off B

c CapsLock Off C

d CapsLock Off D

e CapslLock Off E

f CapsLock Off F

g CapsLock Off G
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To get this Key / Function

Press these Keys in this Order

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapslLock Off

CapsLock Off

CapsLock Off

CapsLock Off

CapsLock Off

Shft

Shft

Shft

Shft

Shft

Shft

Shft

IT|O(MMO|IO|TW|>»|N|<

Shft

I(O(MMO|IO|T|>»|IN|IX|IX|s|<|C|d|0|D|[O|[T|(Oo|Z|IZ|T|X]|<“

Shft

Shft

Shft

Shft

Shft

Shft

ozl =|(r|x|<“

Shft

J
K
L
M
N
O
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To get this Key / Function

Press these Keys in this Order

Shft

Shft

Shft

Shft

Shft

Shit

Shft

Shft

Shft

Shft

N[<[x[s[<]c]4]o][x][o]o

Shft

N[<[x[s|<][c|4]o|x]o]0

—_

SOl | N[Ol W|DN

SOl | N[Ol W|DN

DOT

DOT

2nd

2nd

2nd

2nd

2nd

2nd

2nd

2nd

2nd

2nd

Ol N | B[ W]IDN

2nd

: (colon)

2nd

o
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To get this Key / Function

Press these Keys in this Order

; (semicolon)

2nd

?

2nd

2nd

_ (underscore)

2nd

, (comma)

2nd

' (apostrophe)

2nd

~ (tilde)

2nd

\

2nd

2nd

2nd

2nd

2nd

2nd

eﬁ:ﬂ:@

2nd

2nd

>

2nd

2nd

2nd

— || @

2nd

v|o|lc|<|4d|m|m|s|o|o|>|vw|w|lT|<|z|z|r|m
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IBM 3270 Terminal Emulation

The MX3X's IBM 3270 Terminal Emulator keypads are designed to allow the user to enter terminal emulator commands when
running LXE’s RFTerm program. When running RFTerm on the MX3X, please refer to RFTerm Webhelp for equivalent keys
and keypress sequences.

IBM 3270
@E® .

0 @ @ . .
L X
@ETT

Legend on Keypad Explanation Key Sequence

Attn Attention Ctrl+A

Cir Clear Ctrl+C

Del Delete Ctrl+D

E-Inp Erase Input Ctrl + BkSp

Ins Insert Ctrl + 1

NL New Line Ctrl+N

PA1 Ctrl + F1

PA2 Ctrl + F2

PA3 Ctd+F3

Rst Reset Ctl+R

SysReq System Ctrl+S
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IBM 5250 Terminal Emulation

The MX3X's IBM 5250 Terminal Emulator keypads are designed to allow the user to enter terminal emulator commands when
running LXE’s RFTerm program. When running RFTerm on the MX3X, please refer to RFTerm Webhelp for equivalent keys

and keypress sequences.

OCDLODODOD0?E @
= .
Bk

Legend on Keypad Explanation Key Sequence

Attn Attention Ctrl+ A

Cir Clear Ctl+C

Del Delete Ctl+D

Dup Duplicate Ctl+U

E-Inp Erase Input Ctrl + Bksp

Field Exit Enter Enter

Fid - Field Minus Ctrl+M

Fid + Field Plus Ctld+L

Ins Insert Ctrl + 1

NL New Line Ctrl+N

SysReq System Ctrl+S
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Technical Specifications

MX3X

Xscale PXA255 CPU operating at 400 MHz. Turbo mode switching is supported. 32 bit
Processor . )

CPU (with on-chip cache)
Memory RAM: 64 or 128MB SDRAM / ROM: 64MB flash

Mass Storage

Removable PC Card. SRAM or Flash PCMCIA Type | or Il PC Cards (Various Sizes)
Compact Flash Card. Bootable SRAM PC Card, ATA Flash PC Card, or ATA Hard Drive
PC Card (Can be installed by Customer)

Compact Flash (Internal)

Inaccessible. Supports an ATA interface only. 3.3v ATA flash card.

Operating System

Microsoft Windows CE 5.0

Radio Modules

802.11 a/b/g radio / Bluetooth

Scanner options

No scanner | SE955 standard range laser (SE923 phased out).

Display technology

Monochrome Transflective LCD with touchscreen

Transmissive Color LCD. Customer Configurable Backlighting

Resolution - 640x240 pixels

Size - 2 VGA landscape

Diagonal Viewing Area - 5.92 in (150.4mm)

Dot Pitch - 0.22mm

Dot Size - 0.20mm x 0.20mm

Color Scale - Monochrome - 16 Shades of Grey / Transmissive - 256 colors

PCMCIA Interface

Slot 0 accepts Type | and Il / Slot 1 accepts Type | and || CF+. Compatible with the
PCMCIA version 2.1 standard.

Main Battery

1900 mAh 10.8V, 3 cell, Li-lon battery pack.In-Unit and External Re-Chargeable

Backup Battery (CMOS)

Internal Nickel Cadmium (NiCd) 5.7V max. Automatically charges from main battery dur-
ing normal operation. Memory operational for 5 minutes when main battery is depleted
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External Connectors / Interface /

USB Host / Client Ports / Power Connector

External Connectors /

Interface / USB Host / Client Ports / Power Connector

IrDA Connector (COM 2) bidir-
ectional half-duplex

Supports 115k baud

Endcap — Dual Serial, DA-9 or
DB-9 Connector (COM 1 and
COM 3)

9 Pin “D” (male) Connector. Provides connection to external devices such as a printer.

Endcap —incl Scanner (COM 3),
DA-9 or DB-9 Connector (COM

1)

9 Pin “D” (male) Connector. Provides connection to external devices such as a printer.

Endcap —incl Scanner (COM 3),
DA-9 (COM 1)

Scanner — SE923 or SE955 Symbol engine. (SE923 phased out)

Power Connector

External Battery Charger Contacts. 8.5V — 15 VDC Input Power.
Power Jack. 10.8 — 16VDC Input Power

Audio Connector

Audio Jack on endcap.

Dimensions and Weight

Dimension

Length with Endcap 6”|15cm

Width with Endcap 8|20 cm

Height with Endcap 1.44”|3.66 cm

Weight

Unit with radio, battery and scanner endcap Less than 30 0z | <850g
Battery 5.6 0z | 1579

Network Card 12 gz : 12123

SRAM Card 10z |28g

Environmental Specifications

Operating Temperature

-4°F to 122°F (-20°C to 50°C) monochrome 32°F to 122°F (0°C to 50°C)
color

Storage Temperature -22°F to 158°F (-30°C to 70°C)

ESD 8 KV air, 4kV direct contact

Operating Humidity 5% to 90% non-condensing at 104°F (40°C)
Water and Dust IEC 60529 compliant to IP66

Vibration Based on MIL Std 810D

Ambient Light — ranging from total darkness to

direct sunlight

Display readable (with backlight on) for <= two hours
Keypad readable (after previous exposure to a 60W bulb for 30 minutes)
for <= 15 minutes.
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Network Card Specifications

Network Card Specifications

Summit 802.11 b/g CF 2.4GHz

Bus Interface 16-bit Compact Flash Type | with 50-pin connector

Wireless Frequencies

2.4102.4897 GHz

RF Data Rates

1,2,5.5,6,9, 11, 12, 18, 24, 36, 48, 54 Mbps

RF Power Level

50 mW max.

Channels

1-11 FCC, 1-13 ETSI

Operating Temperature

Same as MX3X Operating Temperature

Storage Temperature

Same as MX3X Storage Temperature

Connectivity

TCP/IP, Ethernet, ODI

Diversity

Yes

Summit 802.11a/b/g CF 2.4/5.0GHz

Bus Interface

16-bit Compact Flash Type | with 50-pin connector

Wireless Frequencies

2.4102.4897 GHz IEEE 802.11b/ 802.11g DSSS OFDM

5.0GHz IEEE 802.11a DSSS OFDM

RF Data Rates

1,2,5.5,6,9, 11, 12, 18, 24, 36, 48, 54 Mbps

RF Power Level

64 mW (18dBm)

Channels

1-11 FCC, 1-13ETSI

Operating Temperature

Same as MX3X Operating Temperature

Storage Temperature

Same as MX3X Storage Temperature

Connectivity

TCP/IP, Ethernet, ODI

Diversity Yes
Bluetooth
Enhanced Data Rate Up to 3.0 Mbit/s over the air

Connection

No less than 32.80 feet (10 meters) line of sight

Bluetooth Version

2.0+EDR
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AppLock Error Messages

AppLock Error Messages

Any messages whose first word is an ‘ing’ word is output prior to the action described in the message. For example, “Switching
to admin-hotkey press” is logged after the administrator has pressed the hotkey but prior to starting the switch process.

For all operations that can result in an error, an Error level message is displayed when a failure occurs. These messages
contain the word “failure”. These messages have a partner Extended level message that is logged which contains the word
“OK” if the action completed successfully rather than with an error.

For processing level messages, “Enter...” is logged at the beginning of the function specified in the message and “Exit...” is
logged at the end (just before the return) of the function specified in the message.

reloading the device.

Message Explanation and/or corrective action Level
Error reading hotkey The hotkey is read but not required by AppLock. LOG_EX
Error reading hotkey; A hotkey is required. If there is a failure reading the hotkey, the internal factory default is
. LOG_ERROR
using default used.
App Command Line= . L . LOG
<Command line> Command line of the application being locked PROCESSING
App= <Application L . LOG_
names> Name of the application being locked PROCESSING
dwProcessID= <#> Device ID of the application being locked LOG_EX
E;:rypt exported key len Size of encrypt export key LOG_EX
Encrypt password
length= <#> The length of the encrypted password. LOG_EX
Encrypted data len <#> | Length of the encrypted password LOG_EX
hProcess= <#> Handle of the application being locked LOG_EX
Key pressed = <#> A key has been pressed and trapped by the hotkey processing. LOG_EX
IRk The status information is being saved to a file and the file has been opened successfully. | LOG_EX
AppLock found the kbdhook.dll, but was unable to get the address of the initialization
Address of keyboard procedure. For some reason the dll is corrupted. Look in the \Windows directory for LOG ERROR
hook procedure failure kbdhook.dll. If it exists, delete it. Also delete AppLock.exe from the \Windows directory and -
reboot the unit. Deleting AppLock.exe triggers the AppLock system to reload.
Address of keyboard AppLock successfully retrieved the address of the keyboard filter initialization procedure. [LOG_EX
hook procedure OK
Alt pressed The Alt key has been pressed and trapped by the HotKey processing. LOG_EX
Alt Processing the hotkey and backdoor entry LOG_EX
Appllcatlc_)n handle The application being locked did not complete initialization. LOG_ERROR
search failure
Application handle The application initialized itself successfully LOG_ERROR
search OK
Application load failure The application could not be launched by AppLock; the application could not be found or LOG_ERROR
is corrupted.
The backdoor keys have been pressed. The backdoor hotkeys provide a method for
Backdoor message customer service to get a user back into their system without editing the registry or LOG_
received 9 y g gisty PROCESSING
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AppLock Error Messages

failure

Message Explanation and/or corrective action Level
The load of the keyboard filter failed. This occurs when the dll is missing or is corrupted.
Look in the \Windows directory for kbdhook.dll. If it exists, delete it. Also delete
Cannotfind kbdhook.dI AppLock.exe from the \Windows directory and reboot the unit. Deleting AppLock.exe LOG_ERROR
triggers the AppLock system to reload.
Converted Pwd Converted password from wide to mbs. LOG_EX
Could not create event The keyboard filter uses this event at the Administrator Control panel. The event could not LOG ERROR
EVT_HOTKEYCHG be created. -
Could not hook keyboard If the keyboard cannpt bg controlled, AppLock cannot process the hotkey. This failure LOG_ERROR
prevents a mode switch into user mode.
Could not start thread The keyboard filter must watch for hot key changes. The watch process could not be
A LOG_ERROR
HotKeyMon initiated.
Ctrl after L or X Processing the backdoor entry. LOG_EX
Ctrl pressed The Ctrl key has been pressed and trapped by the HotKey processing. LOG_EX
Ctrl Processing the hotkey and backdoor entry. LOG_EX
Dgcrypt acquire context Unable to decrypt password. LOG_ERROR
failure
gicrypt acquired context Decryption process ok. LOG_EX
Dgcrypt create hash Unable to decrypt password. LOG_ERROR
failure
Decrypt created hash OK | Decryption process ok. LOG_EX
Decrypt failure Unable to decrypt password. LOG_ERROR
Decryptimport key failure | Unable to decrypt password. LOG_ERROR
Decryptimported key OK | Decryption process ok. LOG_EX
Epcrypt acquire context Unable to encrypt password. LOG_ERROR
failure
Encrypt agquwe encrypt Unable to encrypt password. LOG_ERROR
context failure
Encrypt acquired encrypt
context OK Encrypt password process successful. LOG_EX
Epcrypt create hash Unable to encrypt password. LOG_ERROR
failure
Encrypt create key failure | Unable to encrypt password. LOG_ERROR
Encrypt created encrypt
hash OK Encrypt password process successful. LOG_EX
Encrypt export key failure | Unable to encrypt password. LOG_ERROR
Fa?ﬁ%pt exportkey length Unable to encrypt password. LOG_ERROR
Encrypt exported key OK | Encrypt password process successful. LOG_EX
Encrypt failure The password encryption failed. LOG_ERROR
Encrypt gen key failure Unable to encrypt password. LOG_ERROR
Encrypt generate key Unable to encrypt password. LOG_ERROR

E-EQ-MX3XRG-W-ARC [ 244 ] MX3X Reference Guide




AppLock Error Messages

Message Explanation and/or corrective action Level
Epcrypt getuser key Unable to encrypt password. LOG_ERROR
failure
Encrypt get user key ok | Encrypt password process successful. LOG_EX
Encrypt hash data failure | Unable to encrypt password. LOG_ERROR
Encrypt hash data from
pwd OK Encrypt password process successful. LOG_EX
Encrypt length failure Unable to encrypt password. LOG_ERROR
E:ycrypt out of memory for Unable to encrypt password. LOG_ERROR
Encrypted data OK The password has been successfully encrypted. LOG_EX
In order for AppLock to control the application being locked so it can prevent the
Enter application from exiting, AppLock launches the application and has to wait until it has LOG EX
AppLockEnumWindows | created and initialized its main window. This message is logged when the function that -
waits for the application initialization is entered.
Enter DecryptPwd Entering the password decryption process LOG_
yp ghep fyplonp ' PROCESSING
Enter EncryptPwd Entering the password encryption processin LOG_
yp gfep fypfion p 9: PROCESSING
Enter FullScreenMode Entering the function that switches the screen mode. In full screen mode, the taskbar is LOG_
hidden and disabled. PROCESSING
Processing is at the beginning of the function that retrieves the application information LOG_
Enter GetApplnfo from the registry. PROCESSING
Enter password dialo Entering the password dialog processin LOG_
P 9 ghep 9p 9 PROCESSING
Enter password timeout | Entering the password timeout processin LOG_
P gfep P g PROCESSING
Some application shut down before AppLock can stop it. In these cases, AppLock gets
. notification of the exit. When the notification is received, AppLock starts a timer to restart | LOG_
Enter restart app timer . : . . L
the application. This message logs that the timer has expired and the processing is atthe | PROCESSING
beginning of the timer function.
Enter Entering the function that switches the screen to non-full screen mode and enable the LOG_
TaskbarScreenMode taskbar. PROCESSING
Enter ToAdmin Entering the function that handles a mode switch into admin mode LOG_
g : PROCESSING
Enter ToUser Entering the function that handles the mode switch to user mode LOG_
9 PROCESSING
Enter verify password Entering the password verification processin LOG_
P ghep P 9 PROCESSING
iXItLockEnumWindows- There are two exit paths from the enumeration function. This message denotes the LOG_
F(F))End enumeration function found the application. PROCESSING
iXItLockEnumWindows- There are two exit paths from the enumeration function. This message denotes the LOG_
N?t)found enumeration function did not find the application. PROCESSING
Exit DecryptPwd Exiting password decryption processing. LOG
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failure

Message Explanation and/or corrective action Level
PROCESSING
Exit EncryptPwd Exiting password encryption processin LOG_
vp gp yphonp 9 PROCESSING
Exit FullScreenMode Exiting the function that switches the screen to full screen LOG_
9 ' PROCESSING
Exit GetApplnfo Processing is at the end of the function that retrieved the application information from the [LOG_
PP registry. PROCESSING
Exit password dialo Exiting password prompt processin LOG_
P 9 gp promptp 9: PROCESSING
Exit password dialog- Exiting password prompt w/cancel LOG_
cancel gp promp ' PROCESSING
Exit password dialog-OK | Exiting password prompt successfull LOG_
P 9 gp promp y- PROCESSING
Exit password timeout Exiting password timeout processin LOG_
P gp P 9: PROCESSING
Exit restart app timer Processing is at the end of the timer function LOG_
PP 9 PROCESSING
. Exiting the function that switches the screen mode back to normal operation for the LOG_
Exit TaskbarScreenMode | 4 inistrator. PROCESSING
Exit ToAdmin Exiting the function that handles the mode switch into admin mode LOG_
9 ' PROCESSING
Exit ToUser Exiting the user mode switch function LOG_
9 ' PROCESSING
Exit ToUser-Registry L . LOG_
read failure The AppName value does not existin the registry so user mode cannot be entered. PROCESSING
Exit verify password-no . . . LOG_
owd set Exiting password verification. PROCESSING
Exit verify password- - . . LOG
response from dialog Exiting password verification. PROCESSING
Found taskbar The handle to the taskbar has been found so that AppLock can disable itin user mode LOG_
i | PROCESSING
Getting address of LOG
keyboard hook init AppLock is retrieving the address of the keyboard hook. PROCESSING
procedure
Getting configuration The AppLock. configuration is being r.ead from the registry. This ocF:urs at |n|t|aI|za.t|on and LOG_
from registr also at entry into user mode. The registry must be re-read at entry into user mode in case PROCESSING
gistry the administration changed the settings of the application being controlled.
gig‘;g encrypt pwd The length of the encrypted password is being calculated. LOG_EX
AppLock is unable to lock the application. This could happen if the application being
Hook wndproc failure locked encountered an error after performing its initialization and shutitself down priorto | LOG_ERROR
being locked by AppLock.
Hook wndproc ofopen |1y o jication is open, but AppLock cannot lock it. LOG_ERROR
app failure
Hot key event creation The Admin appletis unable to create the hotkey notification. LOG_ERROR
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Message Explanation and/or corrective action Level
Hot key pressed Processing the hotkey and backdoor entry LOG_EX
Hot key pressed Processing the hotkey and backdoor entry LOG_EX
Hot key set event failure Wh.en the a.dmln!strat.or chgnges the hotkey configuration the hotkey controller must be LOG_ERROR
notified. This notification failed.
Hotkey press message . LOG_
received The user just pressed the configured hotkey. PROCESSING
In addition to preventing the locked application from exiting, AppLock must also prevent
In app hook:WM_SIZE the application from enabling the taskbar and resizing the application’s window. This LOG_EX
message traps a change in the window size and corrects it.
. In addition to preventing the locked application from exiting, AppLock must also prevent
In app hook:WM_ . . .. NS .
the application from enabling the taskbar and resizing the application’s window. This LOG_EX
WINDOWPOSCHANGED . . I, .
message traps a change in the window position and corrects it.
Initializing keyboard . . o LOG_
hook procedure AppLock is calling the keyboard hook initialization. PROCESSING
Keyboard hook The keyboard filter initialization failed. LOG_ERROR
initialization failure
geKyboard hook loaded The keyboard hook dll exists and loaded successfully. LOG_EX
L after Ctrl Processing the backdoor entry. LOG_EX
. When AppLock first loads, it loads a dll that contains the keyboard hook processing. This |LOG_
Loading keyboard hook message is logged prior to the load attempt. PROCESSING
. The status information is being saved to a file and the file open has failed. This could
Open failure occur if the file is write protected. If the file does not exist, itis created. LOG_ERROR
. . If the Administration registry key does not exist, the switch to user mode fails because the
Open registry failure AppName value in the Administration key is not available. LOG_ERROR
Opened status file The status information is being saved to a file and the file has been opened successfully. | LOG_EX
Out of memory for
encrypted pwd Not enough memory to encrypt the password. LOG_ERROR
pRealTaskbarWndProc The taskbar control has already been installed. LOG_EX
already set
Pwd cancelled or invalid- | The password prompt was cancelled by the user or the maximum number of failed LOG EX
remain in user mode attempts to enter a password was exceeded. -
Read registry error-hot The hotkey registry entry is missing or empty. This is not considered an error. The LOG ERROR
key keyboard hook uses an embedded defaultif the value is not setin the registry. -
Read registry failure-app | AppName registry value does not exist or is empty. This constitutes a failure for switching
. LOG_ERROR
name into user mode.
Read registry failure- AppCommandLine registry entry is missing or empty. This is not considered an error
. . L o L LOG_ERROR
Cmd Line since command line information is not necessary to launch and lock the application. -
Read registry failure- The Internet registry entry is missing or empty. This is not considered an error since the
; L LOG_ERROR
Internet Internet value is not necessary to launch and lock the application. -
Registering Backdoor The AppLock system communicates with the keyboard hook via a user defined message. |LOG_
MSG Both AppLock.exe and Kbdhook.dll register the message at initialization. PROCESSING
L The AppLock system communicates with the keyboard hook via a user defined message. | LOG_
Registering Hotkey MSG Both Applock.exe and Kbdhook.dll register the message at initialization. PROCESSING
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at boot

presses the hotkey. The mode switch is being attempted after a hotkey press.

Message Explanation and/or corrective action Level
The registry has to be read when entering user mode is the AppName is missing. This
Registry read failure at user mode entry is attempted at boot and after a hotkey switch when the administrator has
. . L LOG_ERROR
reenter user mode closed the application being locked or has changed the application name or command
line.
The registry has to be read when switching into user mode. This is because the
Registry read failure at administrator can change the settings during administration mode. The read of the LOG ERROR
reenter user mode registry failed which means the Administration key was not found or the AppName value -
was missing or empty.
The registry read failed. The registry information read when this message is logged is the
Registry read failure appllc.atlorl'n mformahon. It the. Admln!stratlon key cannot be opengd qr ifthe AppName LOG_ERROR
value is missing or empty, this error is logged. The other application information is not
required. If the AppName value is not available, AppLock cannot switch into user mode.
Reset svstem work area The system work area is adjusted when in user mode to cover the taskbar area. The
) Y system work area has to be adjusted to exclude the taskbar area in administration mode. |LOG_ERROR
failure . .
AppLock was unable to adjust this area.
Shift pressed The Shift key has been pressed and trapped by the HotKey processing. LOG_EX
Shift Processing the hotkey and backdoor entry LOG_EX
Show taskbar The taskbar is now being made visible and enabled LOG_
9 ' PROCESSING
Switching to admin- The system is currently in user mode and is now switching to admin mode. The switch LOG_
backdoor occurred because of the backdoor key presses were entered by the administrator. PROCESSING
Switching to admin- The system is currently in user mode and is now switching to admin mode. The switch LOG_
hotkey press occurred because of a hotkey press by the administrator. PROCESSING
Swienngtoaamn- | IElelboars ook s fled o ppLock e i Tese narme* Lo
kbdhook.dll not found P e p promp play P PROCESSING
entered.
Switching to admin- If the keyboard hook initialization fails, AppLock switches to admin mode. If a password is
. o . . . - LOG_
keyboard hook specified, the password prompt is displayed and remains until a valid password is
A ) PROCESSING
initialization failure entered.
Switching to admin- See the explanation of the “Registry read failure above: AppLgck is SW|tch|ng_ into Admin LOG
. . mode. If a password has been configured, the prompt will be displayed and will not be =
registry read failure o . . . PROCESSING
dismissed until a valid password is entered.
Switching to In administration mode, the taskbar is visible and enabled. LOG_EX
TaskbarScreenMode
N The registry was successfully read and AppLock is starting the process to switch to user LOG_
Switching to user mode mode. PROCESSING
Switching to user-hotkey | The system is currently in admin mode and is now switching to user mode. The switch LOG_
press occurred because of a hotkey press by the administrator. PROCESSING
Taskbar hook failure AppLgck !s unable to control the taskbar to prevent the locked application from re- LOG_ERROR
enabling it.
Taskbar hook OK AppLock successfully installed control of the taskbar. LOG_EX
Timeout looking for a After the application is launched, AppLock must wait until the application has initialized
window 9 PP itself before proceeding. The application did not start successfully and AppLock has timed | LOG_ERROR
out.
ToUser after admin, not | The user mode switch is attempted when the device boots and after the administrator LOG EX
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adjusted=%x

Message Explanation and/or corrective action Level
ToUser after admin-app | The switch to user mode is being made via a hotkey press and the administrator has left
. - . . LOG_EX
still open the application open and has not made any changes in the configuration.
. If user mode is being entered via a hotkey press, the administrator may have left the
ToUser after admin-no . L .
. configured application open. If so, AppLock does notlaunch the application again unless | LOG_EX
app or cmd line change L ) e R .
a new application or command line has been specified; otherwise, it just locks it.
The desktop is moved when switching into user mode. This prevents them from being
Unable to move desktop | visible if the application is exited and restarted by the timer. This error does not affectthe |LOG_ERROR
screen mode switch; processing continues.
The taskbar is moved when switching into user mode. This prevents them from being
Unable to move taskbar | visible if the application is exited and restarted by the timer. This error does not affectthe | LOG_ERROR
screen mode switch; processing continues.
Unhook taskbar wndproc | AppLock could not remove its control of the taskbar. This error does not affect AppLock
. . LOG_ERROR
failure processing -
Unhook wndproc failure | AppLock could not remove the hook that allows monitoring of the application. LOG_ERROR
Unhooking taskbar In administration mode, the taskbar should return to normal operation, so AppLock’s LOG_EX
control of the taskbar should be removed.
Unhooking wndproc When the administrator I.ea\./es user mode, the.de\{lce is fully operational; therefore, LOG_EX
AppLock must stop monitoring the locked application.
WM_SIZE adjusted This message denotes that AppLock has readjusted the window size. LOG_EX
X after Ctrl+L Processing the backdoor entry. LOG_EX
Ret from password <#> Return value from password dialog. LOG_EX
Decrypt data len <#> Length of decrypted password. LOG_EX
. The window handle that is passed to the enumeration function. This message can be
Window handle to . . . S
. o used by engineering with other development tools to trouble shoot application lock LOG_EX
enumwindows=%Xx .
failures.
WM_WINDOWPOSCHG Output the window size after it has been adjusted by AppLock LOG_EX
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Hat Encoding

Desired . Hart Desired . Hart
Ascl Hex Value Encoded ASCII Hex Value Encoded
NUL 0X00 Aa ESA 87 MG
SOH 0X01 A HTS 88 H
STX 0xo02 “B HTJ 89 I
ETX 0X03 AMC VIS BA ]
EOT OX04 ~D PLD 8B ~~E
EXQ 0X05 AE PLU 8C AL
ACK X068 AF R1 8D M
BEL 0xX07 MG 552 3 N
BS 0X08 “H 553 8F 8]
HT X009 AT DCS a0 AP
LF 0X0A AJ PU1 91 ~"Q
VI OX0B AR P2 92 ~"R
FF 0xXocC “L STS 93 5
CR 0X0D M CCH 94 T
50 OX0E N MW 95 1
51 OXO0F ~0 SPA 96 MY
DLE 0X10 AP EPA 97 ~"W
DC1 (XON) 0X11 “Q 98 X
DC2 0xX12 R 99 Y
DC3 (XOFF) 0X13 ns 94 Z
DC4 0X14 T CSI 0B [
NAK 0X15 il 1] ST [Te "
SYN 0X16 AY 0sC oD ~"]
ETE 0X17 AW PM 9E
CAN 0X18 AX APC 9F
EM 0X19 Y (no-break space) AD
SUB 0X1A L Al
ESC 0X1E Al ¢ A2 I
) 3] 0X1C AN £ A3 ~t
GS 0X1D 1 : A S
RS OX1E AA ¥ 4
Us OXI1F ~ (Underscove) A6 &
0OXTF At
80 5 A7
81 A AS
82 B i A9
8 C E AA
IND 84 D AB
NEI 3 E T:
SSA 86 F oft hyphen) AD (Da
E AE {Period) D
AR - [%] D8 X
3 Zero 1 D9 Y
B 1 L DA 7

E-EQ-MX3XRG-W-ARC [ 250 ] MX3X Reference Guide



Revision History

Desired
ASCI

Har

Hex Value Encoded

Desired
ASCII

Hex Value

Hart
Encoded

Revision History

Revision / Date | Location Change
T/ Sep 2009 Entire Guide Formatted for browser delivery
1. Cover page and contents 1. Applied Marketing color scheme
U / Oct 2009 Features 2. Deleted
Enabler Installation and Con- 3. Changed LXE_MX3X_ENABLER.CAB to LXE_ENA-
figuration BLER.CAB.
V / Dec 2009 Control Panel - Administration Troubleshooting: Removed LXE AppLock backdoor key sequence.
W /Jan 2010 Entire Guide MX3X Archived / Obsolete
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